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2 Executive Summary
In this deliverable, legal and ethical issues, specifically for clinical trials employing p-medicine
tools, are examined. GCP requires conducting clinical trials ethically, and therefore demands
the protection and the safety of clinical trial participants and a guarantee of the quality of
clinical trials data. GCP is not a single standard, but a set of guidelines that cover design,
conduct, monitoring, termination, audit, analyses, reporting and documentation of clinical
studies. To create these GCP based guidelines, regulatory authorities and members of the
pharmaceutical industry from Europe, Japan and the US were brought together to discuss
scientific and technical aspects of drug development. Therefore, in this document, we have
analysed the global regulatory thinking and its national developments where it may concern
the use of p-medicine tools in clinical trials. These legal and ethical issues are the topic of
expert groups, advice groups and conferences. Regulatory authorities in Europe, USA and
Japan cooperate and harmonize initiatives, disseminate GCP knowledge and reach out for
innovative technologies. All these components together constitute an international framework
that represents the actual interpretation of GCP.
The protection of human dignity and integrity of clinical trial participants originate from a
variety of historical and philosophical sources. But ethical issues involving international
clinical trials are far from settled and still subject of debate due to the upsurge in international
trials, the lack of clarity in the interpretation of ethical principles and the complex ethical
problems created by cancer therapy, advanced therapies, biosampling and genetic analysis
and personalised medicine trials. Therefore, these aspects are discussed in this text and
applied to p-medicine. Based on the analysis of the legal and ethical conditions for
international GCP trials, derived legal and ethical requirements were applied to the following
p-medicine tools that will be used in clinical trials: ObTiMA, DoctorEye, Biobanks access,
Portal and Patient Empowerment. Ethical requirements clusters were developed to organise
identified ethical aspects around the following topics: informed consent, vulnerable
populations, IRB/Ethics Committee, data privacy, and investigator. For p-medicine the
requirements for informed consent (IC) (patient decision, fine grained IC, IC for biosamples,
IC and life threatening disease, vulnerable populations) and data privacy (complex tool
integration, complex data flow, personal data, genetic data, system validation) are discussed
in detail.
In brief, legal issues applicable to p-medicine tools that need particular attention are:
• Clinical data management systems and system validation (requirements for GCP, risk
management, data integrity control, quality system and audit information, etc.). The
ECRIN GCP standard has defined many requirements for high quality GCP compliant
data management in multinational clinical trials.
• Personal data used in clinical trials (pseudonymisation, recruitment of patients,
biosamples data, directly or indirectly identifiable data)
• Legal issues arising by deep integration of tools for clinical trials and a single point of
access (portal, identifiability, personal data, right not to know)
• Software that may fall under the medical device law. That concerns p-medicine tools
used for diagnostic and / or therapeutic purposes (image based diagnosis, decision)
They are all given deeper analysis in the main body of this report. Ethical and legal
requirements are enforced during the development of tools and during employment in clinical
trials by a data security framework, by considering GCP compliance issues already during
the development of the tools (validation training) and by “Validation Simulation”.
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3 Introduction
The conduct of clinical research with human participants raises many ethical and legal
issues. Biomedical research is conducted for the purpose of systematically collecting and
analysing data from which scientific conclusions can be drawn. For research the goal is
improving the care of currently unknown beneficiaries in the future. This means that the role
of the human participant in research is that of a source of data. This is different from being a
patient in health care in which diagnostic or therapeutic interventions are carried out solely
for the wellbeing of the patient. Thus, before recruiting participants in clinical trials for
research, important ethical values such as beneficence (doing good) and autonomy
(informed and voluntary decision making), non-maleficence (do no harm), trust between
investigator/patient, personal dignity, and the privacy of personal information must be
considered. These ethical concerns have been addressed by an extensive regulatory
framework based on Good Clinical Practice (GCP) for human research. This framework is
being developed further to adapt to the requirements of advances therapies and genomic
products.
In Deliverable 9.13 on regulatory and international aspects of clinical trials, all relevant
regulatory requirements for the conduct of international clinical trials have been listed. This
deliverable builds on that report, and its purpose is to extend on this topic by discussing
certain legal and ethical issues that are of importance to p-medicine, especially for these
software tools that are developed in p-medicine and that will be used in clinical trials.
Indeed, legal and ethical issues for GCP trials cannot be limited to regulations and
guidelines. They also cover the development of these guidelines and the current thinking by
authorities about the topics they cover. Today for example, GCP principles are applied to
new areas of clinical research such as advanced therapies, genetic research, and paediatric
trials. Therefore, in this deliverable, the international framework between Europe, USA and
Japan that represents the actual interpretation of GCP is described.
Clinical research is necessary to enable the improvement of clinical practice. Therefore, the
highest level of quality of clinical interventional research is based on well-designed
randomised clinical trials. For clinical trials planned by p-medicine which involve an extensive
IT infrastructure, personal medical approaches and patient empowerment, several additional
legal and ethical issues arise in the areas of: informed consent, biobanking and human
tissues used in research, genetic information, electronic data and tissue management,
interoperability between different tools and applications, enhanced medical privacy
requirements, inclusion of an Ethical Review Systems (Ethics Committees), clinical research
in vulnerable populations and the possibility for misconduct and fraud (research integrity).
This report extensively considers these issues as they relate to p-medicine tools.
This report is divided into two broad parts. In the first part (section 3), the results of our
analysis of the legal and ethical considerations for conducting international GCP trials are
discussed. Thereafter an outline of the p-medicine tools used in clinical trials is made,
including the main legal and ethical requirements for their use. Lists of international, national
and regulatory agencies based guidelines relating to the subject matter are also provided.
The second part (section 4) gives a legal and ethical evaluation of the use of the p-medicine
tools, while section 5 summaries the discussion on the identified issues in this report.

3
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4 Results
4.1 Legal issues for GCP trials
4.1.1 What is Good Clinical Practice?
Good Clinical Practices (GCP) are a set of guidelines that cover the design, conduct,
performance, monitoring, audit, analyses, record, reporting and documentation of clinical
studies. In general, GCP ensures that: the rights, safety and wellbeing of trial participants are
protected and the clinical trial data collected during a trial is credible and accurate. Thus, it is
an international ethical, as well as scientific quality standard for designing, recording and
reporting trials that involve human research subjects. The GCP standard has been
implemented differently in different countries, resulting in divergent set of guidelines for GCP.
For example, there are differences between ICH GCP and FDA GCP4. These differences are
only minor ones: for example, ICH requires that the trial subject receives a signed and dated
copy of the consent form and FDA requires that only a copy is provided. The International
Conference on Harmonization or ICH, which aims at creating a common set of guidelines for
the pharmaceutical industry, has created a master guideline for GCP. The principles of this
ICH-GCP have been implemented in Europe, the USA and Japan in 1997. In principle, all
protection of clinical trial subjects is based on the ethical principles defined in the Declaration
of Helsinki5. Legal requirements for the conduct of clinical trials in the European Union,
including GCP and GMP, are implemented in the Clinical Trial Directive (2001/20/EC) and
the GCP Directive (2005/28/EC). The EU Directive 2001/20/EC applies to non-commercial
trials the same standard of quality that has been applied to commercial trials (funded by
industry). On 1st May 2004, Directive 2001/20/EC came into force, though its implementation
into national legislation of all 27 EU member states was completed not before 2006. Member
States implemented the EU Directive 2001/20/EC into national regulations. For example, the
implementation of the EU Directive 2001/20/EU in the UK was done in form of UK Medicines
for Human Use (Clinical Trials) Regulations 2004 and in Germany by the 12th amendment of
the German Drug Law (AMG) in 2004.
But GCP regulation cannot be confined to a set of regulations and guidelines. The European
Medicines Agency (EMA) plays an important role in the harmonisation and co-ordination of
GCP-related activity at the EU level by coordinating GCP inspections, preparing guidance on
GCP relevant topics (GCP Inspectors Working Group), and by coordinating advice on the
interpretation of EU GCP requirements. Comprehensive information on clinical trial
authorisation, safety monitoring, GCP inspections, and GCP and GMP requirements for
clinical trials in Europe are presented in Volume 10: clinical trial guidelines of the rules
governing medicinal products in the EU6. To ensure compliance with the new legislation,
formal inspections for GCP and GMP compliance by the national regulatory agencies (e.g.
BFARM, MHRA) have been introduced.
4

John D. Burke: ICH-GCP & FDA Regulations Differences. University of Louisville, USA, April 21, 2009
WMA Declaration of Helsinki - Ethical Principles for Medical Research Involving Human Subjects. 59th
WMA General Assembly, Seoul, Korea, October 2008. 2011 World Medical Association, Inc.
http://www.wma.net/en/30publications/10policies/b3/.
6
Volume 10, see del 9.1.
5
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4.1.2 Necessary roles and components of GCP
The GCP standard consists of a set of roles and components that are necessary to ensure
GCP compliance of clinical trials:
•

Clinical Trial Sponsor: is the individual, company, institution, or organization which
takes responsibility for the initiation, management, and finances of a clinical trial. The
sponsor is responsible for implementing and maintaining quality assurance and
quality control with written SOPs to ensure that trials are conducted and data are
generated, documented, and reported in compliance with the protocol, GCP, and
regulatory requirements

•

Clinical Trial Investigator: is responsible for the conduct of the clinical trial at a trial
site

•

The process of Clinical Trial Monitoring has the purposes to verify that:
•

the rights and well-being of human subjects are protected

•

reported trial data are accurate, complete, and verifiable from source documents

•

the conduct of the trial is in compliance with the protocol, GCP, and regulatory
requirements.

•

The Clinical Trial Audit has the purpose to evaluate trial conduct and compliance
with the protocol, SOPs, GCP, and regulatory requirements. An independent auditor
is chosen by the sponsor to audit a clinical trial.

•

The Institutional Review Boards (IRBs) or the Independent Ethics Committees
(IEC): independent bodies comprising medical, scientific, and non-scientific members,
whose responsibility is to ensure the protection of the rights, safety and well-being of
human participants involved in a trial. They review and approve trial protocols and
amendments, and they approve materials used to obtain and document informed
consent of trial subjects

•

Informed Consent in clinical trials is a critical component of GCP compliance. It is
the process of learning the facts including the risks about a clinical trial before
deciding freely whether or not to participate

•

Clinical Trial Documentation is all records, in any form (written, electronic, images)
that describe or record the methods, conduct, and/or results of a trial

•

Essential Documents are those documents which permit the evaluation of both the
conduct of a trial and the quality of the data recorded. These documents serve to
demonstrate the compliance of the investigator, sponsor and monitor with GCP
requirements and with all applicable regulatory requirements. Essential documents
are filed in a Trial Master File (TMF).

•

Clinical Trial Protocol is the central document describing in detail the conduct and
responsibilities in a trial. It has to be properly designed in order to protect the
wellbeing and health of trial subjects as well as properly answer clinical research
questions

•

Clinical Trial Investigator’s Brochure is a compilation of the clinical and non-clinical
data on the investigational product that is relevant to the study of the product. It
should provide investigators with the information to improve their understanding and
compliance with of the protocol
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•

4.1.2.1

Clinical Trial Safety Reporting covers the reporting of serious adverse events
(SAEs). An adverse event can be any unfavourable and unintended reaction (e.g.
abnormal laboratory finding), symptom, or disease temporally associated with the use
of a medicinal (investigational) product. It may be related or not to the medicinal
(investigational) product.
Guiding documents on GCP

Central for the understanding of legally and ethically compliant international clinical trials is
not only the GCP guideline of ICH, but other guidelines that were generated to detail GCP
requirements. To create these guidelines, regulatory authorities and pharmaceutical industry
members of Europe, Japan and the US met to discuss scientific and technical aspects of
drug development7. The ICH structure consists of the ICH Steering Committee, ICH
Coordinators, ICH Secretariat and ICH Working Groups. ICH Quality Guidelines cover Drug
Stability Q1A - Q1F, Analytical Validation Q2, Impurities Q3A - Q3D, Pharmacopoeias Q4 Q4B, Quality of Biotechnological Products Q5A - Q5E and Specifications Q6A- Q6B. The
Safety Guidelines cover Carcinogenicity Studies S1A - S1C, Genotoxicity Studies S2,
Toxicokinetics and Pharmacokinetics S3A - S3B, Toxicity Testing S4, Reproductive
Toxicology S5, Biotechnological Products S6. The Efficacy Guidelines cover Clinical Safety
E1 - E2F, Clinical Study Reports E3, Dose-Response Studies E4, Ethnic Factors E5, Good
Clinical Practice E6 and Clinical Trials E7 - E11. In addition, Multidisciplinary Guidelines exist
that cover MedDRA Terminology M1, Electronic Standards M2, Nonclinical Safety Studies
M3, Common Technical Document M4, Data Elements and Standards for Drug Dictionaries
M5 and Gene Therapy M6.
As indicated earlier, in p-medicine Del 9.1 (Report of regulatory and international aspects of
the clinical trials) the multitude of laws, directives, legal ordinances, guidelines and
instructions that constitutes the regulation for international clinical trials has been listed and
described (see Annex 1). Regulations and guidelines were discussed concerning their role in
international clinical trials in general and concerning trials about personalized medicine.
Some of the important regulations listed are8:
•

ICH Topic E6 Guideline for Good Clinical Practice Step 5, CPMP/ICH/135/95

•

Clinical Safety Data Management: Definitions and Standards for Expedited Reporting
(CPMP/ICH/377/95)

•

ICH Topic E 2 C (R1) Clinical Safety Data Management, periodic safety updates

•

ICH Topic E 8 General Considerations for Clinical Trials

•

EU Directive 2001/20/EC. Implementation of Good Clinical Practice in the conduct of
clinical trials on medicinal products for human use, 4 April 2001

•

EU Directive 2005/28/EC. Principles and detailed guidelines for good clinical practice
as regards investigational medicinal products for human use, as well as the
requirements for authorisation of the manufacturing or importation of such products, 8
April 2005

•

EMEA Note for guidance on Good Clinical Practices, CPMP/ICH/135/95, July 2002

•

US Code of Federal Regulations (CFR)

7

Moore C. M. V.: FDA Perspective on Drug Development and the Global Regulatory Landscape. AAPS Annual
Meeting, Washington, DC, 25 October 2010.
8
http://www.ich.org/.
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•

EN ISO 14155:2011 Clinical investigation of medical devices for human subjects Good Clinical Practice"

•

EU Directive 2007/47/EC

•

Establishment Registration (21 CFR Part 807)

•

Medical Device Listing (21CFR Part 807)

•

Medical Device Reporting (21 CFR Part 803)

•

EU Directive 95/46/EC on the protection of personal data

•

EU Directive 2002/58/EC. 12 July 2002. Concerning the processing of personal data
and the protection of privacy in the electronic communications sector

•

EU Directive 2006/24/EC. 15 March 2006. On the retention of data generated or
processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending

•

Regulation EC 45/2001. 18 December 2000. On the protection of individuals with
regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data

4.1.3 International GCP framework
In addition to the above, legal and ethical issues for GCP trials are also covered in a
framework of other guidelines, regulations, groups and conferences. Currently, GCP
principles are interpreted and applied to new areas, like advanced therapies, paediatric trials
and trials using genetic information. In all three GCP areas, Europe, USA and Japan, there
exists at the regulatory authority level cooperation and harmonization initiatives,
dissemination of GCP knowledge and reach out initiatives for innovative technologies. All
these components together constitute an international framework between Europe, USA and
Japan that represents the actual interpretation of GCP. Because p-medicine tools will be
confronted with many aspects of this framework (e.g. paediatric trials, genomic information,
system validation, data protection) a comprehensive depiction of the regulatory landscape is
necessary (Fig. 1).
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Figure 1: Global framework of regulatory thinking about GCP compliant trials (EMA, PDEM and
FDA are the regulatory authorities of Europe, Japan and the USA)

An example is the Quality by Design (QbD) initiative of the FDA that is supposed to support a
systematic approach to pharmaceutical development and manufacturing based on ICH Q8
(R2)9. It states predefined objectives, like emphasis on product, process understanding,
process control and quality management. All three regulatory agencies together create a
harmonized global regulatory environment, where other countries participate. For example,
the ICH Quality Implementation Working Group (Q-IWG) ensures harmonized
implementation of ICH Q8, Q9 and Q10. Challenges that still remain for regulatory authorities
are the establishment of an enhanced global quality culture (including emerging nations like
India), clarity of global regulatory and GCP/GMP expectations, the role of compendial
standards and overcoming the lack of harmonization among different pharmacopoeias. The
principles of GCP have to be followed in both commercial and non-commercial trials. The
protection of patient rights and safety and the generation of reliable data are equally
important in academic as in commercial trials. We shall briefly look at the activities of the
regulatory agencies in each of the ICH GCP areas below.

9

ICH Q8.
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4.2 Regulatory authorities in the GCP Areas: Japan, Europe and
USA
4.2.1 PMDA Japan
The regulatory agency in Japan10 lists relevant regulations and guidances (Ministerial
Ordinances, Notifications and Administrative Notices); regulatory procedures (Accreditation
of Foreign Manufacturers, Master File System, GMP, QMS) and other regulatory information
such as the Application for Product Approval and the Acceptance of Medical Device Foreign
Clinical Data to be complied with in GCP trials. The Pharmaceutical Affairs Law (Yakujihō) of
Japan regulates the manufacturing, importation, and sale of drugs and medical devices. The
governing law controlling clinical trials in Japan is the Ministerial Ordinance on Good Clinical
Practice for Drugs11. Many of these documents are available in English translations12. PMDA
states that, in the event of any inconsistency between the Japanese original and the English
translation, the former shall prevail.
Good Clinical Practice (GCP) “Clinical trials” refer to studies with the objective of collecting
data on clinical trial results from among the data attached to drug approval application forms.
In Japan, the Standards for the Conduct of Clinical Studies (so-called “New GCP”; Ordinance
No. 28, GCP dated March 27, 1997) was enacted on April 1, 1997 based on the ICH-GCP
Guidelines (E6) to protect human rights of
Application of the revised GCP is specified in Notification No. 0722014 of the Evaluation and
Licensing Division, PFSB dated July 22, 2004. In March 2005, the Council on Efficient
Conduct of Clinical Trials was established to evaluate and find ways to efficiently conduct
clinical trials assuring reliability of the conduct of clinical trials and safety of study subjects
and discussed procedures necessary for proper conduct of investigator-initiated clinical trials
and for improvement of quality and performance of institutional review board.
The GCP ordinance was partially revised by MHLW Ordinance No. 24, 2008 entitled “MHLW
Ordinance to Partially Amend the MHLW Ordnance on Standards for Pharmaceutical
Regulations Implementation of Clinical Studies on Drugs” issued on February 29, 2008 and
the amendment was enacted on April 1, 2008. The main revisions concerned allocation of
investigational products, adverse drug reaction reports, and institutional review boards.
Studies utilizing Pharmacogenomics” must be performed in compliance with the GCP

Following ministerial ordinances are provided as English translations and are intended to be
reference material:
•

Ministerial Ordinance on Good Clinical Practice for Drugs13

•

Ministerial Ordinance on Good Clinical Practice for Medical Devices

•

Ministerial Ordinance on Standards for Quality Assurance for Drugs, Quasi-drugs,
Cosmetics and Medical Devices (Tentative Translation :as of September 9,2005)

10

http://www.pmda.go.jp/index.html.
Ministerial Ordinance on Good Clinical Practice for Drugs. Ordinance of the Ministry of Health and Welfare
No. 28 of March 27, 1997 (amended 2009), provisional translation (March 2011)
12
English Regulatory Information Task Force. English Regulatory Information Task Force (2011).
Pharmaceutical Administration and Regulations in Japan.
13
Ministerial Ordinance on Good Clinical Practice for Drugs. Provisional Translation (as of March 2011)
11

D5.5 – Report on legal and ethical issues for p-medicine tools used for international GCP trials

page 12 of 141

– Grant Agreement no. 270089

•

Ministerial Ordinance on Standards for Manufacturing Control and Quality Control for
Drugs and Quasi-drugs (Tentative Translation :as of September 9,2005)

•

Ministerial Ordinance on Standards for Manufacturing Control and Quality Control for
Medical Devices and In-vitro Diagnostic Reagents (Tentative Translation :as of
September 9,2005)

•

Regulations for Buildings and Facilities of Pharmacies, etc. (Tentative Translation :as
of September 9,2005)

Following administrative notifications are provided as English translations of Japanese
notifications and are intended to be reference material:
•

Apr. 18, 2012 PFSB/ELD: Guidance for Establishing Safety in First-in-Human Studies
during Drug Development and its Questions and Answers

•

Mar. 30, 2012: Notice On the Standard Review Timeline for New Drug Applications
New Regulatory submission

•

Jan. 17, 2011 PFSB/ELD: Format for Preparing the Common Technical Document for
Submission of New Drug Applications to Reduce Total Review Time

•

July 9, 2010 PFSB/ELD: Notification No. 0709-1. On Release of the Guideline for
Clinical Evaluation of Oral Hypoglycemic Agents

•

July 9, 2010 PFSB/ELD: Administrative Notice. On Release of Questions and
Answers (Q&As) regarding the Guideline for Clinical Evaluation of Oral Hypoglycemic
Agents

•

June 9, 2010 PFSB/ELD-CND: Points to Consider for Reducing Total Review Time
for New Drug Applications

•

Sep. 7, 2009 PFSB/ELD-SD: QAs on use-results surveys conducted as All-Case
Surveillance and Early Post-Marketing Phase Vigilance (EPPV) for Prescription
Drugs Post-marketing safety

•

Sep. 28, 2007 PFSB/ELD Notification No. 0928010: Basic Principles on Global
Clinical Trials Clinical trials

•

Feb. 8, 2006 PFSB/ELD Notification No. 0208001: Cancellation of items registered
in Drug Master Files (DMF)

•

Oct. 24, 2005 PFSB/ELD Notification No. 1024002: Documents to Be Attached to
Applications for Accreditation of Foreign Manufacturers of Drugs and Quasi-Drugs
Accreditation of foreign manufacturers

•

Mar. 30, 2005 PFSB/ELD Notification No. 0330006, PFSB/CND Notification No.
0330005: Handling of Applications for GMP Inspections

•

Feb. 10, 2005 PFSB/ELD Notification No. 0210001: Guideline for Descriptions on
Application Forms for Marketing Approval of Drugs, etc. under the Revised
Pharmaceutical Affairs Law Feb. 10, 2005 PFSB/ELD Notification No. 0210004:
Guideline on Utilization of Master File for Drug Substances, etc.

Following guidelines concern the creation of a Master File System:
•

Master File System for Drug Substances, etc.

•

Guidance on Master File System
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•

Q&A on the Master File (MF) System, Part I

•

Q&A on the Master File (MF) System, Part II

•

Guideline on Utilization of Master File for Drug Substances, etc. PFSB / ELD
Notification No. 0210004 February 10, 2005

The three major work areas of PMDA are: (1) review and audit for drugs/ medical devices,
(2) post-marketing safety operations for drugs/ medical devices; (3) relief service for ADR
and infectious disease.
Guidelines for Biologics (Cell / tissue-based products)14
•
•
•
•
•

Notification No.266 (28 Mar. 2001) Guidelines on General Principles for the Handling
and Use of cell/tissue-based products
Notification No.0208004 (8 Feb. 2008) Guidelines on Ensuring Quality and Safety of
Autologous human cell/tissue-based products
Notification No.0912007 (12 Sep. 2008) Guidelines on Ensuring Quality and Safety of
Allogeneic human cell/tissue-based products
Notification No.0327025 (27 Mar. 2008) Points to Consider on Manufacturing and
Quality Control of Autologous Human Cells/Tissue-based Products
Assuring the Quality and Safety of Gene-therapy Products Notification No.1062 (15
Nov. 1995), Rev1. 29 Mar. 2002, Rev2. 28 Dec. 2004

In Japan, drugs and medical devices can be designated as orphan drugs or medical devices
based on regulations by Article 77-215 of the Pharmaceutical Affairs Law if they are intended
for use in less than 50 000 patients in Japan and for which there is a high medical need16.
They are designated by the Minister of Health, Labour and Welfare based on the opinion of
the Pharmaceutical Affairs and Food Sanitation Council (PAFSC). Applicants of Orphan
drugs / medical devices can receive guidance and consultation from the Ministry of Health,
Labour and Welfare (MHLW), the Pharmaceuticals and Medical Devices Agency (PMDA),
and NIBIO on research and development activities.
International Programs of the PDEM to support the regulatory harmonization between the
ICH areas and also the relationship with other countries cover:
•

PMDA International Vision - PMDA EPOCH Toward 2020

•

PMDA International Strategic Plan

•

Office of International Programs

•

International Harmonization

•

APEC LSIF RHSC

•

China/Japan/Korea Tripartite Cooperation

14

Masatoshi Narita: Current status of Japanese Current status of Japanese Regulation and Development
Regulation and Development on Biologics. Pharmaceuticals and Medical Devices Agency.
15
The Article 77-2 of the Pharmaceutical Affairs Law: The number of subjects for whom the drug or medical
device is used does not satisfy the requirement of number laid down by Ordinance of the Ministry of Health,
Labour and Welfare in Japan
16
Ibid.
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•

Bilateral Relations

•

International Arrangements (Report from Washington D.C. Metro Area)

As described in the PMDA International Strategic Plan, the Japanese agency is participating
in international harmonization activities. The Office of International Participation represents
PMDA in the Steering Committees of the following harmonization activities: ICH, GHTF,
IMDRF and GHTF (Global Harmonization Task Force), International Medical Device
Regulators Forum (IMDRF) and “Harmonization By Doing” (HBD).

4.2.2 EMA
The Innovation Task Force (ITF) is a multidisciplinary group of EMA that includes scientific,
regulatory and legal experts with the aim to ensure EMA-wide coordination17. One of its
topics is “Medicines and emerging science” and during meetings, regulatory, technical and
scientific issues arising from innovative medical development and new technologies are
discussed. Briefing meetings complement and reinforce existing formal regulatory
procedures (e.g. ATMP classification, ATMP certification, designation of orphan medicinal
products, CHMP scientific advice, etc.). ITF in liaison with the Committee for Medicinal
Products for Human Use (CHMP) provides recommendations on whether innovative and
borderline products are eligible to the EMS’s pre-authorisation scientific services. These
recommendations are provided free of charge in response to requests from applicants.
4.2.2.1

Medicines and emerging science

One of the EMA’s long-term strategies is to foster the uptake of innovative methods in the
development of medicines. In general, EMA’s aim is to support the development and
availability of safe and effective drugs to patients. EMA supports the development of new
therapies and technologies by working with interested parties in the EU. For this purpose,
EMA has set up the Committee for Medicinal Products for Human Use (CHMP) Think-Tank
Group on Innovative Drug Development in 2004. It focuses on identifying scientific
bottlenecks and emerging science in the development of medicines and it generated
recommendations for future activities. In 2008 EMA and its Scientific Committees integrated
the developed recommendations in its strategy for supporting innovative medicines with
following approaches:
•

strengthening of the EU scientific network model

•

emphasis on communication during the entire lifecycle of medicinal products
development

•

international activities

The recently published “Road Map to 201518” further expands on the role EMA plays to
promote innovation in pharmaceuticals. In this context, EMA also contributes to the
Innovative Medicines Initiative (IMI). This is a public-private partnership initiative that aims to
accelerate the development of better and safer medicines for patients. EMA provides support
on issues related to innovative medicines through the Innovation Task Force (ITF) including
17

Innovative Drug Development Approaches: Final report from the European Medicines Agency / CHMP
Think-Tank Group on Innovative Drug Development.
18
EMA: Road Map to 2015 (London 2011).
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scientific advice and protocol assistance. Support covers the following innovative topics:
nanotechnology, pharmacogenomics and personalised medicine, biomarkers, specific
toxicology approaches and methodologies and statistics approaches.
4.2.2.2

Pharmacogenomics and personalised medicine

Pharmacogenomics is the study of the relation between gene expression and the
corresponding differences in susceptibility to disease and responses to drugs.
Pharmacogenomics promises to optimise the use of medicines by targeting drugs to
individual genes (personalised medicine). Several activities at EMA deal with personalized
medicine. For example, EMA has a Pharmacogenomics Working Party, a group of European
experts in pharmacogenomics that gives recommendations to the Committee for Medicinal
Products for Human Use (CHMP) and organises meetings on pharmacogenomics topics19.
EMA also publishes scientific guidelines on pharmacogenomics to advice on design of
studies in pharmacogenomics20. Several guidelines have been produced:
•

Key aspects for the use of pharmacogenomic methodologies in the
pharmacovigilance evaluation of medicinal products. Concept paper.
EMA/CHMP/917570/2011. Released for consultation February 2012

•

Reflection paper on methodological issues with pharmacogenomic biomarkers in
relation to clinical development and patient selection. Draft guideline.
EMA/CHMP/446337/2011. Released for consultation July 2010

•

Reflection paper on co-development of pharmacogenomic biomarkers and assays in
the context of drug development. Draft guideline. EMA/CHMP/641298/2008

•

Use of pharmacogenetic methodologies in the pharmacokinetic evaluation of
medicinal products. Adopted guideline. Draft guideline. EMA/CHMP/37646/2009.
February 2012

•

International Conference on Harmonisation of Technical Requirements for
Registration of Pharmaceuticals for Human Use concept paper on pharmacogenomic
biomarker qualification: Format and data standards. Concept paper.
EMEA/CHMP/190395/08. June 2008

•

Reflection paper on pharmacogenomics in oncology. Draft guideline.
CHMP/PGxWP/128435/06

•

International Conference on Harmonisation of Technical Requirements for
Registration of Pharmaceuticals for Human Use Topic E15 definitions for genomic
biomarkers, pharmacogenomics, pharmacogenetics, genomic data and sample
coding categories. Adopted guideline. CHMP/ICH/437986/06. November 2007 (May
2008)

•

Guiding principles: Processing joint Food and Drug Administration and European
Medicines Agency voluntary genomic data submissions within the framework of the
confidentiality arrangement. Adopted guideline: April 2007

•

Reflection paper on the use of genomics in cardiovascular clinical trials. Concept
paper. EMEA/CHMP/PGxWP/278789/06. November 2007

19

European Medicines Agency workshop on pharmacogenomics: from science to clinical care (08-09/10/2012).
European Medicines Agency/European Federation of Pharmaceutical Industries and Associations workshop:
Integrating pharmacogenomics early into drug Development: Pharmacokinetics as a working example
(18/12/2008).
20
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•

Reflection paper on the use of pharmacogenetics in the pharmacokinetic evaluation
of medicinal products. Adopted guideline, EMEA/128517/06: April 2007 (May 2007).

•

Pharmacogenetics briefing meeting. Adopted guideline.
May 2006, November 2006

•

Position paper on terminology in pharmacogenetics. Adopted guideline.
EMEA/CPMP/3070/01.
November 2002, June 2003

CHMP/PGxWP/20227/04.

Together with the other regulatory authorities, EMA publishes guidelines that are harmonised
between Europe, Japan and the USA by the International Conference on Harmonisation of
Technical Requirements for Registration of Pharmaceuticals for Human Use (ICH). The goal
is to make recommendations to achieve better harmonisation in the interpretation and
application of technical guidelines and requirements for the authorisation of medicines. ICH
guidelines are provided for: Efficacy, Multidisciplinary, Quality and Safety considerations.
International harmonization plays an important role for EMA resulting in contributions to the
work of:
•

International Conference on Harmonisation of Technical Requirements for
Registration of Pharmaceuticals for Human Use (ICH)

•

International Co-operation on Harmonisation of Technical Requirements for
Registration of Veterinary Products (VICH)

EMA works together with the World Health Organization (WHO) concerning:
•

medicines intended for markets outside the European Union ('Article 58' medicines)

•

the quality of medicines in general

•

the development of international non-proprietary names (INNs)

EMA is also working with the WHO on the following initiatives:
•

discussion on the acceptability of alternatives to paper certificates

•

discussion on possible revisions of scheme for stakeholders (international regulators
and pharmaceutical companies)

•

participation in joint meetings

•

contributing to regulatory capacity-building

•

pharmacovigilance

•

pandemic influenza

•

medicines for children (paediatric medicines)

To support the development of paediatric medicines, EMA is a member of the Paediatric
Medicines Regulators' Network (PmRN), organized by WHO in 2010. This is a network of
national medicines regulatory authorities that promotes the quality and availability of
medicines for children.
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4.2.2.3

GCP matters

Under the topic “GCP matters” EMA gives guidance about several aspects of GCP trials that
has been laid down only insufficiently in the regulations21. Especially the area of
responsibility, contact with patient, personal data, research data and source data, and third
party involvement which are in need for clarification and explanation.
The legal framework22 of GCP requires that the responsibility for the conduct of clinical trials
is assigned (according to Directive 2001/20/EC, CPMP/ICH/135/952) to two entities: sponsor
and investigator. The roles of the sponsor, investigator, contract research organisation
(CRO) and monitor, are further defined and described in Directive 2005/28/EC and in the
glossary of CPMP/ICH/135/95. A number of the tasks involved in clinical trials include the
collection, access and review of data, which in most cases involve personal data of study
subjects, for example, during recruitment. This raises the issue of data protection. In general,
data protection legislation needs to be followed, in addition to the clinical trial legislation and
GCP guidance. Directive 95/46/EC sets out requirements for the protection of individuals with
regard to the processing of personal data. In clinical trials, the specific requirements of local
legislation, setting out the provisions for personal data protection, ethical review and
informed consent, should be followed. Therefore, the specifics of each particular clinical trial
need to be taken into account. This is particularly important where entering into novel
arrangements are involved, for instance clinical trial tasks are assigned to site management
organisations (SMOs), CROs or other organisations that assume responsibilities of the
investigator.
In a recent reflection paper23 EMA that is part of EMA’s strategy to address the challenges
arising from the increasing globalization of clinical research, plans are formulated for
international cooperation in the regulation of clinical trials. It clarifies how EU regulators can
be sure that ethical and GCP standards are applied to international clinical trials no matter
where they have been conducted24. The paper emphasizes the role of independent local
ethics committees in the oversight of clinical trials, stresses the importance of obtaining
informed consent from the trial subject, discusses issues regarding comparator / placebo in
trials and the access to treatment after a trial has ended. Any data generated from a clinical
trial for which the protocol was not submitted to an independent ethics committee should be
disregarded when evaluating a marketing authorization application and a public assessment
report should be generated that describes the assessment of the compliance with ethical and
GCP standards.
Where direct contact with study subjects or their carers/guardians (e.g. paediatric trials) is
involved, the privacy and confidentiality of those involved and of any information maintained
or collected need to be respected in compliance with GCP and clinical trial requirements /
personal data protection legislation. Because of their GCP relevance, such contacts need to
be considered by the ethics committees concerned. In general, personal data such as
21

Q&A:
Good
clinical
practice
(GCP).
GCP
matters.
Online:
http://www.ema.europa.eu/ema/index.jsp?curl=pages/regulation/general/gcp_q_a.jsp&mid=WC0b01ac058006e0
67.
22
Ibid.
23
Reflection paper on ethical and GCP aspects of clinical trials of medicinal products for human use conducted
outside of the EU/EEA and submitted in marketing authorisation applications to the EU Regulatory Authorities.
EMA/121340/2011. London 16 April 2012
24
Peter O'Donnell: Ethics is all the Rage in Europe. Applied Clinical Trials (May 1, 2012)
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identity or contact information should not be communicated outside of the parties who have
received the ethics committee approval and should not be used for purposes other than
those agreed by the ethics committee and consented to by the study subjects.
In p-medicine clinical trials source documentation will play an important role. Source data is
defined in ICH GCP (1.51)25 as all information in original records and certified copies of
original records of clinical findings, observations, or other activities in a clinical trial necessary
for the reconstruction and evaluation of the trial. Source data should be accurate, legible,
contemporaneous, original, attributable, complete and consistent. Source documents can be
both electronic and paper and may include medical records, laboratory reports, subject
diaries, dispensing logs, electrocardiogram (ECG) print-outs, case report forms (CRF), X-ray
images, etc. For the reconstruction of a clinical trial it must be clear where the original record
has been documented. According to the recently published reflection paper on expectations
for electronic source data and data transcribed to electronic data collection tools in clinical
trials26, a detailed diagram and description of the transmission of electronic data should be
provided in the protocol. The source data and their respective capture methods should be
clearly defined prior to subject recruitment. The sponsor of the trial should describe which
data will be transferred, the origin and destination of the data, the parties with access to the
transferred data, the timing of the transfer. It is the expectation of the “GCP Inspectors’
Working Group” that investigators are aware of the location of the source data. In this
context, an important role played by the Data Monitoring Committee (DMC)27 when
monitoring a clinical trial is that it might have to review accumulating data from an ongoing
clinical trial in an unblinded fashion. In this case, the DMC has the capacity to make
recommendations that might impact the future conduct of the trial. As access to unblinded
treatment information during a clinical trial has the potential to introduce bias to future trial
results, there are several aspects that require detailed regulatory consideration in order to
ensure the scientific integrity of a clinical trial involving a DMC.
4.2.2.4

EMA guidance for the implementation of GCP

EMA supports the harmonisation and co-ordination of GCP-related activity at EU level:
•

Coordination of GCP inspections (centralised procedure)

•

Preparation of guidance on GCP topics through the work of the GCP Inspectors
Working Group

•

Coordination of advice on the interpretation of EU GCP requirements and related
technical issues

•

Development of EU-wide guidelines on GCP inspections (centralised procedure)

The GCP Inspectors Working Group has developed a number of guidance documents for
sponsors, CROs, clinical investigators and other parties involved in the conduct of clinical
trials. Procedures for the coordination, preparation, conduct and reporting of GCP
25

ICH Topic E 6 (R1) Guideline for Good Clinical Practice. (CPMP/ICH/135/95), London, July 2002.
GCP IWG: Reflection paper on expectations for electronic source data and data transcribed to electronic data
collection tools in clinical trials. EMA/INS/GCP/454280/2010. 09 June 2010 London.
27
CHMP: GUIDELINE ON DATA MONITORING COMMITTEES. EMEA/CHMP/EWP/5872/03 Corr (27
July 2005).
26
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inspections carried out in the context of the Centralised Procedure were published28. These
inspections are adopted by the CHMP and may be routine or may be triggered by issues
arising during the assessment of the dossier or by other information such as previous
inspection experience.
•

INS-GCP-1 procedure for coordinating GCP inspections requested by the EMEA
(21/02/2008)

•

INS-GCP-2 procedure for preparing GCP inspections requested by the EMEA
(20/09/2007)

•

INS-GCP-3 procedure for conducting GCP inspections requested by the EMEA
(20/09/2007)

•

Principal documents taken into account for the preparation of procedures for GCP
inspections requested by the EMEA (20/09/2007)

4.2.2.5

The Pharmaceutical Inspection Co-operation Scheme

EMA is partner of the Pharmaceutical Inspection Convention and Pharmaceutical Inspection
Co-operation Scheme (PIC/S)29. PIC/S is a collection of international instruments between
countries and their pharmaceutical inspection authorities. They aim to lead the international
development, implementation and maintenance of harmonised GMP standards and quality
systems of inspectorates, by developing and promoting harmonised standards and guidance
documents. In addition, training of national regulatory authorities (inspectors) and assessing
inspectorates are conducted. EMA works with PIC/S on the training of GMP inspectors and
on developing harmonised guidance documents. PIC/S has developed several documents
specifically used for the validation of GCP/GMP compliance (these documents are used by
GAMP):
•

PI 006-3: Validation Master Plan installation and operational qualification non-sterile
process validation cleaning validation30

•

PI 011-3: Good practice for computerised systems in regulated GXP environments31

4.2.3 FDA
For the FDA, human subject protection is the most important aspect of GCP; therefore FDA
has unique GCP responsibilities relating to decision-making on applications. The FDA
system for human subject protection consists of:
•

IRBs / Institutions

•

Real-time oversight of safety data

28

http://www.ema.europa.eu/ema/index.jsp?curl=pages/regulation/general/gcp_guidance.jsp&mid=WC0b01
ac058006e068
29
http://www.picscheme.org/.
30
http://www.picscheme.org/publication.php?id=8.
31
Ibid.
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•

Effective sponsor monitoring

•

Clinical investigators and site staff

•

Responsiveness to subject concerns/complaints

FDA’s aim is to strengthen the IRB System using the process of IRB registration to build an
IRB inventory. For this purpose, FDA is working closely with OHRP, HSRS, and IOM toward
piloting voluntary IRB accreditation. Ethics committee inspections play an important part for
FDA32. The aim for real-time oversight of safety covers the clinical investigator and site staff,
education and the appropriate use of Data Monitoring Committees (DMC). FDA will issue
guidance on DMC to assist sponsors in determining when a DMC is needed for optimal study
monitoring. Protection of humans in clinical trials focuses particularly on the attention to
vulnerable populations and the support by FDA paediatric initiatives33 to obtain more data /
labelling information. In addition, better protection for pregnant women, human foetuses, and
neonates involved in research is an FDA aimed.
4.2.3.1

FDA Regulations and guidance for GCP in clinical trials

Adherence to GCP principles including the protection of human subjects is universally
recognized as a critical requirement for research with humans. Meanwhile, many countries
have adopted GCP principles as laws or regulations. The regulations for the conduct of
clinical trials issued by FDA address both GCP and human protection, including international
GCP guidance documents on which FDA has collaborated and that have been adopted as
official FDA guidance. Other sources for guidance on the conduct of clinical trials, both
nationally and internationally are the Bioresearch Monitoring (BIMO) program34 of the FDA
that describes requirements for on-site inspections of both clinical and nonclinical studies
performed to support research and marketing applications/submissions and the Office of
Good Clinical Practice (OGCP)35. The Office of Good Clinical Practice is the unit within FDA
for GCP and the protection of human subject and it:
•

Advises and assists on GCP and human protection issues arising in clinical trials

•

Leads and supports FDA's Human Subject Protection / Bioresearch Monitoring
Council

•

Coordinates FDA's Bioresearch Monitoring program with respect to clinical trials (for
example: recommendations and guidance for IRBs, clinical investigators, and
sponsors36)

•

Plans and conducts training and outreach program

•

Contributes to international Good Clinical Practice harmonization activities.

32

David A. Lepay: Ethics Committee (IEC) Inspections. APEC GCP Inspection Workshop. May 30, 2008.
Interim Rule (“Subpart D”; Effective April 30, 2001): Additional Safeguards for Children in Clinical
Investigations of FDA-Regulated Products.
34
http://www.fda.gov/ScienceResearch/SpecialTopics/RunningClinicalTrials/ucm160670.htm
35
http://www.fda.gov/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/Officeof
ScienceandHealthCoordination/ucm2018191.htm
36
OGCP: Information Sheet Guidance For IRBs, Clinical Investigators, and Sponsors. FDA Inspections of
Clinical Investigators. FDA, June 2010
33
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4.2.3.2

FDA regulations related to GCP in clinical trials:

•

Electronic Records; Electronic Signatures (21 CFR Part 11)

•

Protection of Human Subjects (Informed Consent) (21 CFR Part 50)

•

Financial Disclosure by Clinical Investigators (21 CFR Part 54)

•

Institutional Review Boards (21 CFR Part 56)

•

Investigational New Drug Application (21 CFR Part 312)

•

Foreign Clinical Trials not conducted under an IND (21 CFR Part 312.120)

•

Form 1571 (Investigational New Drug Application)

•

Form 1572 (Statement of Investigator)

•

Applications for FDA Approval to Market a New Drug (21 CFR Part 314)

•

Bioavailability and Bioequivalence Requirements (21 CFR Part 320)

•

Applications for FDA Approval of a Biologic License (21 CFR Part 601)

•

Investigational Device Exemptions (21 CFR Part 812)

•

Premarket Approval of Medical Devices (21 CFR Part 814)

•

For “Science and Research”37 FDA has published a number of relevant regulations

4.2.3.3

Standards for Non-US Trials

For the increasing proportion of data submitted to NDA’s that originated from non-US trials
GCP requirements play an important role. Criteria for accepting non-US, non-IND data has
been vague and was often based only on the principles of the Declaration of Helsinki. As part
of the GCP harmonization efforts, FDA has moved toward GCP as a more concrete standard
for accepting non-US, non-IND data. In addition, other harmonization efforts (WHO, PAHO,
GHTF/ISO) have been expanded. For example, it is expected that research misconduct
should be reported immediately.
4.2.3.4

Critical Path Initiative

The Critical Path Initiative (CPI)38 is a US strategy to drive innovation in science processes
through which medical products are developed, evaluated, and manufactured. The initiative
was launched in 2004, with the release of FDA's report “Innovation / Stagnation.”39 That
report diagnosed the reasons for the gap between successful scientific discoveries that have
unlocked the potential to prevent and cure some of today's biggest diseases (diabetes,
cancer, and Alzheimer's Disease) and the translation of basic discoveries into innovative
medical treatments. Medical product development has become increasingly difficult,
expensive and unpredictable. The conclusion of the report was that actions to modernise
scientific and technical tools, and to harness information technology to evaluate and predict
the safety, effectiveness, and manufacturability of medical products are needed.

37

http://www.fda.gov/ScienceResearch/SpecialTopics/RunningClinicalTrials/ucm114928.htm
http://www.fda.gov/ScienceResearch/SpecialTopics/CriticalPathInitiative/default.htm.
39
FDA: Challenges and Opportunities Report. Innovation or Stagnation: Challenge and Opportunity on the
Critical Path to New Medical Products (March 2004).
38
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Globalization, together with rapidly evolving technologies, and emerging areas of science all
have an impact on FDA-regulated medical products.
4.2.3.5

Advancing Regulatory Science

Regulatory Science is the science of developing new tools, standards, and approaches to
assess the safety, efficacy, quality, and performance of all FDA-regulated products. In 2010
FDA launched its Advancing Regulatory Science Initiative (ARS)40, building on existing
programs, like the Critical Path Initiative (see above). The ARS program will cover every
dimension of regulatory science. For this purpose, FDA and the National Institutes of Health
(NIH) created an initiative to accelerate the process from scientific breakthrough to the
availability of new, innovative medical therapies for patients41. The initiative involves two
scientific disciplines: translational science (bringing basic scientific discoveries into
treatments) and regulatory science (development and use of new tools, standards and
approaches for more efficiency in the development of medicinal products and better
evaluation of product safety, efficacy and quality). As part of this effort, FDA establishes a
Leadership Council42 to lead collaborative work on important public health issues. It will help
to ensure that regulatory considerations form an integral component of biomedical research
planning. Following areas are addressed:
•

Modernize Toxicology to Enhance Product Safety

•

Stimulate Innovation in Clinical Evaluations and Personalized Medicine to Improve
Product Development and Patient Outcomes

•

Support New Approaches to Improve Product Manufacturing and Quality

•

Ensure FDA Readiness to Evaluate Innovative Emerging Technologies

•

Harness Diverse Data through Information Sciences to Improve Health Outcomes

•

Implement a New Prevention-Focused Food Safety System to Protect Public Health

•

Facilitate Development of Medical Countermeasures to Protect Against Threats to
U.S. and Global Health and Security

Results from these areas (e.g. Emerging Technologies, personalised medicine, health
outcome) will contribute to the development of guidance among others also for the
improvement of clinical trials.
4.2.3.6

GCP / Clinical Trial Notices

Notices related to Good Clinical Practice and the conduct of clinical trials are published by
FDA:
•

Clinical Trials Transformation Initiative

•

FDA/NCI MOU Regarding Common Standards-Based Data Repository

40

Advancing Regulatory Science at FDA: A Strategic Plan (August 2011).
NIH News: NIH and FDA Announce Collaborative Initiative to Fast-track Innovations to the Public
(24.2.2010). Online: http://www.nih.gov/news/health/feb2010/od-24.htm.
42
FDA-NIH
Joint
Leadership
Council:
http://www.fda.gov/NewsEvents/MeetingsConferences
Workshops/ucm259222.htm
41
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•

Pilot program for the submission of electronic case report forms in XML format

•

FDA Announces New Initiative to Modernize the Regulation of Clinical Trials and
Bioresearch Monitoring

•

Running Clinical Trials

•

Guidance Documents and Notices:

4.2.3.7

•

Information Sheet Guidance for Institutional Review Boards (IRBs), Clinical
Investigators, and Sponsors

•

Selected FDA GCP/Clinical Trial Guidance Documents

•

ICH Guidance Documents

•

GCP/Clinical Trial Notices

Clinical Trials Transformation Initiative (CTTI)

As the medical understanding of disease pathophysiology deepens, the new knowledge must
be applied to drug development. One important goal is to personalize medical treatment and
customize interventions to patients who are likely to benefit while avoiding patients for whom
the risks are going to outweigh the benefits. Clinical trials are a critical tool for determining
which preventive, diagnostic, and/or therapeutic interventions are of value and to compare
possibilities for alternative treatments. As the numbers and complexities of trials increase
and as new technologies are increasingly used, it is important to evaluate the current clinical
trial system to ensure that the clinical trial system is functioning properly.
Especially for personalised trials, the success of the clinical trial system will depend on
continued public confidence in its safety, integrity, and transparency. In this context FDA and
Duke University have developed the Clinical Trials Transformation Initiative (CTTI)43, with the
aim to modernize clinical trials. In addition, FDA developed a new policy for regulatory
developments to strengthen the FDA's oversight and protection of patients in clinical trials
and the integrity of study data in an effort to modernize the agency's approach to bioresearch
monitoring as part of the Critical Path Initiative. The aim of the Human Subject Protection and
Bioresearch Monitoring (HSP /BIMO) Initiative44 is the modernization of the regulation of
clinical trials and bioresearch monitoring; especially the protection of human subjects and the
integrity of data in clinical trials, for devices, foods, human drugs, and biological drug
products. It covers guidance for the centralized IRB process in multicentre clinical trials,
establishment and operation of Clinical Trial Data Monitoring Committees45, and the
modernizing of adverse event reporting to institutional review boards.
Selected FDA GCP/Clinical Trial Guidance Documents, which are important for the compliant
conduct of clinical trials:
•

21 CFR 50.54, Process for Handling Referrals to FDA under, Guidance for Clinical
Investigators, Institutional Review Boards and Sponsors)

43

https://www.ctti-clinicaltrials.org/.
http://www.fda.gov/ScienceResearch/SpecialTopics/RunningClinicalTrials/ucm226306.htm.
45
FDA: The Establishment and Operation of Clinical Trial Data Monitoring Committees for Clinical Trial
Sponsors. March 2006.
44

D5.5 – Report on legal and ethical issues for p-medicine tools used for international GCP trials

page 24 of 141

– Grant Agreement no. 270089

•

Data Monitoring Committees, Establishment and Operation of Clinical Trial, Guidance
for Clinical Trial Sponsors

•

Data Retention When Subjects Withdraw from FDA-Regulated Clinical Trials,
Guidance for Institutional Review Boards, Clinical Investigators, and Sponsors

•

Exception from Informed Consent Requirements for Emergency Research, Guidance
for Institutional Review Boards, Clinical Investigators, and Sponsors

•

Financial Disclosure by Clinical Investigators, Guidance for Industry

•

Financial Relationships and Interests in Research Involving Human Subjects:
Guidance for Human Subject Protection

•

Investigator Responsibilities — Protecting the Rights, Safety, and Welfare of Study
Subjects, Guidance for Industry

•

Monitoring of Clinical Investigators, Guideline for the, Guidance for Industry
(Document Removed)

•

Patient-Reported Outcome Measures: Use in Medical Product Development to
Support Labelling Claims

•

Pharmacogenomic Data Submissions, Guidance for Industry

•

Race and Ethnicity Data in Clinical Trials, Collection of, Guidance for Industry

•

Institutional Review Boards (IRBs) and Informed Consent

•

Adverse Event Reporting to IRBs- Improving Human Subject Protection, Guidance for
Clinical Investigators, Sponsors, and IRBs

•

Centralized IRB process in multi-center clinical trials, Guidance for Industry

•

HIPAA Authorizations Under FDA Regulations, IRB Review of Stand-Alone,
Guidance

•

Informed Consent Elements, 21 CFR 50.25(c), Questions and Answers on, Guidance

•

IRB Continuing Review after Clinical Investigation Approval, Guidance for IRBs,
Clinical Investigators, and Sponsors

•

IRB Registration, Frequently Asked Questions, Guidance for Institutional Review
Boards (IRBs)

•

The Radioactive Drug Research Committee: Human Research Without An
Investigational New Drug Application, Guidance for Industry and Researchers

•

Bioavailability and Bioequivalence Testing Samples, Handling and Retention,
Guidance for Industry

•

Clinical Holds Following Clinical Investigator Misconduct, Guidance for Industry and
Clinical Investigators

•

Enforcement of Safety Reporting Requirements for INDs and BA/BE Studies,
Guidance for Industry and Investigators

•

FDA Acceptance of Foreign Clinical Studies Not Conducted Under an IND,
Frequently Asked Questions, Guidance for Industry and FDA Staff

•

Gender Differences in the Clinical Evaluation of Drugs, Guideline for the Study and
Evaluation of, Guidance for Industry

•

Good Pharmacovigilance Practices and Pharmacoepidemiologic Assessment,
Guidance for Industry
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•

IND Exemptions for Studies of Lawfully Marketed Drug or Biologicial Products for the
Treatment of Cancer, Guidance for Industry

•

Providing Regulatory Submissions in Electronic Format – Human Pharmaceutical
Product Applications and Related Submissions Using the eCTD Specifications,
Guidance for Industry

•

Serious or Life-Threatening Diseases and Conditions, Information Program on
Clinical Trials for, Guidance for Industry

•

Humanitarian Device Exemption (HDE) Regulation: Questions and Answers;
Guidance for HDE Holders, Institutional Review Boards (IRBs), Clinical Investigators,
and FDA Staff

•

Informed Consent for In Vitro Diagnostic Device Studies Using Leftover Human
Specimens that are Not Individually Identifiable, Guidance for Sponsors, Institutional
Review Boards, Clinical Investigators and FDA Staff

•

In Vitro Diagnostic (IVD) Device Studies -Frequently Asked Questions, Guidance for
Industry and FDA Staff

•

Software Validation, General Principles of, Guidance for Industry and FDA Staff

•

Current Good Manufacturing Practice for Phase 1 Investigational Drugs

•

Design Control Guidance for Medical Device Manufacturers

•

Computerized Systems Used in Clinical Investigations, Guidance for Industry

•

Part 11, Electronic Records; Electronic Signatures--Scope and Application, Guidance
for Industry

4.2.3.8

EMEA-FDA GCP Initiative

International regulatory authorities use inspections to verify compliance with provisions of
good clinical practice (GCP), and to inspect the conduct of clinical trials, in particular those
included in Marketing Authorisation Applications (MAAs) submitted to the EMA and/or New
Drug Applications (NDAs) / Biologics License Applications (BLAs) submitted to the FDA.
Clinical investigator trial sites and sponsor/contract research organization (CRO) sites are
often subject to GCP inspections. Occasionally, other sites, including laboratories or central
technical facilities used for analyses, may also be selected for inspection. US and European
regulatory authorities ensure that clinical trials conducted in their territory are subject to
routine or targeted GCP inspections for investigational new drug/biologic applications or as
part of an MAA or NDA/BLA. Thus far, EMA and FDA have jointly signed a Confidentiality
Arrangement46 that facilitates the sharing of advance drafts of legislation and/or regulatory
guidance documents; information related to the authorization and supervision of medicinal
products; and information, including reports of Good Clinical Practice (GCP) inspections47.
The clinical development of medicines has become a global undertaking and in most cases
the same clinical trials are used to support MAAs to the EMA and NDAs to the FDA. Clinical
trial subjects for these MAAs / NDAs are often recruited in Europe and the USA together.
Therefore, authorities in the US and EU try to ensure that clinical trials, both in their own
territories and in other regions of the world, have been conducted in an ethical manner;
46

EMEA-FDA GCP Initiative: Terms of engagement and procedures for participating authorities. London, 29
July 2009.
47
Ibid.
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carried out in accordance with the study protocol, and that data have been correctly recorded
and reported. In summary, regardless of where the clinical trial is conducted, it must be GCP
compliant. But the unavailability of inspection resources has limited this goal, especially due
to the increasing globalization of large scale and complex clinical trials. Therefore, only a
sample of sites and studies can ever be inspected. Regulators that work together in a
collaborative manner for GCP inspections can use the GCP inspection resources more
efficiently. The objective of these initiatives is:
•

To conduct periodic information exchanges on GCP-related activities

•

To streamline the sharing of information relevant to GCP inspection

•

To exchange GCP-related information contained in applications for scientific advice,
orphan medicines designation, paediatric investigational plans, marketing
authorization or post-authorization activities of significant public health interest

•

To communicate effectively and in a timely manner on inspection outcomes (negative
and positive) and their potential impact

•

To conduct collaborative GCP inspections

•

To improve effectiveness of inspections by sharing best-practice knowledge in order
to enhance inspection techniques and processes

•

To share information on the interpretation of GCP

•

To keep each other informed of GCP-related legislation, regulatory guidance
documents, position papers

•

To identify and act on areas where greater convergence could be achieved to the
benefit of the clinical research process

For joint GCP inspections, the reference GCP standard will be ICH Topic E6 (Guideline for
Good Clinical Practice), the Clinical Trial Directive 2001/20/EC for the EMA and Title 21 CFR
Parts 11/50/54/56//58/312 and 314 for the FDA. With respect to EMA requested EU GCP
inspections, the normal rules for national/regional coordination of inspections will apply.
4.2.3.9

IDE Enforcement of Good Clinical Practices (GCP) Regulations
48

An IDE allows the investigational device to be used in a clinical study in order to collect
safety and effectiveness data. Clinical studies are most often conducted to support a
Premarket Approval (PMA). The investigational use may include the clinical evaluation of
certain modifications or new intended uses of already legally marketed devices. Sponsors,
IRBs, and investigators, or any person acting on their behalf, are required to permit
authorized FDA employees reasonable access to inspect all records relating to an
investigation in context of medical devices49. Any institution where devices are held, including
any establishment where devices are manufactured, processed, packed, installed, used, or
implanted or where records of results from use of devices are kept, can be subject to
inspection. Furthermore, if FDA has reason to suspect that adequate informed consent was
not obtained or that reports required to be submitted by the investigator to the sponsor or IRB
have not been submitted or are incomplete, inaccurate, false, or misleading, FDA may
48

Investigational Device Exemption (IDE). All clinical evaluations of investigational devices, unless exempt,
must have an approved IDE before the study is initiated.
49
FDA: IDE Enforcement of Good Clinical Practices (GCP) Regulations. Inspection Program. 11/10/2009.
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inspect and copy records that identify subjects. The regulations enforced by the bioresearch
monitoring program for medical devices are found in four sections of the CFR:
•

21 CFR 812: Investigational Device Exemptions

•

21 CFR 50: protection of human subjects

•

21 CFR 56: Institutional Review Boards

•

21 CFR 58: Good Laboratory Practice for nonclinical laboratory studies

The objectives of the bioresearch monitoring program are to ensure the quality and integrity
of data and information submitted in support of research and marketing permits that include
IDE, PMA, and 510(k) submissions, and to ensure that human subjects taking part in
investigations are protected from undue hazard or risk.

4.3 GCP in cancer trials and in Advanced Therapies
The implementing of GCP guidelines is one way of guaranteeing accurate data collection
and the availability of a consistent standard for conducting a trial, even in cases where the
sites are spread internationally. Agreement on GCP guarantees that standard reporting,
monitoring, and a consistent protocol development process is used and institutional review
board / ethics committee and data protection committees are involved. This is of importance
especially for cancer trials. With the statement on minimum standards and exemplary
attributes of clinical trial sites made by the American Society of Clinical Oncology,
compliance with GCP guidelines as the minimum standard for conducting clinical research
and key characteristics of exemplary trial sites were recognised50.
GCP by US Law and International Adoption:
Title 21 Code of Federal Regulations (CFR)
•

Part 50 (requirements of informed consent)
http://www.access.gpo/gov/nara/cfr/waisidx_01/21cfr50_01.html

•

Part 54 (financial disclosure by clinical investigators)
http://www.access.gpo.gov/nara/cfr/waisidx_01/21cfr50_01.html

•

Part 56 (responsibilities of an IRB-see article four of this series)
http://www.access.gpo.gov/nara/cfr/waisidx_01/21cfr56_01.html

•

Part 312 (investigational new drug applications)
http://www.access.gpo.gov/nara/cfr/waisidx_01/21/cfr312_01.html

Title 45 Code of Federal Regulations
•

Part 46 (“Common Rule” for protection of human research subjects)
http://ohrp.osophs.dhhs.gov/humansubjects/guidance/45cfr.htm

50

ASCO Good Clinical Practice Research Guidelines Reviewed, Emphasis Given to Responsibilities of
Investigators: Second Article in a Series. J Oncol Pract. 2008 September; 4(5): 233–235 (2008).
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All clinical trials on medicinal products for human use, including cancer trials, should be
designed, conducted, recorded and reported according to the principles of GCP. This is also
true for cancer trials. Sponsors and investigators must take into account the existing
Community Guidelines, in particular the note for guidance on GCP (CPMP/ICH135/95).
National competent authorities of the Member States remain responsible for conducting
inspection of the sites concerned by any clinical trial conducted to verify compliance with the
provisions on GCP and GMP (see, Del 9.1, chapter 3). Especially for cancer trials, FDA has
developed some guidelines, for example: FDA Guidance on Clinical Trial Endpoints (Cancer
Drugs) and FDA Guidance on Clinical Trial Endpoints for Cancer.
It has been recognised that the EU Directives on clinical trials and GCP has resulted in an
increase in the cost of running non-commercial cancer clinical trials in the UK, and resulted
also in delays in the start of trials. Especially the increase in essential documentation and
paperwork were of major concern for trial staff. Moreover, the Clinical Trial Units were unable
or unwilling to open trials in non-UK centres because of the different interpretation of the
Directive by different EU member states51.
To cover clinical trials in the area of cancer it is also necessary to consider regulations
concerned with Advanced Therapies. Recently, detailed EU guidelines on GCP aspects
specific to Advanced Therapy Medicinal Products (ATMPs) were made available ENTR/F/2/SF/dn D(2009) 35810 (2009). The term of advanced therapies cover three major
types of medicinal products: gene therapy, somatic cell therapy and tissue engineered
products. ATMPs are expected to have an increasingly important role in medical research.
The regulatory framework for ATMPs was established with the Regulation on Advanced
Therapies specifying rules for the evaluation, authorization and post-marketing monitoring of
ATMPs. The main elements of the regulation are:
•

Establishment of a centralized marketing authorization procedure

•

New, multidisciplinary committee (Committee for Advanced Therapies or CAT)

•

Special incentives for small and medium sized enterprises

Following the adoption of the regulation on advanced therapies, EMA published
‘Implementation Plans’ that indicated actions required by the regulatory authorities to
establish procedures and develop guidance for applicants in specific areas such as good
clinical practice. It was also necessary to adapt the existing pharmaceutical regulatory
legislation to bring it into line with the Advanced Therapies Regulation52. Annex 1 of Directive
2001/83/EC sets out what information must be provided for marketing authorization. This
was updated by Directive 2009/120/EC, which formulated revised definitions and detailed
scientific and technical requirements for gene therapy medicinal products and somatic cell
therapy medicinal products and established technical requirements for tissue engineered
products. Included are devices containing advanced therapy medicinal products.
ENTR/F/2/SF/dn D(2009) requires the Commission to draw up detailed guidelines on good
clinical practice (GCP) specific to ATMP. These guidelines do not replace but supplement the
51

Hearn J and Sullivan R.: The impact of the ClinicalTrials Directive on the cost and conduct of non-commercial
cancer trials in the UK. European Journal of Cancer, Vol 43, Issue 1, 8–13 (2007).
52
EUROPEAN COMMISSION: ENTR/F/2/SF/dn D(2009) Detailed guidelines on good clinical practice
specific to advanced therapy medicinal products.
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principles and guidelines set out by Directive 2005/28/EC that defines principles and
guidance for good clinical practice for investigational medicinal products. The new adaption
covers additional topics like “clinical follow-up” (follow-up of individual subjects for prevention,
screening, monitoring, diagnosis and treatment of diseases, injuries, complications, adverse
reactions and medical errors). Tissues or cells that derive from animals for the manufacture
of an ATMP are covered by Good Manufacturing Practice (GMP) and the guideline on
xenogenic cell based medicinal products. The main requirement for ATMP is that the use of
each ATMP should be traceable: each individual product should be traceable through
sourcing,
manufacturing,
packaging,
storing,
transport,
delivery
to
the
hospital/institution/private practice, administration to the patient, and destruction / final
disposition. In case the ATMP contains human cells or tissues, the sponsor of the trial, the
manufacturer and the investigator/institution where the product is used should ensure that
there is a traceability system in place in addition and complementary to the traceability
requirements that already exist for tissue and blood establishments.
Following the European regulation on ATMP, a consolidated regulatory framework for these
innovative medicines was established under the control the Committee for Advanced
Therapies (CAT)53, comprising a multidisciplinary scientific expert committee, representing all
EU member states as well as patient and medical associations54. The purpose of CAT is to
gather the best available expertise on ATMP. For this purpose, the composition of CAT
should ensure coverage of all relevant research areas, including gene therapy, cell therapy,
tissue engineering, medical devices, pharmacovigilance and ethics. For ATMP the
manufacturer (applicant) has to demonstrate that the product is manufactured to a
predefined quality, and that it is safe and efficacious in patients. The three dimensions of
medicinal product assessment (quality, non-clinical and clinical) are further extended for
ATMP, whereby benefit/risk assessments often can cross the borders to ethics. As an
example for the important ethical component, CAT mentions55 that a GTMP56 could cure in
many patients their deadly disease, but cause leukaemia in some patients after many years.
Because the genetic disorder is fatal and the induced leukaemia is a potentially curable
disease, the assessment of the benefit for the patients could still be in favour of the therapy
under the precondition that sponsors / investigators would try everything attempt to
circumvent this side effect. In this context, patient integration is an important point for risk
assessments. One of the challenges of CBMP57 is to achieve a functional / structural
insertion of the cells into patient tissues. However, there are several safety related aspects of
manipulated cells that can feasibly only be addressed in animals.
GCP already contains requirements for the accountability of IMPs. These requirements
contribute significantly to the traceability of an IMP from the point of release by the
manufacturer. The requirements for traceability of ATMP may be achieved by ensuring that
the systems established for traceability and for IMP accountability are integrated. The system
should allow full traceability from the donor to the recipient through anonymous coding
systems ensuring that:
53

CAT: PROCEDURAL ADVICE ON THE EVALUATION OF ADVANCED THERAPY MEDICINAL
PRODUCT IN ACCORDANCE WITH ARTICLE 8 OF REGULATION (EC) NO 1394/2007.
EMEA/630043/2008. London (31 March 2009)
54
Committee for Advanced Therapies (CAT): Challenges with advanced therapy medicinal products and how to
meet them. NATURE REVIEWS. Drug Discovery. Vol 9, MARCH 2010, 195-201
55
Ibid.
56
Gene therapy medicinal product
57
Somatic cell therapy and tissue engineered products
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•

The identity of the human donors are protected and that donors are only identified
by code numbers

•

The subject identity of the trial participant is protected and is only identified by
code numbers that can be linked to their identity by the investigator/institution
where the product is used

Regulation 1394/2007 on ATMP58 which created a single European marketing authorisation
for the next generation of cell-therapy, gene-therapy and tissue engineered products, The
Regulation is directly applicable in the Member States of the European Union and, in
principle, requires no incorporation into national law. However, the amendment of Directive
2001/83/EC, which results from Regulation (EC) No. 1394/2007, has created a need for
incorporation into and amendment of the German Medicinal Products Act59. This is one of the
objectives of the 15th amendment of the German Medicinal Products Act. This regulation has
amended Directive 2001/83/EC60 with the definition of ATMP. It states that clinical trials on
advanced therapy medicinal products should be conducted in accordance with the principles
and the ethical requirements contained in Directive 2001/20/EC61. In addition 2001/83/EC
was amended by 2009/120/EC62 updating technical requirements for gene therapy medicinal
products and somatic cell therapy medicinal products. The detailed guidance63 focuses on
GCP requirements for advanced therapy investigational medicinal products (ATIMPs) and
does not replace but supplements the principles set out in Directive 2005/28/EC and Volume
10 (Medicinal Products in the European Union), including its Note for guidance on Good
Clinical Practice. It states that in case an ATIMP contains or consists of tissues or cells, other
actors than the sponsor of a trial and the investigator need to be considered, including
tissue/blood establishments, procurement organisations, animal facilities and donors. The
overarching principles for ATMP trials are64:
•

Traceability should be maintained (use of each ATIMP should be traceable)

•

Minimal numbers in the links in the chain of custody

•

Subjects should be followed-up

58

REGULATION (EC) No 1394/2007 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 13
November 2007 on advanced therapy medicinal products and amending Directive 2001/83/EC and Regulation
(EC) No 726/2004.
59
Dwenger A, Strassburger J, Schwerdtfeger W.: Regulation (EC) No. 1394/2007 on advanced therapy
medicinal products: Incorporation into national law. Bundesgesundheitsblatt Gesundheitsforschung
Gesundheitsschutz. 2010 Jan;53(1):14-9 (Article in German)
60
REGULATION (EC) No 1394/2007 on advanced therapy medicinal products, of 13 November 2007, Official
Journal of the European Union L 324/121. Article 28: “Directive 2001/83/EC is hereby amended as follows: in
Article 1, the following point shall be inserted: ‘4a. Advanced therapy medicinal product: A product as defined
in Article 2 of Regulation (EC) No 1394/2007 of the European Parliament and of the Council of 13 November
2007 on advanced therapy medicinal products (*).”
61
1394/2007 (chapter 16)
62
COMMISSION DIRECTIVE 2009/120/EC medicinal products for human use as regards advanced therapy
medicinal products of 14 September 2009
63
Detailed guidelines on good clinical practice specific to advanced therapy medicinal products.
ENTR/F/2/SF/dn D(2009) 35810. Brussels, 03/12/2009
64
Draft detailed guideline on Good Clinical Practice specific to Advanced Therapy Medicinal Products. Brussels
2 July 2008
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•

Medical care given to, and medical decisions made, should always be the responsibility of a
qualified physician

It is required that a system allowing complete traceability of the patient as well as of the
product and its tissues and cells that are used as starting material65 for the intended
biological manipulation should exist and should monitor the safety of advanced therapy
medicinal products.
When using ATMPs for clinical trials, p-medicine may be supported by EATRIS66. The FP7 einfrastructure EATRIS plans to offer translational services, including the provision of
specialized facilities and expertise for optimization of the process development, specialized
facilities and expertise for the establishment of validated models and assays for in vitro and
in vivo preclinical studies and for preclinical in vivo validation and GMP facilities specifically
certified for ATMP production67.

65

Starting material is also called “raw material” in ATMP, In is seen in contrast to the finished product (e.g.
terminally differentiated cells, pluripotent stem cells, cells with varying differentiation profiles.
66
European Advanced Translational Research Infrastructure in Medicine. Online: http://www.eatris.eu/
67
Deliverable No. D2.3: Specification of the required integration with other research infrastructures. 31/01/2012
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4.4 Fragmentation of European regulatory frameworks for clinical
research
International clinical research plays a key role, both in the development of innovative health
products and in the optimisation of medical strategies, leading to evidence-based practice
and healthcare cost containment. But in Europe, the fragmentation of the health and
legislative systems and funding sources represent major burdens to multinational research
collaboration. To take advantage of its population size to access patients efficiently and to
unlock latent scientific potential and clinical expertise, the European Clinical Research
Infrastructures Network (ECRIN)68 has been created with EU funds69. It is listed as one of the
European Strategy Forum on Research Infrastructures (ESFRI)70 designed to make Europe
a single area for clinical research. ECRIN is based on the connection of national clinical
research networks, that themselves are composed of Clinical Trial Units (CTU) or Clinical
Research Centres (CRC). It currently covers 14 countries in Europe. The ECRIN staff is
composed of a core team (ECRIN Coordination) plus a network of European Correspondents
(EC) hosted in each national hub (Fig. 2)71. Service provision for multinational trials started
during the preparatory phase, and ECRIN has meanwhile applied for ERIC status in 2012. In
parallel, ECRIN has also proposed an FP7 integrating activity project to further develop,
upgrade and expand the ECRIN infrastructure built up during the past FP6 and FP7 projects,
facilitating an efficient organization of clinical research in Europe. With developing generic
tools and providing generic services for multinational studies, ECRIN will support the
construction of pan-European disease-oriented networks that will in turn act as ECRIN
users72. In this context, in addition to support disease-oriented networks, ECRIN will employ
p-medicine tools for international personalised medicine trials. Because of the hub / spike
structure of the ECRIN infrastructure (Fig. 2), with EU Correspondents at each national
connection point, ECRIN is in the position to have access to national regulations and
guidance for clinical trials. The European clinical trials directive and GCP directive have been
implemented differently by the Member States. Therefore, a contact person knowledgeable
about the most recent regulatory interpretations and changes helps ECRIN to stay compliant
on the national level of clinical trials conduct.
One of ECRIN’s tasks during the preparatory phase was to collect exhaustive information on
national legislation on clinical trials in Europe.73 Based on this analysis, ECRIN plays a major
role in the discussion on the revision of the 2001/20/EC Directive, and in proposals for a riskbased approach to clinical research legislation, through its involvement in the Impact on
Clinical Research of European Legislation (ICREL) project74 by assessing the impact of the
Directive. ECRIN suggests to use a stratified approach for legislation purposes, with three
categories depending on the status of the health product (non-marketed, marketed exploring
68

Demotes-Mainard J, Ohmann C. European Clinical Research Infrastructures Network: promoting
harmonisation and quality in European clinical research. Lancet 2005; 365: 107–108.
69
European Clinical Research Infrastructures Network: www.ecrin.org.
70
European Strategy Forum on Research Infrastructures:
http://ec.europa.eu/research/infrastructures/index_en.cfm?pg=esfri.
71
Jacques Demotes: European Clinical Research Infrastructures Network ECRIN. Presentation at: European
Parliament, Brussels, STOA Hearing, October 26th, 2010.
72
J. Demotes-Mainard, C. Kubiak: A European perspective – the European clinical research infrastructures
network. Annals of Oncology 22 (Supplement 7): vii44–vii49, 2011.
73
European Clinical Research Infrastructures network – Translational Working Groups: Deliverable 4.
www.ecrin.org/fileadmin/user_upload/public_documents/About_ecrin/downloads/ECRIN_TWG_D4.pdf.
74
www.efgcp.be/icrel.
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The entire spectrum of clinical research was divided into seven major categories of clinical
research to which survey questions were applied75. The categories of clinical research
defined by the working group are: the clinical trials on medicinal products (the only category
already regulated as such at European level); clinical trials on medical devices; other
therapeutic trials (including the group of surgery trials, transplantation trials, transfusion trials,
trials with cell therapy, etc.); diagnostic studies; clinical research on nutrition; other
interventional clinical research (including trials in complementary and alternative medicine,
trials with collection of blood or tissue samples, physiology studies, etc.); and epidemiology
studies (observational studies).
Seven categories of clinical research:
1 Clinical trials on medicinal products
Phase I, II, III, IV, advanced therapy trials
2 Clinical research on medical devices
Authorised, non-authorised
3 Other therapeutic trials
Radiotherapy, surgery,
psychotherapy

transplantation,

transfusion,

physical

therapy,

4 Diagnostic studies (imaging, other)
5 Clinical research on nutrition
Nutrition, nutritional supplements
6 Other interventional trials
Physiology, physiopathology, biobanks, CAM, psychology
7 Observational studies
Epidemiology, pharmacoepidemiology76
Interventional or not, prospective vs. retrospective
The criteria to classify the different types of research are not uniform in Europe. The
2001/20/EC Directive defines two distinct categories of research: clinical trials (using an
investigational medicinal product) and non-interventional trials (without medicinal product,
without additional diagnostic or monitoring and where a medicinal product is used according
to market authorisation). These definitions are interpreted differently on the national level,
leading to the case that some clinical research is to be considered as clinical trial in one
country and as non-interventional trial in another. In addition to the concept of seven
categories, ECRIN advocates protecting the enrolled trial participants using categories of
perceived risk (understood as probability and severity of potential harm). Some member
states (e.g., France) are already considering this risk-based approach. A related area of
75

Christine Kubiak, Fernando de Andres-Trelles, Wolfgang Kuchinke, et.al.: Common definition for categories
of clinical research: a prerequisite for a survey on regulatory requirements by the European Clinical Research
Infrastructures Network (ECRIN). Trials 2009, 10:95 (2009),
Online:
http://www.trialsjournal.com/content/10/1/95.
76
Pharmacoepidemiology is the study of the use of and the effects of drugs in large numbers of people
(Wikiped).
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uncertainty concerns the definition of epidemiological studies since it can be understood as
synonymous to observational studies, i.e., non-interventional in the methodological sense. It
is the opinion of ECRIN that it would be better if future legal categories would define clinical
study categories in terms of operation rather than semantically.

4.4.2 National regulatory frameworks
Summaries of ethical and regulatory requirements for different ECRIN countries and the
regulatory infrastructure were developed graphically to illustrate the different way of
regulatory thinking in different EU countries (Fig. 3 – 7). These pictures describe the
competent authorities, sponsor, ethics committees, the different kind of research, laws and
regulations and the dependencies between all these components77. They also illustrate the
different kind of interpretation of GCP compliance and the processes that lead to trial
approval on the national level. Several examples are shown:

Figure 3: Regulatory framework of France

77

Ibid.

D5.5 – Report on legal and ethical issues for p-medicine tools used for international GCP trials

page 36 of 141

– Grant Agreement no. 270089

Figure 4: Regulatory framework of Germany

Figure 5: Regulatory framework of Hungary
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Figure 6: Regulatory framework of Ireland

Figure 7: Regulatory framework of Spain
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4.4.3 ECRIN survey

A survey78 about the regulatory conditions for clinical research in nine ECRIN member
countries was conducted, consisting of 31 questions. A total of 334 answers were given, that
means that 72% of the survey was completed. As summary of the results areas of regulatory
homogeneity and heterogeneity were identified79 (Fig. 8). Areas of regulatory homogeneity
are the clinical trials on medicinal products that in all countries require authorisation of the
initial application and any substantial amendments from competent authorities, a favourable
opinion from ethics committees, the participation of a sponsor and insurance, the reporting of
suspected unexpected serious adverse reactions (SUSAR) and the preparation of an annual
safety report. In all countries research ethics committees must approve interventional clinical
trials, and all countries have legislation to protect personal data.

Figure 8: Summary of regulatory requirements (areas of regulatory heterogeneity and
homogeneity according to the seven ECRIN categories of clinical research). From: Del 4.
200880. A colour shows that regulatory requirements are available for the corresponding
country. Different countries are shown in different colours.

78

ECRIN report: Interim analysis of part II of ECRIN WP1-2-3 (2007 Survey), ECRIN 2008.
ECRIN-TWG: Deliverable 4. Clinical research in Europe: national differences in legislative and regulatory
frameworks. 7.11.2008.
80
ECRIN-TWG, WG 2: Del 4: Clinical research in Europe: national differences in legislative and regulative
frameworks. 7. 11.2008.
79
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Areas of heterogeneity are the national requirements regarding competent authorities,
sponsors, insurances, and adverse event reporting that are highly variable for interventional
clinical research distinct from clinical trials on medicinal products. Even the definition of
interventional and observational studies varies within the countries. In some countries
approval by a research ethics committee is not required for observational studies.
Heterogeneity exists for the waiver of purchase cost of the investigational medicinal product
for a non-commercial trial and for the obligation to inform trial participants about the trial
outcome. Insurance requirements and insurance systems covering participants in
investigator initiated clinical trials are highly variable, with additional differences between
public or private insurance for clinical research.
The regulatory requirements regarding data management in clinical trials are especially
important for p-medicine. Most countries have regulatory requirements for data management
in clinical trials. Two countries referenced GCP as source for these requirements. Protection
of personal data is unambiguous: all countries have specific requirements regarding personal
data protection (see below). With the exception of one country all countries possess specific
requirements for genotype/phenotype studies.
In summary, the ten countries analysed have fairly harmonised definitions of typical
investigational medicinal products81. Therefore, clinical trials assessing typical investigational
medicinal products require authorisation from a national competent authority in each of the
countries surveyed. The opinion of the competent authorities is communicated to the trial
sponsor within the same timelines, i.e., no more than 60 days. In contrast, the authority to
which the application has to be sent to in the different countries is not fully harmonised. The
conclusion can be drawn, that the Directive 2001/20/EC defined the term ‘investigational
medicinal product’ and all regulatory requirements described therein are applicable to
investigational medicinal products. Our survey showed, however, that those requirements
had been adopted in ten European countries, not for investigational medicinal products
overall, but rather a narrower category which we term ‘typical’ investigational medicinal
products. The result is partial EU harmonisation of requirements and a relatively navigable
landscape for the sponsor regarding typical investigational medicinal products.
In practice, the regulatory requirements are not harmonised for a number of other important
investigational medicinal products, which we name ‘less typical investigational medicinal
products’, including different sub-categories of medicinal product as listed and described in
the Directive 2003/63/EC:
•

Biological medicinal products, i.e., proteins preceded either from biological material
by standardised:
purification techniques or recombinant DNA
technologies or hybridoma82 or monoclonal antibodies
methods

•

Vaccines

81

Christian Gluud, Christine Kubiak, Kate Whitfield, et.al.: Typical investigational medicinal products follow
relatively uniform regulations in 10 European Clinical Research Infrastructures Network (ECRIN) countries.
Trials 2012, 13:27.
82
Antibodies produced by hybrid cell lines (hybridomas): a specific antibody-producing B cell is fused with for
example a myeloma (B cell cancer) cell.
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•

Advanced therapy medicinal products, consisting of gene therapy medicinal products
(human or xenogeneic); somatic cell therapy medicinal products (human or
xenogeneic); tissue engineered product, i.e., a product that contains or consists of
engineered cells or tissues (human or xenogeneic)

•

Plasma-derived medicinal products

•

Blood products

The European Regulation 726/2004/EC is clear on the intentions of ‘compassionate use’
programmes and aimed to harmonise them in the European Union. With the exception of
Hungary, all countries surveyed allow for “compassionate use” programmes. The survey
reveals that different countries have adopted different requirements and that ‘compassionate
use’ is not interpreted in the same way across Europe83. Four of the ten countries surveyed
(Hungary, Ireland, Sweden, and the UK) have currently (2010) no formal regulatory system
for compassionate use programmes. It is the opinion of ECRIN that ’Compassionate use’ is a
misleading term and should be replaced with ‘expanded access’. Especially in cancer
research, there is a need for expanded access programmes in order to serve the interests of
seriously ill patients who have no other treatment options. To protect these patients,
European legislation needs to be more explicit and informative with regard to the regulatory
requirements, restrictions, and responsibilities in expanded access programmes.

4.4.4 p-medicine tools employed for ECRIN trials
Because ECRIN will use p-medicine tools for international ECRIN trials, the consideration of
national regulations for clinical trials is of relevance for ECRIN. The next step in ECRIN
development is called ECRIN-IA (2011–2015). In this phase, ECRIN plans to support the
structuring of research networks in three strategic areas: rare diseases, medical devices,
nutrition (Fig. 9). It will expand the network and strengthen its national partners (9 new
partners) developing further data management tools.84 Together with two ESFRI85 biomedical
research infrastructures (EATRIS86 and BBMRI87) ECRIN aims to act as a federator and
develop strategic partnerships with the scientific communities. Such a collaborative
connection will avoid duplication of resources and allows cross-fertilization across disciplines,
as generic tools and procedures for study management are made available to all the
research communities, allowing them to focus on the development of support which is
specific for their own disease area.
As part of the development of strategic partnerships with scientific communities, the
collaboration with p-medicine plays an important part to extend ECRIN’s capabilities towards
personalised medicine trials. ECRIN will employ several tools developed in p-medicine for
international trials. This step will enforce the aim to move towards making the EU a single
area for clinical research and for all kinds of research including personal medicine trials.
83

Kate Whitfield, Karl-Heinz Huemer, Diana Winter, et.al.: Compassionate use of interventions: results of a
European Clinical Research Infrastructures Network (ECRIN) survey of ten European countries. Trials 2010,
11:104 (2010).
84
Jacques DEMOTES-MAINARD: European Clinical Research Infrastructures Network), a pan-European
infrastructure for clinical research. Bull. Acad. Natle Méd., 2010, 194, no 9, 1683-1694 (2010).
85
ESFRI: Strategy Report on Research Infrastructures Roadmap 2010. Luxembourg: 2011.
86
European Advanced Translational Research Infrastructure in Medicine: http://www.eatris.eu/.
87
Biobanking and Biomolecular Resources Research Infrastructure: http://www.bbmri.eu/.
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•

A
Austria

•

Belgium

•

Denmark

•

Finland

http://w
www.treat-nm
md.eu/.
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•

France

•

Germany

•

Hungary

•

Ireland

•

Italy

•

Netherlands

•

Poland

•

Spain

•

Sweden

•

Switzerland

•

United Kingdom

4.4.6 Privacy and data protection regulations in ECRIN countries
In personalised medicine and in clinical trials during biosampling, genetic
screening or recruitment, personalised data may be involved. For international
trials ECRIN developed a guideline89 about privacy and data protection in clinical
trials covering personal data and health data. In each ECRIN member state one or
more public authorities are responsible for monitoring the application of the
provisions adopted by the member states pursuant to the European data
protection directive (95/46/EC). These authorities act with complete independence.
In clinical trials the ultimate responsibility is with the sponsor. National Data
Protection Body with power of inspection are90:

89
90

•

Austria: Data Protection Committee (http://www.dsk.gv.at) and Data Protection
Council. Only the Data Protection Committee has power of inspection.

•

Denmark: Danish Data Protection Agency, http://www.datatilsynet.dk/english/. The
Danish Data Protection Agency has power of inspection.

•

Finland: Data Protection Ombudsman and the Data Protection Board. Data
Protection Ombudsman has a power of inspection, http://www.tietosuoja.fi

•

France: Commission
http://www.cnil.fr

•

Germany: The Federal Commissioner for Data Protection and Freedom of
Information, www.bfdi.bund.de; under certain circumstances Data Protection Officials
of the Federal States of Germany

•

Hungary: Hungarian Parliamentary Commissioner for Data Protection and Freedom
of Information, www.abiweb.obh.hu

•

Ireland: Data Protection Commissioner: www.dataprotection.ie

nationale

de

l’informatique

et

des

libertés

(CNIL);

ECRIN SOP: Hernández R. and Sanz WS.: Personal data protection. ECRIN GE-SOP 002-V0.1.Draft V0.1.
Ibid.
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•

Spain: Agencia Española de Protección de datos, www.agpd.es

•

Sweden: Data Inspection Board (www.datainspektionen.se)

•

UK: Information Commissioners Office (www.ico.gov.uk ), an independent authority
which enforces and oversees the DP and FoI Acts (ICO can use legal sanctions for
those ignoring their obligations)

In Germany at the federal level the Federal Commissioner for Data Protection regulates the
privacy concerns of the federal authorities and the private sector (i.e. for all business
enterprises and institutions, associations, etc.). Besides, it enforces the laws on data
protection in state and local authorities. Data protection commissioners exist also at the
Länder level.91
Data controllers collecting data must comply with all general data protection principles,
including the following:
•
•
•
•
•
•
•

Data shall be fairly and lawfully processed / transparency
Data are processed for limited purposes
Adequate, relevant and not excessive for the purposes for which they are
collected (any irrelevant data must not be collected and if it has been collected it
must be discarded)
Data shall be accurate data and shall be kept up-to date
Data shall be processed in accordance with fundamental rights
Data shall be kept secure
Data shall not be transferred outside the EU without adequate protection.

Participants entering into a clinical trial with medicinal products have the right of access, right
of rectification, right of cancellation and the right of objection to his/her personal data.
Austria: Additionally, data has to be stored just as long as necessary for the achievement of
the determined purpose.
UK: Any person who had consented to data processing, regardless of whether or not it is a
clinical trial of an IMP, has the right of access, prevention of processing, destruction,
compensation. Access requests must be responded to within 40 days.
Information to be given to the data subject should identify the controller (and
representatives); the purposes of the processing for which the data are intended; any further
information (such as recipients of the data, the existence of the right of access to and the
right to rectify the data concerning the data subject). According to the data protection
Directive, processing of personal data which relates to a person's health is particularly
sensitive and therefore requires special protection. Indeed, Directive 95/46/EC prohibits the
processing of personal data concerning health in general. However, considering the
importance of using information about a patient in order to medically treat him, there are
exemptions to the general prohibition of processing medical data. For example, a justification
for the processing of sensitive data can be the informed consent. The consent must be freely
given and be specific (see later).

91

http://www.bfdi.bund.de/cln_136/EN/AdressesAndLinks/Landesdatenschutzbeauftragte/
Landesdatenschutzbeauftragte_node.html.
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UK: Unless data is fully anonymised (i.e. cannot reasonably be identified by anyone) it
remains inside the scope of the Data Protection Act. Subjects must be informed about and
consent to data transfer, unless the benefits to society outweigh the implications of loss of
confidentiality, there is no intention to feed information back to the individuals involved or
take decisions that affect them, and there are not practicable alternatives of equal
effectiveness. Non-consent should be kept to a minimum.
Personal data has to be kept for no longer than is necessary for the purpose for which the
data were collected. In general, the sponsor and the investigator shall retain the essential
documents relating to a clinical trial for at least five years after its completion. But here many
national different national requirements exist. Essential documents shall be archived in a way
that ensures that they are readily available, upon request, to the competent authorities. The
medical files of trial participants shall be retained in accordance with national legislation and
in accordance with the maximum period of time permitted by the hospital, institution or
private practice.
Austria: Personal data can be stored up to 15 years (or longer - 5 years after withdrawal of
marketing authorisation if data is used in a clinical trial according to the Austrian medicines
act (Arzneimittelgesetz §46). Data is maintained by the sponsor.
Finland: Original research documents should be archived for at least 15 years after the
termination of the trial.
France: Biomedical research data should be archived for 15 years and health data for 20
years. The sponsor; the hospital institution maintains the data.
Hungary: Sensitive data are stored for at least 15 years. There is no regulation regarding
who maintains the data.
Sweden: The archiving period must be adapted to regulations in force and should not be
shorter than ten years after the termination of the trial and the presentation of the final report
(1 year more). If the principal investigator and/or the sponsor cannot themselves make
provisions for archiving their documentation, this task can be delegated.
UK: Data is maintained by the ‘data controller’, i.e. the organisation holding the database.
Data used purely for research purposes can be stored indefinitely (but the participant has the
right to withdraw consent for storage and use at any time). UK NHS usually stores medical
records for 15 years, but this can vary.
The Directive 95/46/EC allows the member states to transfer data internationally for the
legitimate tasks if an adequate level of protection is ensured in the third country.
Austria: Transfer of data is allowed within EU borders (§12).
Denmark: Transfer of data is allowed within borders of EU or to a third country. Consent is
needed for transfer to a third country (third countries need to have signed a contract with the
Danish Data Protection Agency). In this case, the Danish Data Protection Agency can give
permission to ensure sufficient level of security.
Finland: It is allowed to move data within the EU and outside the EEA providing, there is
adequate protection in place.
France: Transfer of data is allowed. Transfer needs examination by the CNIL in case of
transfer outside of the borders of EU.
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Hungary: The law doesn't allow movement of data between countries. Exemptions: in case
of urgencies (mass accident, terrorism etc.).
Ireland: Not specifically addressed by the law.
Spain: The law doesn't allow movement of data between countries (art 33 Law 15/1999). It is
possible to transfer personal data if the registered person has given his/her explicit consent
to the transfer.
Sweden: It is forbidden to transfer personal data that is being processed to a third country (a
country outside the EU and EEA) that does not have an adequate level of protection for
personal data. It is allowed to transfer personal data to such a country if the registered
person has given his/her consent to the transfer or when the transfer is necessary.
UK: DPA allows for movement of data within the European Economic Area and outside the
EEA providing there is adequate protection in place. A list of countries outside the EEA which
have adequate protection can be found here:
http://ec.europa.eu/justice_home/fsj/privacy/thridcountries/index_en.htm
In most countries an explicit consent is required for health data transfer.
Austria: No, if data is transferred anonymously. Otherwise, permission by the individual or
the Data Protection Committee is necessary. (§13 and §46)
Denmark: The third country must have signed the Danish Data Protection Agency contract
and informed consent must have been given. The Danish Data Archive on Health collects,
preserves and disseminates electronic data from human-based health research, with consent
lends data to third parties for secondary analytical research.
National data protection and privacy laws:
Austria: Data Protection Act ("Datenschutzgesetz 2000 (DSG 2000), Austrian Federal Law
Gazette part I No. 165/1999")
Denmark: Act of Processing of Personal Data 2000 (Act No. 429 of 31 May 2000)
Finland: Personal Data Act (No. 523/1999)
France: National Legislation on Data Protection: n° 1978-17 (06/01/1978). National
Legislation on Biomedical Research: n°2004-806 (09/08/2004); L1110-4, R1110-1 to 3,
R1111-9, 10 & 14.
Germany: Federal Data Protection Act (Bundesdatenschutzgesetz - as of 1 September
2009), Landesdatenschutzgesetze, Telecommunications Act of 22 June 2004
Hungary: Data Protection Law 1997/XLVII
Ireland: Data Protection Acts 1988 & 2003
Spain: ORGANIC LAW 15/1999 of 13 December on the Protection of Personal Data; ROYAL
DECREE 1720/2007, organic law 15/1999; Patients’ rights laws. LEY 41/2002; Autonomic
Legislation on Data Protection; LAW14/2007 on Biomedical Research; ORDEN
SCO/256/2007, de 5 de febrero, por la que se establecen los principios y las directrices
detalladas de buena práctica clínica y los requisitos para autorizar la fabricación o
importación de medicamentos en investigación de uso humano.
Sweden: Personal Data Act (1998:200g4).
UK: Data Protection Act 1998.
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Additional legislation:
Denmark: Personal Health Data Danish Health Act 2007; ‘Terms & conditions’ of Danish
Data Protection Agency for authorization to process personal data.
France: Investigational Biomedical Personal Health Data: n° 1978-17 (06/01/1978), art 53 to
61.
Hungary: Personal Health Data (TAJ – social insurance number).
Investigational Biomedical Personal Health Data: 2008/XXI Law on Human-genetic
Investigations, Protection of Human-genetic Data and Activity of Biobancs contains
regulation of genetic data.
UK: Access to Health Records Act 1990, Human Rights Act 1998, Freedom of Information
Act 2000, Common Law of confidentiality.
Sweden: Health Data Act (1998:543), Care Register Act (1998:544), Secrecy Act (1980:100)
and MPA provisions and guidelines (2003:6); Investigational Biomedical Personal Health
Data: Biobank Act (2002:297)
4.4.6.1

Examples for national regulations for clinical trials

All European countries have drug laws in place and have implemented the EU Directive.
Some examples are given in detail. An overview over the national regulations for four
countries relevant for p-medicine is provided by table 1.
Denmark
•

Act on Biomedical Research Ethics Committee System and Processing of Biomedical
Research Projects

•

Authorisation for Clinical Investigations of Medical Devices

•

Ministerial Order No 806 – Consent of Trial Subjects

•

Denmark – Research Ethics Committee System (Amendments)

Finland
•

Clinical Investigations on Medical Devices

•

Clinical Trial of Medicinal Products in Human Subjects

•

Medical Research Act (Amended)

•

Medical Research Act 1999

•

Medical Research Decree (Amended)

Netherlands
•

Clinical Research with Medicinal Products. VWS015 WTK Binnenwerk. 29-09-2005

•

Wet medischwetenschappelijk onderzoek met mensen (Wmo) - Medical Research
Involving Human Subjects Act

Turkey
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•

Regulation on Clinical Trials92 by the Ministry of Health

•

The Medicines for Human Use (Clinical Trials) Regulations 200493

•

The Medicines for Human Use (Clinical Trials) Amendment Regulations 2006

•

The Medicines for Human Use (Clinical Trials) Amendment (No.2) Regulations 2006

•

Human Tissue Act 2004

•

The Human Tissue (Scotland) Act 2006

UK

France
•

LOI no 2004-806 du 9 août 2004 relative à la politique de santé publique (complétée
par le décret du 26 avril 2006)

Spain
•
•

92
93

Ley 29/2006, de 26 de julio, de garantías y uso racional de los medicamentos y
productos sanitarios
Ley 14/2007, de 3 de julio, de Investigación biomédica

Translation ibid.
Translation ibid.
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4.5 Ethical principles applied to international GCP trials
Ethical concepts play an important part for GCP trials. On the one hand GCP compliance is
built upon ethical principles; on the other hand GCP rules have been concretised in laws,
regulations and guidelines (Fig. 10).

Figure 10: Ethical and regulatory aspects of GCP that form the basis of laws and guidance

Ethical principles for protecting the dignity and integrity of clinical trial participants originate
from a variety of historical, legal and philosophical sources. However, the Nuremberg trials in
1946 marked the beginning of modern discussions in this area.94 Though the trials resulted in
94

Systematic attention to research ethics involving humans largely predates World War II and has formed object
of discussion as far back as 1898. In fact, Albert Neisser was prosecuted in 1898 in Prussia for not seeking
patients’ consent in his clinical experimentation of the prevention of syphilis. A directive on medical
experimentation in humans was later issued by the Prussian government in 1900 As a result of the debates that
followed the trial. See Vollmann, J & Winau, R 1996, ‘Informed Consent in Human Experimentation before the
Nuremberg Code’, BMJ, vol. 313, pp. 1445-7.
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the issuance of the Nuremberg Code on the ethics of medical research, most of the ethical
concerns voiced out in the code and other reports that followed thereafter have today been
regulated by enactments, and have as well, gained international recognition.95 This does not
however mean that ethical issues in clinical trials are settled. In fact, they are still subject of
fresh debates, especially, due to the upsurge in international clinical trials96 and the lack of
clarity in the interpretation of these ethical principles.97 In addition, with the entry of
personalized medicine, extensive IT support and increased patient empowerment, new
ethical issues arise.
As a result of unknown variables associated with clinical research on humans, there appear
to be many ethical questions to be ironed out before embarking on such ventures. Beecher
(1966) pointed out that ethical approach to experimentation in man has several components
of which two are the most important: informed and voluntary consent of trial participants and
their safeguard or protection against bodily harm.98 While these principles have been
reflected in the Declaration of Helsinki of the World Medical Association (WMA) (Fig. 10)
which so far constitutes the foundation of ethical requirements for all research done with
humans, several other principles have metamorphosed in recent times to accommodate
advances in medical science. Modern discussions of ethics in medical research have
expanded the issues to include considerations about the transparency of the trials, conflict of
interest and use of vulnerable groups in clinical trials.99 In all these cases, ethical concerns
often come into play when clinical trial subjects are exposed to a potentially harmful situation,
for example, to test a drug’s effectiveness.100 The Declaration of Helsinki for instance
includes principles on:
•

safeguarding research subjects

•

informed consent

•

minimising risk

•

adhering to an approved research plan/protocol

In some cases, there may be a therapeutic misconception (unclear demarcation of the lines
between therapy and experimental process) which brings into focus ethical questions about
the nature and form of information passed on to the trial participants, and whether such
information could make them fully aware of the risks involved in such trials. Furthermore,
where multicenter clinical trials are undertaken involving international trial participants, other
pertinent ethical issues are also at stake. For instance, conducting trials in countries where
ethical standards are lowered or even none existent and where human rights abuses
happen. International clinical trials have come under scrutiny in recent time as a result of
unethical practices revealed by certain trials in developing countries, which indicate the need
95

For instance, Article 7 of the International Covenant on Civil and Political Rights 1966 provides: No one shall
be subjected to torture or to cruel, inhuman or degrading treatment or punishment. In particular, no one shall be
subjected without his free consent to medical or scientific experimentation.
96
Batova, T 2010, ‘Writing for the Participants of International Clinical Trials: Law, Ethics and Culture’,
Technical Communication, vol. 57, no. 3.
97
Forgó, N et al. 2010 , Ethical and Legal Requirements for Transnational Genetic Research, p.7.
98
Beecher, H 1966, ‘Ethics and Clinical Research’, The New England Journal of Medicine, vol. 274, no. 24, p.
372.
99
See, Ezekiel, E et al. 2008, The Oxford Textbook on Clinical Research Ethics, Oxford Press, New York.
100
Borak, T 2008, ‘Ethical and legal Issues in the administration of clinical trials’, The Surgical Technologist, p.
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for good clinical practices in such instances.101 In this respect, the WMA, WHO and other
organizations and agencies such as the EMA, FDA and PMDA have rekindled efforts at
ensuring that GCP is observed in all international trials. These organizations have developed
series of guidelines to this effect that are not only normative, but are influencing legislations
all over the world.102
As indicated above, most ethical considerations in clinical research have been reflected in
legal instruments, regulatory guidelines and medical profession policy documents that
require good clinical practices. These instruments are relevant for p-medicine and have been
outlined in Deliverable D9.1.103 However, for our purposes in this task, we will look at the
most relevant principles and their resultant requirements for the p-medicine tools in a GCP
context as could be gathered from the following documents among others:
•
•
•
•
•
•
•

The Nuremberg Code (1947)
World Medical Associations Declaration of Helsinki (revised in 2008)
CIOMS International Ethical Guidelines for Biomedical Research Involving
Human Subjects (2002)
ICH Tripartite Guideline on Good Clinical Practice (1996) in Clinical Trials
European Bioethics Convention on human rights and biomedicine (1997)
EU Directive 2001/20/EC
EU Directive 95/46/EC

A list of guidelines from regulatory authorities and agencies is made in section “Guidelines
from regulatory authorities and other institutions” below. Apart from these international
regulations, it is also a basic requirement that the laws and regulations of countries where
the research sites are situated are observed. Thus, as a result of the international nature of
the p-medicine project, we will also outline laws and ethical requirements in states such as
Austria, Germany, United Kingdom and Switzerland which host the trial centres at this pilot
stage.
There are four p-medcine deliverables dealing with aspects of legal requirements and data
security that also contain ethical issues:
•
•
•
•

D5.1 Setting up of the data protection and data security framework
D5.2 Report on legal and ethical issues regarding data warehouse, data mining and
IP issues
D5.3 Report on legal and ethical issues regarding access to biobanks
D5.4 Report on legal and ethical issues regarding patient empowerment

101
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In addition to these deliverables, this text provides an in-depth analysis of ethical issues with
the focus on clinical trials. Therefore, the ethical aspects of GCP must be discussed in detail.

4.5.1 Core Ethical Principles in GCP Trials
Ethics is concerned with principles of right conduct that represent basic human values.104
These principles, however, are interpreted and implemented differently in specific cases.
Over the years, certain basic ethical principles in regard to clinical trials have crystallized,
including beneficence, non-maleficence, respect for autonomy of the participants and justice,
trust, dignity and privacy of information.105 Where research involves experiments on human
subjects, it amounts to good ethical practice to make efforts to maximize the trial benefits to
the subjects (beneficence), and make sure that they do not suffer any harm (nonmaleficence). The principle of respect for autonomy of the participants implies that
participation in the trial should be completely voluntary and based on an informed consent.
Where research involves the collection of data of individuals, their privacy should be
protected by ensuring confidentiality of the data. The principle of justice (distributive justice)
on its own implies that participation in the research should correlate with expected benefits.
No population group should carry an undue burden of research for the benefit of another
group.106 The above principles and their resultant requirements have been codified in various
legal instruments and regulations and will be highlighted below.
4.5.1.1

Ethics of Informed Consent

The doctrine of informed consent appears to be the most important code for the protection of
human subjects in clinical practice.107 Having developed through a long that centres on self
determination and autonomy (which has become a basic right), informed consent hinges on
the principle that no one should suffer an offensive inversion of his or her body without
consenting to such inversion.108 In general, informed consent in medical practice means that
no medical intervention, either in the nature of preventive, diagnostic, therapeutic or
research, can be done without the patient’s agreement.109 When applied in the clinical trial
environment, it further incorporates a strong emphasis on the trial participant’s right to
withdraw from the trials at any time without suffering any harm, and which must never
interfere with his or her patient-physician relationship where medical care is also involved.110
Recently, clinical trial informed consent often includes additional elements concerning data
and biosamples collected during the trial.
It was the Nuremberg trials that brought to international attention the need for ethics in
clinical research, emphasizing greatly on the essence of voluntary consent of the trial
104
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participant. There are specific components that make up such consent, and which must exist
for it to be valid: the notion of informed decision making (what information must the patient
know in order to give an informed consent?); communication procedure of the information
(native language); and the competence of the participants (comprehension of the information
passed on to them, including risks factors associated with participation). A list of items
required to be disclosed to trial participants have been evolving over the years and are still
not closed as new areas of clinical research are emerging. We will look at these in detail in
the following sections.
4.5.1.2

Preconditions for a valid informed consent

One of the myths of informed consent identified by Beecher (1966) is the misconception that
a documentation of consent obtained from a trial participant is sufficient enough to prove the
validity of consent.111 This is often far from being the case; rather, informed consent has to
be considered as a process.112 There is a procedural element inherent in this concept. The
Declaration of Helsinki has largely outlined these processes.
First, the potential subject must be adequately informed of the aim, methods, anticipated
benefits/risks of the study and the discomfort it may entail, and any other relevant aspects of
the study including sources of funding and conflicts of interest.113 Thus, it should be made
clear to the participants that they are being invited to participate in research, even if what is
proposed is part of normal treatment.114 In addition, the participant must be informed of the
right to refuse to participate in the study or to withdraw consent to participate at any time
without reprisal. At this stage, special attention has to be given to the specific informational
needs of potential subjects, as well as to the methods used to deliver the information to
them. A careful assessment of predictable risks and burdens envisaged in the trial, as well as
the foreseeable benefits must also have been undertaken initially and clearly communicated
to the participants in order to aid them in their informed decision making. 115
Second, the consent must be freely given, without any form of force, fraud, deceit, duress,
over-reaching, or other ulterior form of constraint or coercion.116 While each of these
elements may not be clearly defined in both legal and philosophical discussions, there is a
common agreement among commentators that any persuasive or manipulative influence that
deprives the trial participant of his or her autonomy of decision-making would ordinarily vitiate
the freedom of choice.117
Third, the potential participant must have the competence to give the consent. Thus, inherent
in the doctrine of informed consent is the notion that only people of sound mind have the
right to make their own decision about what shall be done with their bodies. Therefore the
111
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potential participants must possess the capacity to receive, comprehend and utilize the
information they have been provided with.118 While explaining the four categorical signs119 of
competence in relation to consent, Appealbaum and Grisso (1988) suggest that it is not
possible to assess decision-making ability of a patient when he or she is uninformed or
inadequately informed.120 This notwithstanding, the law has equally set the boundaries of
capacity to consent. Generally, there is a presumption that children and persons with mental
disorder lack the competence to give informed consent.121 Conversely, healthy adults have
full competence to make informed decisions.122 For a potential research subject who is
incompetent, the physician must seek informed consent from a legally authorized
representative. Generally, such individuals must not be included in a research study that has
no likelihood of benefit for them unless it is intended to promote the health of the population
represented by the potential subject; the research cannot instead be performed with
competent persons and entails only minimal risk and minimal burden.123
Apart from the processes mentioned above, it is also a good clinical practice in any trial to
have proper documentation of the informed consent procedure – best evidenced in writing.
For this purpose, the Clinical Trial Directive’s definition of informed consent is very relevant:
“decision, which must be written, dated and signed ….”124 A fortiori, the information provided
to the participant should be in a language that he or she understands.125
4.5.1.3

Protection of the research subjects

The importance of patient protection in any medical intervention has its roots in the
Hippocratic Oath, wherein physicians are under obligation to act for the benefit of their
patients and avoid any harm to them. In a similar vein, the personal integrity and welfare of
trial subjects as defined in the Declaration of Helsinki should be the primary concern of all
parties involved in the conduct of a clinical trial, including the ethical committee that reviews
the protocol. The Declaration expressly provides: “In medical research involving human
subjects, the well-being of the individual research subject must take precedence over all
other interests”.126 A long-standing tenet of clinical trial conduct is that the accumulating data
118
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must be monitored during the trial.127 Such regular review helps to ensure that risks to
participants are not greater than anticipated and that the study is being conducted
appropriately.128 Where participants are experiencing unexpected and severe side effects, or
there is clear evidence that the risks are outweighing the benefits, the Ethics Committee and
the Data Safety Monitoring Board may recommend the trial to be stopped.129
Study protocols are designed before the conduct of the trial and examined by an
independent committee (Ethics Committee, EC).130 Not only do study protocols describe the
study plan on which the conduct of the clinical trial is based, they also include arrangements
for post-study access by study subjects to interventions identified as beneficial in the study or
access to other appropriate care or benefits measures. In this regard, the major role of the
Ethics Committee (or board responsible for reviewing the trial, e.g. IRB) is to ensure the
protection of the rights and welfare of human subjects participating in clinical trials. Thus,
when reviewing a clinical trial proposal, the EC considers the capability of the investigator(s)
for the proposed trial in terms of their qualifications, experience, supporting staff and
available facilities. Furthermore, provision for compensation or treatment in the case of death
or injury of a subject, if attributable to the clinical trial, must be disclosed to the committee.131
All trial subjects must be insured during the duration of a trial.
One of the cornerstones of clinical research ethics as Emmanuel (2000) points out is to
minimize the possibility of exploitation by ensuring that research subjects are not merely
used, but are treated with respect while they contribute to social good.132 In his proposal for
seven clinical research ethics, he maintains that individuals involved in research trials should
be respected not only by being permitted to withdraw at any time from the trial, but also by
informing them of newly discovered risks and result of the research finding relevant to their
respective disease or ailment, while maintaining their privacy and welfare.133 With respect to
the personal information and clinical trial data of the participants, the International Ethical
Guidelines for Biomedical Research Involving Human Subjects provides that the investigator
must establish secure safeguards of confidentiality of such data.134

4.5.2 Ethical issues concerning non-maleficence and justice in clinical
research
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Non-maleficence is a requirement of clinical practice and means to “do no harm.” This
principle demands that physicians must refrain from giving ineffective treatments or acting
with malice toward patients135. But this principle offers little useful guidance to physicians
because many beneficial therapies are accompanied by serious risks. In general, physicians
should not provide ineffective treatments to patients as these offer risk without the possibility
of benefit and thus have a chance of harming patients. This would also cover the use of
patient data by the researcher for his own profit. The pertinent ethical issue here is if for the
patient the benefit of a treatment outweighs its burden.
The opposite of non-maleficence is the principle of beneficence that includes the promotion
of well-being of patients by maximizing his/her benefit. Another ethical principle is justice that
is concerned with the fairness towards the patient, especially fairness in assessing the
balance of risks and benefits the patient is subject to. Justice includes honesty and integrity;
principles that are concerned with the representation of the trial benefits and the probability
of adverse events for the patient, but also with the possibilities of scientific misconduct like
plagiarism, data fabrication or data falsification. Any failure in integrity may result in damages
for science and the society, for example the loss of scientific credibility. To prevent this
happen, ethical principles should be considered already during protocol development (e.g.
study design, informed consent, inclusion criteria), but also during the conduct of a trial (e.g.
DSMB) und during the interpretation of data (e.g. presentation of findings).
The principles of beneficence and non-maleficence historically derive from the relationship
between doctor and patient, which for long times was based on some kind of paternalism.
Recently, this relationship has changed moving more and more towards greater respect for
patients’ autonomy and allowing patients to play an active role in making decisions about
their own treatments. Nonetheless, the example of non-maleficence principle in clinical trials
using placebos shows that ethical fault zones still exist and the ethical concerns can
generate intense debates136. To meet the ethical principle of beneficence, the risks involved
in clinical research with humans must be reasonable in relation to the potential benefits. The
potential benefits may include the participation in the increase in human knowledge and in
improving the lives of future patients because of the research. The principle of justice
requires that a population, especially a vulnerable one, should only be the focus of a clinical
trial when a potential benefit of the research will accrue to that group after the trial. In this
context, good research governance can assure a fair balance between the interests of all
stakeholders, because it can make the basic principles transparent on which clinical trials are
based and it should encompass principles on how the general results of research will be
disseminated137.
An important ethical concept that may play a role during the recruitment process is the
minimizing the so-called therapeutic misconception138. This concept refers to the belief that
the purpose of a clinical trial is to benefit the individual patient rather than to gather data for
the purpose of contributing to scientific knowledge in general. Though participants in a
135
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clinical trial will probably receive good clinical care during the trial, the existence of believe
that the purpose of a clinical trial is to administer treatment rather than to conduct research is
a misconception139. Therefore, investigators should make clear to study participants, already
in the initial consent process but also throughout the trial, which activities are a part of
research and which are part of care.
Discussions of the ethics of research with human beings usually focus on issues regarding
research design and how rights and welfare of participants are protected. Clinical trials
regulations only tangentially address what happens after a clinical trial has ended. There
may be requirements to inform research participants in advance about any compensation
that will be provided if trial participants are injured during the course of the research. Other
questions address the need for continuation of a treatment after the trial has ended.

4.5.3 The four Traditional Pillars of Medical Ethics and their relation to
clinical trial conduct
The described main ethical principles (the 4 pillars of medical ethics140) were put into relation
to ethical concepts relevant for the conduct of clinical trials141 and arranged to highlight
relationships between ethical concepts and p-medicine tools that will be used in GCP trials. A
literature search identified 17 terms that refer to ethical problem areas in clinical trials and
were discussed in the previous sections:
•

Data and safety monitoring

•

Data provenance

•

Surrogate outcomes

•

Data security and access control

•

Ownership of biosamples

•

Data management (confidentiality)

•

Inability to give informed consent

•

Informed consent

•

Equipoise

•

Treatment after end of trial

•

Research benefit

•

Premature termination

•

Critically ill participants

•

Recruitment and sample size

139
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To address non-maleficence, one should ask what measures can be taken to minimise the
risk of harm in the study; how can p-medicine tools take part in minimising this risk? What
measures can be taken to prevent the use of p-medicine tools in a harmful way. Risks can be
considered in physical, psychological and social areas. Already during the development of
the tools, but especially during the system validation phase, the possible risk for the study
participant should be evaluated. Connected with this question is that p-medicine tools should
help to increase the benefit for individuals participating in a trial, their families, their
community and for research in general. The attitude for clinical trial stakeholders should be,
that ethics is essential to research and to clinical trials and therefore system developers
should know of the ethical dimension of the tools they are developing. Investigators should
be knowledgeable about GCP and its implications on research and should be willing to ask
for help or training if necessary.
Because the Patient Empowerment tool will ease the way patients can write their IC, allowing
for a fine-grained expression of interests. This approach may enhance the capacity to
understand the informed consent and help to appreciate any consequences of trial
participation and thereby support patient’s autonomy142. To do so, the Patient Empowerment
tool should consider the three components of informed consent143:
•

sufficient information about a clinical trial should be provided (e.g. covering research
procedure, and purposes, potential risks, and benefits, the opportunity to ask
questions, and the ability to withdraw from the trial)

•

the potential trial participant needs to be able to not only understand what is being
consented to, but also to appreciate the consequences of participating in a trial

•

the ability to choose freely to participate or not to participate

Here the Patient Empowerment tool can provide sufficient online information for the patient,
aided by a user-friendly GUI, to help him to understand the study and appreciate the
consequences of participating in a trial. Nonetheless, influence of the “therapeutic
misconception” should be avoided. In general, the Patient Empowerment tool should support
patient’s autonomy.
The researcher should conduct research with honesty and integrity. Software systems used
in clinical trials should make it impossible to fabricate and/or falsify data. For this purpose
audit trails and data provenance monitoring exists and should be incorporated in p-medicine
tools.
The ethical principles of privacy and confidentiality are dealt with in the data protection and
data security framework of p-medicine144. All p-medicine tools will be embedded in this
framework. For this framework, the protection of clinical trial subjects focuses on the patient’s
informed consent. Patients incapable of giving legal consent to clinical trials shall however
142
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not be excluded from clinical trials, but such patients should be given special protection.
Children should participate in clinical trials to improve the treatment available to them. The
ethical requirements for p-medicine have a special emphasis on informed consent and
patient empowerment in the context of patient’s rights of autonomy and self-determination
are to be guaranteed and highly protected. The “legal mechanism” through which the right of
autonomy is enforced is the informed consent. This ethical approach provides specific
requirements or preconditions in order to classify an informed consent as valid: the consent
must be informed, given voluntarily and the person consenting must be capable to make
decisions. Besides such ethical requirements with respect to the informed consent of
participating patients, in p-medicine the feedback to the patient in case of individually
important findings in the course of the project is a crucial ethical requirement and challenge.
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4.5.4 Ethical issues for clinical trials with vulnerable populations and
children
4.5.4.1

Vulnerable Populations

It is usually not clear who the vulnerable populations are in medical parlance, however, the
common ethical guidelines for clinical research give an insight on how to determine this
group. The ICH-Guideline for Good Clinical Practice describes vulnerable subjects as:
“Individuals whose willingness to volunteer in a clinical trial may be unduly influenced by the
expectation, whether justified or not, of benefits associated with participation, or of a retaliatory
response from senior members of a hierarchy in case of refusal to participate. Examples are members
of a group with a hierarchical structure, such as medical, pharmacy, dental and nursing students,
subordinate hospital and laboratory personnel, employees of the pharmaceutical industry, members of
the armed forces, and persons kept in detention. Other vulnerable subjects include patients with
incurable diseases, persons in nursing homes, unemployed or impoverished persons, patients in
emergency situations, ethnic minority groups, homeless persons, nomads, refugees, minors, and
those incapable of giving consent.”

This description has been reflected in many quarters, and in some cases particular interest is
placed on specific groups. The Council for International Organizations of Medical Sciences
for instance defines vulnerable persons as those who are relatively (or absolutely) incapable
of protecting their own interests. While the general conception of vulnerability is seen as a
matter of power balance and the threat of harm, vulnerable people usually show a higher
145
likelihood and severity of harm to the same dangers of clinical trials.
Thus in ethical
respects, the stronger party has to protect the weaker one. This is also a consequence of
146
securing the principles of autonomy, non-maleficence and justice.
The concept of vulnerability stands for the necessity of additional safeguards to the
mechanisms of protection already in place for clinical trials. Hence persons should be
regarded as vulnerable whose particular susceptibility to harm and exploitation, as well as
inability to protect their own interests result from factors over and above the aims of the
research. Factors to consider in determining vulnerability of a trial subject include:
•

lack of competence to protect own interests by choosing to give or withhold consent

•

the voluntariness of the subject’s consent is compromised which similarly prevents
the subject from choosing to give or withhold consent in a way that would protect his
or her interests

•

a physical or psychological condition which leaves the subject especially liable to
harm (e.g. as a result of frailty through age, disability or illness).147

A pertinent question that usually arises in this regard is whether vulnerable persons should
be excluded from research trials to ensure their protection. Such absolute policies of
exclusion would deprive the medical community of important knowledge about those
145
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vulnerable populations. Thus relevant guidelines and regulations permit research studies
involving vulnerable persons, but demand that it is methodologically necessary and that the
research is of benefit for the subjects themselves or their peers, and no more than minimal
risk is imposed on them.148 Informed consent by their legal representatives is required in this
case.149
a) Children
Children are considered as vulnerable persons due to their lack of competence in giving
informed consent. It has to be noted that children generally depend upon their families and
are influenced easily by authorities, thus making them vulnerable to the three factors stated
above.150 There is definitely a need for research studies on children because their physiology
is different from those of adults and even different at different stages of childhood. Drugs
work differently in them and have to be adapted to their physiology.151 It is generally
accepted to conduct trials on children under certain restricted circumstances.152 For this
purpose, EMA has released several guidelines that regulate research on children and
determine what preconditions have to be observed to keep the ethical borderlines.153 Crucial
is the consent of the parents or other legal representatives before any such trial is carried
out. It is also to be observed that a study can only be conducted if there is a reasonably
likelihood for direct benefit for the child or the group of patients they belong to. Additionally,
the study must be methodologically required and the risks and discomforts for the paediatric
subjects have to be minimized. The risk threshold and the degree of distress have to be
defined and constantly monitored. In order to raise the protection standard for trials involving
children Regulation (EC) 1901/2006 imposes the requirement of a Paediatric Investigation
Plan154 and the approval of a new established scientific committee of the European Medicine
Agency - the Paediatric Committee before conducting such trials.
In addition to the informed consent by the legal representative, the instrument of assent by
the child has to be considered.155 Assent must not be confused with consent. While consent
is the necessary approval given by the trial participant or his/her legal representative, assent
instruments enable children to expose their minds and feelings regarding to the trial.156 Thus
the child has to be given the relevant information concerning the trial according to his/her
capacity of understanding. In case the child is capable of forming an opinion, any refusal to
participate in the trial should be considered.157 It has been even recommended that assent
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should be obtained by the investigator and any refusal to participate in the trial should be
observed.158 Like consent, assent also has to be maintained during the whole trial.
The determination of the age of assent is controversial due to the fact that each child has its
own speed of development and ability to understand the nature of a research study. At the
moment there is no reliable instrument to do such an assessment. Thus one approach could
be to determine the capacity of assent individually for each child. Therefore, investigators
usually apply more general thresholds which are set between ages of 10 and 14. At this age
range most children are able to understand the elements of informed consent.159 However,
the evaluation of the capacity of assent should not solely be based on chronological age.
Information from the parents or the legal representative who know the child can help in many
cases.160 Children enrolled in a study should be observed carefully for signs of distress and
should be encouraged to complain if they experience any distress.161
c)

Geriatric Population

Older people also come increasingly to the attention as participants of clinical trials. Similar
to children, very old patients react to medicine differently to younger adults. Thus, there is a
need for involving this part of society in trials to improve their medical care.162 However,
issues concerning elderly people are poorly addressed in international ethical rules and
guidelines.163 These issues range from defining who belongs to the group of the geriatric
population to the definition of possible exclusion criteria.
Although age exclusively does not lead to vulnerability, in some instances, the consequence
of age, such as physical changes in hearing and eyesight, enlarge the risks for the trial
participants to misunderstand the study. Intellectual capacity diminishes with age, and this
could lead to miscomprehension of the purpose of the study and its complexities when
presented to the geriatric population. One other important aspect to consider about older
people is that they also tend to trust more in authorities such as doctors, and are more
hesitant to refuse a request by such authority.164
As a result of the above considerations, the general ethical principles as stated above apply
to this population too. However, in contrast to children, it is not all old people that cannot give
informed consent.165 In cases where informed consent of the subject cannot be obtained,
such is replaced by the informed consent of the legal representative. When the subject is
capable of forming an opinion and refuses participation in the trial, this has to be considered
158
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by the investigator.166 In order to enhance the protection of older people in clinical trials,
experts are usually appointed in the reviewing ethics committee.
d) Mentally Impaired Persons
The vulnerability of patients suffering from mental illness as research subjects has been
recognized in a long line of cases. This is basically as a result of their impaired decisionmaking capacity, which means that their ability to give informed consent may be partially or
completely compromised. Such persons are particularly vulnerable to therapeutic illusion in
studies that have no benefit to them, but will help science or help others in the future.167 Key
ethical issues arise here as a result of the tension between the two conflicting obligations of
the duty to protect vulnerable subjects incapable of informed consent and the duty not to
deny them potential trial benefits.168 Thus, the balance of risks and benefits must be taken
into account when making decisions regarding research involving mentally ill participants.
Many approaches have been suggested to aid researchers in resolving this ethical tension.
The Declaration of Helsinki (2008), for instance states that freely given informed consent
should be obtained from those participating in any medical research but that where the
subjects are physically or mentally incapable of giving consent, informed consent from the
legally authorized representative must be sought. If no such representative is available and if
the research cannot be delayed, the study may proceed without informed consent provided
that the specific reasons for involving such subjects have been stated in the research
protocol and the study has been approved by a research ethics committee. Consent to
remain in the research should be obtained as soon as possible from the subject or a legally
authorized representative.169
Apart from seeking informed consent from a legal
representative, a mentally incapacitated person may not undergo medical research unless it
is expected to produce a direct and significant benefit to his health. The benefit of persons in
the same category, as well as where the same scientific results cannot be obtained by
research on normal persons are secondary considerations.170
In practical terms, an issue that comes up in most cases relates to who and how to decide
whether an individual has the capacity to consent to a particular trial. It should be noted
generally that where any person with mental impairment or disorder is able to consent to his
or her inclusion in clinical research, his or her consent must be sought and opinion
respected. While this may pose some practical problems where the mental disorder is
characterized by fluctuating periods of lucidity, it is important to understand individual
circumstances when seeking such consent.171 When, for instance, that individual is a patient
in the care of a physician in a psychiatric centre, the physician should be approached for an
informed and independent judgment in determining the patient’s capacity. In other cases, the
view of a relative or friend should be sought. However, when there is any doubt, an
independent and expert opinion should be sought and documented. Helmchen (2008)
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indicates that the valid assessment of competence to consent is ethically relevant because
an incorrect estimation leads to an invalid consent and leaves the responsibility for decisions
with an incompetent patient or else discriminates against a competent patient.172

4.5.5 Ethical issues concerning informed consent in p-medicine
For p-medicine, the main ethical issues are related to the notion of “informed consent” and
the possibility to access personal information (“right to know”), the “duty to inform” the patient
of research results and the “quality of feedback” given by the researchers.173 Additionally, the
biobank requires ethical approval to collect samples and associated clinical data for those
who have given informed consent. In p-medicine, a Patient Empowerment Tool will import
patient data, biobank data, clinical trials data, and informed consent data. The tool will be
used for informed consent management. In this respect, a question that may be considered
is whether the Patient Empowerment Tool can sufficiently satisfy the required ethical
demands and requirements mentioned above. Furthermore, the usability of the informed
consent module should make it possible for vulnerable persons and their representative to
use the Patient Empowerment Tool. These ethical issues should be part of the user
requirements for system validation.

4.5.6 Ethical issues for cancer clinical trials (life threatening diseases)
The support of cancer trials plays a central role in p-medicine. Therefore, considering the
ethical issues that might arise due to this life-threatening disease may be relevant for pmedicine. Cancer clinical trials are usually conducted in two phases. In phase I, patients are
treated with increasing doses of investigational agents to learn about the toxicities, maximum
tolerated doses and the specific pharmacokinetics of the agent.174 In phase II, the efficacy175
of the agent is examined. In phase I trials healthy subjects are usually surveyed, but in phase
I oncology trials, patients suffering from cancer take part in the study (usually those who do
not respond to already accredited measures of treatment and because of this situations
these patients are often regarded as terminally ill). There are two major ethical issues about
phase I studies in cancer trials: the risk/benefit-ratio and the informed consent of participants.
1. Risk/benefit-ratio
Phase I studies often offer only little therapeutic benefit, but might in some cases cause lifethreatening risks. In addition, clinical trials take time, a precious treasure for cancer patients,
who often are terminally ill and therefore have only limited time for their therapy available.
However, there are factors that might outweigh those risks and disadvantages for the
participating subjects. There might be cases, where a chemo-therapy in a phase I study
shows better effects than the supportive care in some patients. Longer survival, fewer
symptoms and higher quality of life of some participating cancer patients have been noted in
some instances. It has also been witnessed that phase I studies improve the psychological
172
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condition of the patients in certain circumstances.176 Routine and regular treatment by health
staff reduces distress and a lot of participants receive new hope for an improvement of their
situation. While some of the trial subjects would like to obtain more control over their
situation, others appreciate the thought of helping future cancer patients by participating in
such trials. There is no standard approach to determine whether there is a favourable riskbenefit ratio for each patient. From the ethical point of view, a low rate of direct benefit for the
subject does not lead automatically to unethical trials, especially in relation to the patient for
whom all standard treatments have failed. In such cases, even a little chance of therapeutic
success may be reasonable. A lot of the research subjects act for altruistic reasons and
regard the contribution to the knowledge about cancer as a benefit for society.177
2. Consequences for Informed Consent
As mentioned above, informed consent requires informing the patient of the study about the
proceedings, the risks and possible benefits. In cases where therapeutic effect is very low
and the actual intent of the study is not to cure the participants, this fact must be pointed out
to the patient, and false hope should not be raised leading to therapeutic misconception.178
The fact that most of the patients join the study primarily in the hope of improving their state
of health does not necessarily mean there is a deficiency in their understanding about the
purposes of the trial. In most cases, cancer patients even in very poor health would rather
want to struggle against the disease than giving in.179 While some observers believe that
cancer patients who have rare hope for healing are not able to choose freely since they are
desperate of their fate,180 others do not regard people with life-threatening cancer as a
vulnerable population, believing that the concerned patients are still able to make
autonomous and rational choices. They opine that just being in a situation with limited
choices does not make someone vulnerable in an ethical respect. 181
Especially for cancer trials the IC process is important. The issues that most often are
causing concerns for the EC when reviewing applications to conduct cancer trials are:
insufficiencies in informed consent.
•
•
•
•

information for the patients may not be in a language that can be easily understood
Clinical trials are presented too enthusiastically
misleading information is provided to the patient
cancer drug side-effects are described as too mild (possible serious adverse events
are omitted)182

4.5.7 Ethical issues arising with personalized medicine clinical trials
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Matching patients to treatments by screening their genetic makeup is the goal of
personalized medicine. In general, efficacy rates of prescribed medicine hovers around 50 to
60 % and is even lower with cancer, where just only 20 % of therapies are effective. This low
rate not only affects the quality of life of patients, but also may have an effect on the
escalating health care costs.183 Thus, pharmacogenetic studies will enable physicians to
adapt treatments to each person’s genetic makeup.184 Since the human genome entails
highly sensitive data, there are certain ethical issues to be considered when dealing with
personalized medicine.
1. Privacy and Autonomy
A very pertinent issue that usually crops up with personalizing medicine is the loss of privacy
associated with tailoring medication to a particular individual. This means that once a
particular treatment is mentioned, the risk arises that someone who has access to certain
genomic data may have the possibility to match the recipient. Patient organisations are
concerned that patient personal data will be used against them in a harmful way in cases
where their genetic makeup is considered susceptible to some rare diseases. For instance,
they fear refusal of access to health insurance or having to accept detrimental conditions or
even loose insurance because of a negative outcome of their genome investigation. Similar
anxieties exist when it comes to chances on the job market or life policy.185 In order to protect
privacy and self-determination in the collection and processing of genetic data, informed
consent must be obtained from the trial subject, and data must only be processed if covered
by informed consent.186 It has to be secured that the genetic-phenotypic information is
treated strictly confidential and inaccessible to unauthorized personnel.187
In tissue-based or biobank research, it is also an ethical issue to decide whether the
informed consent is sufficient to cover future research use of tissues and biobank data that
may be now still unknown and therefore not covered in the IC.188 Furthermore, the possibility
to use personal data and genetic data of a trial subjects for diagnosing and profiling family
members who share certain genetic information is still a concern in personalized medicine.189
Within families, question usually arises as to whose right to confidentiality ought to dominate.
For instance, it is unclear how competing rights of self autonomy of identical twin should be
treated in certain cases involving their genetic information.190
2. Pharmaceutical Industry
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It has to be considered that costly investments in diagnostics and therapeutics have to be
made in order to achieve the goal of personalized medicine. In this context, it is being
discussed whether the pharmaceutical industry, being mainly interested in enhancing their
profits, will be reluctant to adapt to personalized medicine processes because of the
reduction of market size and profits associated with their blockbuster one-size-fits-alldrugs.191 There is also a risk that pharmaceutical industries will use the genetic data mostly
for their benefit and develop improved medicines for those groups with genotypes that hold
the potential for profit. This means that strong incentives by governments or private
institutions will be necessary to encourage the pharmaceutical industry to develop drugs for
less hegemonic genotypes.192 This problem will mostly impact developing countries where
the key health priority is still delivering existing cheap and effective treatments for major
diseases, rather than discovering expensive personalized drugs.193
3. Scientific racism and genetic determinism
Research on genetic variation brings up the issue of how to classify individuals according to
race or ethnicity.194 There is fear that such studies could support views that biological
differences underlie the social definitions of race, and may lead to discrimination. Scientist
must consider this issue while they design and conduct trials.195 There is a need for
determining appropriate classifications and communication of racial or ethnical differences so
as to avoid injustices of the past.196

4.5.8 Ethical issues concerned with transparency in clinical trials
To ensure transparency in clinical trials is important for personalised medicine trials.
Transparency in clinical trials exists along a continuum: from documentation that a trial exists
to full disclosure of the results at the end of the trial.197 Transparency is crucial for fulfilling
ethical requirements of clinical trials as it is essential for the protection of the trial subjects,
and serves as an avenue for enabling society to benefit from the results of a trial. The
following processes affect the acceptance of clinical trials by the public:
1. The review procedure
The scientific and ethical review is a tool to increase transparency. Envisaged studies have
to be accepted and monitored by independent institutions. Therefore, investigators have to
submit a research protocol containing all the relevant information about the trial before
commencing with the trial and they must continue to provide information about the ongoing
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trial. There must not be a change to the protocol (protocol amendment) without approval by
reviewing institutions.198
2. Informed consent
Another important aspect of transparency is the requirement for informed consent. Patients
must be able to judge whether participation in the research is in their interest. In case of
research combined with medical care, the patient must be informed explicitly which of the
interventions is part of the study.199
3. Documentation / Study report
Making the results available to the public is also a matter of transparency. There is a huge
gap between the number of trials conducted and the results which are publically available.
Many factors may be responsible for this, especially the fact that researchers are less excited
to publish negative or unclear results. Where the results touch financial interests of the
pharmaceutical industry there is also a strong tendency to leaving the results closed to the
public.200

There is however an ethical obligation to enable all interested persons to see the results of a
study because of the use of human volunteers and the dependence of society on the results
to inform medical decisions.201 For public interests, two tools have been developed for
promoting transparency of clinical trials: first, the registration of the trial in a trial registry at
the beginning of a trial and second, the provision of information about the outcomes of a
study after the trial is finished.202 The first tool is already established in Europe based on Art.
11 of Directive 2001/20/EC and Art. 41(f) of Regulation (EC) No. 1901/2006. In general, the
clinical trial has to be registered by the sponsor of the trial. National regulatory authorities
transfer the legally required data to EudraCT,203 the EU clinical trials database. Access to the
data is only available for national regulatory authorities. Since this has been widely criticized,
the European Medicines Agency established the EU Clinical Trials Register204 which enables
users to search for information which has been included in the EudraCT database.
Generally, the following information is available in the trial register:
•
•
•
•
•

the design of the trial
the sponsor
the investigational medicine (trade name or active substance identification)
the therapeutic areas
the status (authorized, ongoing, complete).205
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Publishing the results is still not obligatory on a European level.206 However, it is desirable
that participants should be able to share the benefits of the study and therefore are entitled to
be informed about the outcome of the study where practicable.207
To enable more transparency in clinical trials, ECRIN is planning to develop a clinical trial
data repository that will store not only summaries of results, but all clinical trials data in an
anonymous way and will enable research to perform meta-analysis on these data.

4.5.9 Ethical issues regarding the necessity for Institutional Review
Boards (IRBs) / Ethics Committees (ECs)
Required by GCP, Institutional Review Boards and Ethics Committees are the main tools to
ensure ethical sound conduct of clinical trials. To ensure the safety and protection of trial
subjects, a study has to be approved by an independent organ that will review the protocol
for the trial and give a judgment about the design and planned conduct of the trial.208
Different names are used for ethics committees reviewing human clinical trial protocols, such
as ethics committee (EC), research ethics committee (REC) or institutional review board
(IRB).This independent control promotes a higher acceptance by the public regarding the
trial. It also ensures that the risk-benefit ratio is favourable for the patient, and that any
exploitation of subjects regarded as vulnerable is avoided.209 The committee judging the
protocol also must have the right to monitor ongoing studies to prevent violations of ethical
rules by the investigators. For that reason the investigator has to provide monitoring
information to the committee, especially in the case of a serious adverse event. In addition,
changes to the protocol may not be made without approval by the committee.210
There are conflicting views over whether a central or decentralized review approach is better
for a multicentre study. One issue that usually comes up is that a decentralized review of all
participating centres increases costs and time, and thus aggravates the application
procedure.211 In such scenarios, different ethical views may arise which have to be observed.
Hence, it might be appropriate for the cooperating research centres to agree on a single
review committee. Its members could include a representative of the ethical review
committee at each of the centres and other individuals. Such a committee could be
supported by local ethical committees that verify the practicability of the study in their
community.212
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Ibid.
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Kalantri, IJ 2003, ‘Ethics in clinical research’, Indian Journal of Anasthesia, p. 31. See also Emanuel, E,
Wendler, D & Grady C., op. cit., p. 2706.
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Principle 1.27 of the ICH Guideline for Good Clinical Practice 1996.
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Principle 15 of the Declaration of Helsinki 2008. Compare also principle 3.1 of the ICH Guideline For Good
Clinical Practice 1996.
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Multidisciplinary Workshop on Research Ethics Committees and Ethical Review in Europe, 19.01.2010,
Barcelona, Spain, On behalf of the “Road Map Initiative for Clinical Research in Europe”, Final Report, viewed
13
July
2012,
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212
CIOMS International Ethical Guidelines For Biomedical Research Involving Human Subjects 2002, p. 28.
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EC Directive 2001/20/EC requires that all Member States have to establish ethical
committees.213 However, due to its nature as a directive, there is flexibility in its
implementation into national law. The current state is that there is a considerable variety of
ethics committee systems in the Member States214. Some countries such as Cyprus, Greece
and the United Kingdom do have a central ethics committee institution for application
procedures. Other countries like Germany or France have several ethics committees.215
Germany is currently stocked with 53 ethical committees.216 Furthermore, application
procedures and requirements differ within the Member States.217 Thus, it is important to have
clear, updated and well-defined information about the ethics committee requirements of the
concerned Member States when planning a European clinical trial.218 A consequence of this
difficulty in access to the application procedures might be that sponsors cancel their
ambitions to conduct studies in certain countries.219
In order to facilitate the application process for multi-center trials carried out in one Member
State. 7 of the EC Directive 2001/20/EC provides for the establishment of a single opinion
procedure which means only one ethics committee is doing the review procedure. But this is
yet not achieved in all Member States.220 There is a need of further harmonization of the
review procedure in order to better protect participants and improve the scientific
competiveness of clinical trials conducted in Europe.221
It is important that the composition of an ethics committee should be multidisciplinary,
involving physicians, scientists and other professionals such as nurses, lawyers and
ethicians. Additionally, lay persons qualified to represent the cultural and moral values of the
community and to protect the human rights of the research subjects should be included. A
committee verifying a research proposal for externally sponsored research should include
members who are thoroughly familiar with the customs and traditions of the population or
community concerned. In cases where the review committee is concerned with trials
regarding specific diseases or impairments (e.g. HIV/AIDS), it is also desirable to invite
representatives of patients or bodies representing such persons.222 A very important aspect
in the composition of an ethical committee is the independence of its members. Members
with an interest in a proposal should not take part in its assessment if that interest is capable
of influencing the member’s objective judgment. In the case of an affirmative declaration of
interest by a member, such a person should withdraw, but may still be given the opportunity

213

Art. 6, 7 and 8 of the EC Directive 2001/20/EC.
R Hernandez, M Cooney, C Duale, et.al.: Harmonisation of ethics committees’ practice in 10 European
countries. J Med Ethics 2009;35:696–700.
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Clinical Trials in the EU, viewed 13 July 2012, < http://www.efgcp.be/Downloads/Library/MasterThesis_RR_Final.pdf>, p. 14.
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European Network of Research Ethics Committees (EUREC), National Information Germany, viewed 13
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Multidisciplinary Workshop on Research Ethics Committees and Ethical Review in Europe, op. cit.
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Ibid, p. 42. See also Multidisciplinary Workshop on Research Ethics Committees and Ethical Review in
Europe, op. cit.
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Multidisciplinary Workshop on Research Ethics Committees and Ethical Review in Europe, op. cit.
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to give its comments to the trial.223 Generally the committees do not have the power to
impose sanctions, but they may withdraw their ethical approval of the research if necessary.

4.5.10
Ethical issues regarding the necessity for Data Safety
Monitoring Boards (DSMBs)
Data and Safety Monitoring Boards (DSMB) also known as Data Monitoring Committees
(DMC) are independent data-monitoring committees that may be established by the sponsor
to assess at intervals, the progress of a clinical trial, the state of safety data, and the critical
efficacy endpoints. Such a board will also recommend to the sponsor whether to continue,
modify, or stop a trial.224 It is set up specifically to monitor data generated during clinical
trials, and provides an important oversight function in preserving the integrity of the research
and protection of the rights and welfare of the trial participants. In practice, not all clinical
trials require this board, but it is essential in cases where the trials involve interventions
and/or a high risk is associated with an intervention, such as in trials that might produce
many adverse effects.225 Other factors that may influence the setting up of a DSMB are the
duration of the trial and the type of study population, especially in cases where vulnerable
groups are involved.226 Usually, the DSMB has to be in place before the recruitment of trial
participants begins in order to enable the board to respond to any safety signals as early as
possible.
DSMBs are comprised of experts in the relevant fields of medicine, science, and statistics as
well as lay representatives, who can offer an unbiased assessment of study conduct and
progress. They advise mainly on the continuing safety of study subjects and those yet to be
recruited, as well as the continuing validity and scientific merit of the study.227A number of
ethical issues involving the composition, independence and liability of the DSMB members
usually crop up in discussions where such boards are involved in clinical trials.228 While it is
very important to appoint persons who are knowledgeable and experienced in the subject
matter of the trial into the DSMB, it seems unethical to appoint persons who have some
connections with the trial sponsor or the investigators, such as employees, into the board.
This is to avoid any conflict of interest. Though there are instances where the conflict of
interest may appear to be subtle, the better approach is to avoid persons who are too close
to the sponsors or investigators either in previous dealings or who may have prospective
interest in the outcome of the research financially or otherwise.
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p. 4.
227
Pfizer 2011, Protecting the Rights and Safety of Clinical Study Participants, viewed 13 July 2012,
<http://www.pfizer.com/files/health/medicine_safety/2-1_Protecting_the_Rights_and_Safety.pdf>.
228
Ellenberg, SS, op. cit., pp. 1-4.
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The independence of the board is often questioned when members appear to be influenced
in their decision by their appointee. Where there is any pressure on the board regarding its
recommendations, there may be some likelihood its independence is undermined.229 One
other area of concern in the function of DSMB is the developing of appropriate criteria for
early termination of the trial, either for missing positive results or futility. On the one hand,
while it may be good to terminate the trial earlier for benefit, there may be a danger that the
limited amount of data relied upon showed an unrealistic effect, and would have had a
contrary outcome had the trial been continued to the expected end period.230 On the other
hand, in some instances, it is not uncommon for trials to stop as soon as interim findings
became nominally statistically significant showing an unfavourable result. This may increase
the likelihood of false positive report and limiting the credibility of the result.
There is always a problem when deciding to terminate trials earlier than planned based on
interim statistical analysis: stopping too soon on only little evidence of harm may risk
abandoning a treatment that might have proved beneficial had longer-term data been
obtained. On the other hand, permitting a trial to continue in the face of growing evidence of
harm may expose further patient to a harmful treatment.231 There is always a subjective
element in these instances, which may be difficult to ascertain in many cases. This raises the
further ethical question whether the DSMB members should be liable to the trial participants
when they suffer harm that could have been prevented by an interim analysis of the board.232
Though it remains debatable whether in fact any such legal duties exit, it is still believed that
the ultimate responsibility remains with the trial sponsors and investigators.
To tackle the above issues, guidelines have been developed for the establishment of DMSBs
and their operation. The WHO has published one of such guidelines, aimed at providing
international guidance to health research sponsors for the establishment and functioning of
DMSBs.233 These guidelines specify trials where a DMSB will be required and goes further to
include a detailed description of operations of a DMSB. The EMA has issued a guideline on
DMC which came into effect in 2006234. The EMA guideline states: “When monitoring a
clinical trial a DMC might have to review accumulating data from an on-going clinical trial in
an unblinded fashion. Based on these reviews, a DMC has the capacity to make
recommendations that might impact the future conduct of the trial”. It continues further that
“During the planning phase of a clinical trial, the sponsor - preferably in collaboration with the
steering committee (if such a committee exists) - should assess the need for a DMC”. But not
all clinical trials need a DMC. For the p-medicine project, no own DMSB is planned because
there seems to be no necessity for setting up such a special board. The research domain of
the project will mainly be working with data rather than conduct an invasive intervention with
trial subjects. In case of clinical trials that may result in a high frequency of adverse events or
in adverse events that are more intense (like for example clinical trials with chemotherapeutic
treatments) the establishment of a DMSB may become necessary.
229

See Drazen, JM and Wood, AJ 2010, ‘Don’t Mess with the DSMB’, N Engl J Med 363; 5, viewed 13 July
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230
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While the Clinical Trial Directive provides that it is also necessary to make provisions for the
monitoring of adverse reactions occurring in clinical trials, the following ICH Notes made
reference to DMC:
•

ICH Note for Guidance E3 (Structure and Content of Clinical Study Reports)

•

ICH Note for Guidance E6 (Good Clinical Practice)

•

ICH Note for Guidance E9 (Statistical Principles for Clinical Trials)

4.5.10.1 Guidelines from regulatory authorities and other institutions focused on ethical
issues

As discussed earlier, there exist a large number of guidelines that deal with ethical issues in
clinical trials as issued by authorities or research institutions (e.g. NIH):
FDA and OHRP Guidance – Exculpatory Language in Informed Consent
FDA Filing, 21 CFR 50.25 – Informed Consent Elements Final Rule
FDA Filing, Patient Safety and Quality Improvement
FDA Guidance: Adverse Event Reporting to IRBs
FDA Guidance: Available Therapy
FDA Guidance: Data Retention When Subjects Withdraw from Trials
FDA Guidance: Evaluation of Drugs in Infants and Children
FDA Guidance: Exemptions of Drugs for Treatment of Cancer
FDA Guidance: Financial Disclosure by Clinical Investigators (Draft)
FDA Guidance: Geriatric Studies
FDA Guidance: Patient-Reported Outcome Measures
FDA Guidance: Paediatric Equity Act
FDA Guidance: Paediatric Pharmacokinetic Studies
FDA Guidance: Referrals to FDA. Safeguards for Children
FDA Guidance: Risk Evaluation and Mitigation Strategies
FDA Guidance: Risk Minimization Action Plan
FDA Guidance: Safety Reporting for INDs and BA/BE Studies
FDA Guidance: Serious Diseases
FDA Information Sheet, Emergency Use
FDA Information Sheet, Exception from Informed Consent
FDA Information Sheet, Informed Consent
FDA Proposed Rule, Reporting Information Regarding Falsification of Data
FDA Revised Rule, Foreign Clinical Studies Not Conducted Under an IND Application
FDA Rule: Disqualification of a Clinical Investigator
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EC Regulation – Deferral of Paediatric Investigation Plan
EC Regulation - Paediatric Studies
EC Regulation 540/95 – Reporting Non-Serious Adverse Reactions
EMEA Guideline - Clinical Trials in Small Populations
EMEA Guideline Data Monitoring Committees
EMEA Guideline Mitigating Risks in First-In-Human Trials
EU Health related Quality of Life (HRQL) Measures
EU Ethical Considerations with the Paediatric Population
EU Ethics Reviews
EU Guidance for Informed Consent
EU Guidance CT3 (R2). Adverse Reaction Reports
EU Guidance CT4 (R1). Detailed guidance on the European database of Suspected
Unexpected Serious Adverse Reactions (SUSAR)235
EU Guideline F/2 D 2002 – Inspection Procedures (Draft)
EU Drug development for older people: EMEA/CHMP/EWP/5872/03 Corr
EU Reflection paper on ethical and GCP aspects of clinical trials conducted outside of the
EU/EEA
EU European network of paediatric research
EU Reflection paper pharmacogenomic biomarkers for clinical development and patient
selection
NIH Guide: Questionable Capacity to Consent
NIH Guide: Research with Persons at Suicidality Risk
NIH Guide on Reporting Adverse Events
NIH Guide: Children in Research
NIH Guide: Women and Minorities
NIH Notice: Approvals for Human Stem Cell Research
NIMH Guidance - Clinical Care in a Research Setting
NIMH Guidance - Recruitment and Retention
The US department of Health and Human services has a large section of policies and
guidelines236:
OHRP Guidance: Adverse Event Reporting
235

EMA: Detailed guidance on the European database of Suspected Unexpected Serious Adverse Reactions
(Eudravigilance – Clinical Trial Module). April 2003. ENTR/CT4, Revision 1, adopted at EU level in April
2004, Volume 10 of The Rules Governing Medicinal Products in the EU
236
http://www.hhs.gov/ohrp/policy/.
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OHRP Guidance: Certificates of Confidentiality
OHRP Guidance: Coded Private Information
OHRP Guidance: Coded Private Information and Biological Specimens
OHRP Guidance: Compliance Oversight of Institutions
OHRP Guidance: Exculpatory Language in Informed Consent
OHRP Guidance: Financial Relationships and Interests
OHRP Guidance: Informed Consent. Legally Effective
OHRP Guidance: Informed Consent Checklist
OHRP Guidance: Informed Consent in Emergency Research
OHRP Guidance: Informed Consent of Subjects Who Do Not Speak English
OHRP Guidance: IRB Continuing Review of Research
OHRP Guidance: Special Protections for Children
OHRP Guidance: Withdrawal of Subjects
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4.6 National regulations applicable to the p-medicine project
One of the fundamental requirements of a GCP trial is that clinical trials must be compliant with national laws. The p-medicine project includes
multi-centre clinical trials to be run in most European countries and even in Non-European countries. A pilot trial will take place in four EU
states: Austria, Germany, Switzerland and UK and in this regard, we have outlined exemplarily the national legal and ethical regulations for
GCP trials in these states237. These national regulations will become relevant for the clinical trial sites and their use of p-medicine tools that are
located in one of these countries.
Table 1: National legal and ethical regulations applicable to p-medicine

Country

Applicable Laws relating to Clinical Trials

Ethical guidelines relating to Clinical Trials

Austria

The Medicines Act (Arzneimittelgesetz) 1983, Guideline of the Forum of Austrian Ethics Committees referring to
which has been amended on several occasions, Clinical Trials on Medicinal Products: Safety Reports to Austrian
most recently in 2008 implementing the Directive Ethics Committees, 2007, last amended 2012238
2001/20/EC.

The
Medical
Devices
Act Opinion of the Bioethics Commission at the Federal Chancellery –
(Medizinproduktegesetz) 1996, modified in 2008 Biobanks for Medical Research, 2007239
Hospitals Act (Krankenanstaltengesetz und Ruling of the Bioethics Commission at the Federal Chancellery –
Kuranstaltengesetz) 1957, under which ethics Report of the Bioethics Commission regarding Umbilical Cord Blood
committees were first established, modified in Banking, 2008240

237

See also Office for Human Research Protections U.S. Department of Health and Human Services, International Compilation of Human Research Protections, 2011,
http://www.hhs.gov/ohrp/international/intlcompilation/hspcompilation-v20101130.pdf;
EFGCP Reports on the Procedure for the Ethical Review of Protocols for Clinical Research Projects in Europe, http://www.efgcp.be/EFGCPReports.asp?L1=5&L2=1.
238
http://www.meduni-graz.at/ethikkommission/Forum/Download/Files/LL_Si_Me_EN.pdf.
239
http://www.bundeskanzleramt.at/DocView.axd?CobId=25510.
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2008
The Genetic Act (Gentechnikgesetz) 1994, lastly Further Guidelines of public departments241
modified in 2005

The University Act (Universitätsgesetz) 2002,
lastly modified in 2012

Federal Data Protection Act (Bundesgesetz über
den Schutz personenbezogener Daten), 2000,
lastly modified in 2008

Pharmakovigilanz-Verordnung
modified in 2009

2006,

lastly

Law on Safety Of Blood (Blutsicherheitsgesetz),
1999, lastly modified in 2012

Gene Technology Law (Gentechnikgesetz),
1994, lastly modified in 2012

240

http://www.bundeskanzleramt.at/DocView.axd?CobId=31001.
http://www.basg.gv.at/arzneimittel/vor-der-zulassung/klinische-pruefungen/;
http://www.basg.gv.at/medizinprodukte/formulare/klinische-pruefung/.
241
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Law on Quality and Safety of Human Tissue and
Cells (Gewebesicherheitsgesetz), 2009, lastly
modified in 2012

Reproductive
Medicine
(Fortpflanzungsmedizingesetz), 1992,
modified in 2010

Germany

Act
lastly

German Drug Law (Arzneimittelgesetz - AMG), Third Announcement on Clinical Trials of Medicinal Products in
1976, lastly modified in 2011
Humans of the Federal Institute for Drugs and Medical Devices
(Bundesinstitut für Arzneimittel und Medizinprodukte) and the PaulEhrlich-Institute, 2006242

German
Medical
Device
Law Opinion on Biobanks for Research of the German National Ethics
(Medizinproduktegesetz - MPG), 1994, lastly Council (Deutscher Nationaler Ethikrat), 2004243
modified in 2011

Good Clinical Practice - Decree (Verordnung Opinion of the Central Ethics Committee (Zentrale Ethikkommission)
über die Anwendung der Guten Klinischen relating to the use of human material for clinical research, 2003244
Praxis bei der Durchführung von klinischen
242

http://www2.bfarm.de/bekanntmachungen/3bk_kp.pdf.
http://www.ethikrat.org/_english/publications/Opinion_Biobanks-for-research.pdf.
244
http://www.zentrale-ethikkommission.de/downloads/Koerpermat.pdf.
243
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Prüfungen mit Arzneimitteln zur Anwendung am
Menschen - GCP-V), 2004, lastly modified in
2006
Gene Technology Law (Gentechnikgesetz - Guidelines of the German Society of Surgeons (Deutsche
GenTG), 1990, lastly modified in 2010
Gesellschaft für Chirurgie) for the Production of Human Tissues and
Cells

Guidelines For The Use of Drugs (Richtlinie des Several Guidelines of
gemeinsamen Bundesausschusses über die (Bundesärztekammer)245
Verordnung
von
Arzneimitteln
in
der
vertragsärztlichen Versorgung - AM-RL), 2008,
lastly modified 2012

the

German

Medical

Association

Tranplantation Law (Gesetz über die Spende, Several Guidelines and Recommendations of the German Society of
Entnahme und Übertragung von Organen und Human Genetics (Deutsche Gesellschaft für Humangenetik)246
Geweben -TPG), 1997, lastly modified in 2009
Regulations For The Protection Against Ionizing Opinion on the Import of Embryonic Stem Cells of the German
Radiation (Verordnung über den Schutz vor National Ethics Council (Deutscher Nationaler Ethikrat), 2001247
Schäden
durch
ionisierende
Strahlen
(Strahlenschutzverordnung - StrlSchV), 2001,
lastly modified in 2012
Regulations For The Protection Against X-rays Cloning for Reproductive Purposes and Cloning for the Purposes of
(Verordnung über den Schutz vor Schäden Biomedical Research of the German National Ethics Council
durch Röntgenstrahlen - RöV), 1987, lastly (Deutscher Nationaler Ethikrat), 2004248
245

http://www.bundesaerztekammer.de/page.asp?his=0.7.45.
http://www.gfhev.de/de/leitlinien/gfh.htm?Submit2=Liste+anzeigen.
247
http://www.ethikrat.org/_english/publications/stem_cells/Opinion_Import-HESC.pdf.
248
http://www.ethikrat.org/_english/publications/Opinion_Cloning.pdf.
246
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modified in 2011
Code of Deontology of the Medical Associations Opinion on the question: Should the Stem Cell Law be Amended? of
in the German Federal Lands (Berufsordnung the German National Ethics Council (Deutscher Nationaler Ethikrat),
deutscher Ärzte)
2007249
Federal
Data
Protection
(Bundesdatenschutzgesetz - BDSG),
lastly modified in 2009

Act Opinion on Stem Cell Research of the Central Ethics Committee
1990, (Zentrale Ethikkomission) , 2002250

Data Protection Acts of the German Federal Opinion on Research Cloning Aiming at Therapeutic Application of
Lands (Datenschutzgesetze der Länder)
the Central Ethics Committee (Zentrale Ethikkomission), 2006251
Embryo Protection Act (Embryonenschutzgesetz Opinion on Stem Cell Research of the German Research Community
- ESchG), 1990, lastly modified in 2011
(Deutsche Forschungsgemeinschaft), 2002252
Code of Criminal Law (Strafgesetzbuch - StGB),
1871, lastly modified in 2012
Regulations about Clinical Trials relating to
Medical Devices (Verordnung über klinische
Prüfungen von Medizinprodukten und zur
Änderung
medizinproduktrechtlicher
Vorschriften), 2010

Switzerland

Federal Medicines Act (Bundesgesetz über Recomendations by the Swiss Academy of Science (SAMS)
Arzneimittel
und
Medizinprodukte (Schweizerische Akademie der Medizinischen Wissenschaften

249

http://www.ethikrat.org/_english/publications/Opinion_Should_the_Stem_Cell_Law_be_amended.pdf.
http://www.zentrale-ethikkommission.de/downloads/Stammzell.pdf.
251
http://www.zentrale-ethikkommission.de/downloads/TherapKlonen.pdf.
252
http://www.dfg.de/download/pdf/dfg_im_profil/reden_stellungnahmen/archiv_download/eszell_d_99.pdf.
250
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(Heilmittelgesetz - HMG)) 2000, lastly modified (SAMW)):
in 2010
−

Research with Human Subjects – A Manual for
General Practice (Forschung mit Menschen - Ein
Leitfaden für die Praxis), 2009253

−

Biobanks: Obtainment, Preservation and utilisation of
human biological material – Medical-ethical
Guidelines and Recommendations (Biobanken:
Gewinnung, Aufbewahrung und Nutzung von
menschlichem biologischem Material - Medizinischethische Richtlinien und Empfehlungen), 2006

Regulations relating to Clinical Trials with Drugs Guide to the Regulation of Medical Devices of the Swiss Agency for
(Verordnung über klinische Versuche mit Therapeutic Products (Leitfaden zur Medizinprodukte - Regulierung
Heilmitteln - VKlin), 2001, lastly modified in 2012 des Schweizerischen Heilmittelinstituts)
Various Guidelines of the Swiss National Advisory Commission on
Biomedical Ethics254
Federal Transplantation Act (Bundesgesetz über
die Transplantation von Organen, Geweben und
Zellen - Transplantationsgesetz), 2004, lasltly
modified in 2007

253
254

http://www.samw.ch/en/News/News.html.
http://www.bag.admin.ch/nek-cne/04229/04232/index.html?lang=en.
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Regulations relating to Transplantation of Animal
Organs, Tissues and Cells (Verordnung über die
Transplantation
von
tierischen
Organen,
Geweben
und
Zellen
Xenotransplantationsverordnung), 2007

Regulations relating to the Release of
Professional
Secrets
in
Clinical
Trials
(Verordnung über die Offenbarung des
Berufsgeheimnisses
im
Bereich
der
medizinischen Forschung (VOBG), 1993

Federal Data Protection Act (Bundesgesetz über
den Datenschutz - DSG), 1992, lastly modified in
2011

Federal Act on Research involving Embryonic
Stemm Cells (Bundesgesetz über die Forschung
an embryonalen Stammzellen - StFG), 2003,
lastly modified in 2005

Federal Act on Medical Supported Reproduction
(Bundesgesetz über die medizinisch unterstützte
Fortpflanzung (FMedG), 1998, lastly modified in
2003

Code of Deontology of the Swiss Medical
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Association (Standesordnung
lasltly modified in 2011

FMH),

1996,

Regulations on Transplantation of Human
Organs, Tissues and Cells (Verordnung über die
Transplantation von menschlichen Organen,
Geweben
und
Zellen
Transplantationsverordnung),
2007,
lastly
modified in 2012

Code of Criminal Law (Strafgesetzbuch), 1937,
lastly modified in 2012

Swiss Constitution (Bundesverfassung der
Schweizerischen Eidgenossenschaft), 1999,
lastly modified in 2012
Expected to be in force in summer 2013: Federal
Act on Human Research (Bundesgesetz über
die Forschung am Menschen - HFG)255

United Kingdom

Human Fertilisation and Embryology Act 1990256

Governance Arrangements for NHS Research Ethics Committees,
2001257

http://www.bag.admin.ch/themen/medizin/00701/00702/07558/index.html?lang=de.
There are outstanding changes to expect: the prospective changes can be viewed on www.legislation.gov.uk.
257
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4005727
255
256
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Human
Fertilisation
Regulations (2001/188)

and

Embryology Research Governance Framework for Health and Social Care
(2005)258

The Ionising Radiation (Medical Exposure) Various Guidance by the National Research Ethics Service
Regulations 2000
(NRES)259; amongst others Guidance for Research Database
Applications260
Adults with Incapacity (Scotland) Act 2000

Various Ethics and Research Guidance by the Medical Research
Council (MRC)261

The Medical Devices Regulations (2002/618)

Guidelines on the Practice of Ethics Committees in Medical
Research with Human Participants by the Royal College of
Physicians (RCP), 2007262

The Medicines for Human Use (Clinical Trials) Framework for Research Ethics by the Economic and Social
Regulations (SI 2004/1031)
Research Council (ESRC), 2010263

Human Tissue Act 2004264

Various Research Governance Frameworks and Guidance265

258

http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4108962
http://www.nres.nhs.uk/applications/guidance/
260
http://www.nres.nhs.uk/applications/guidance/research-guidance/?1311479_entryid62=66997
261
http://www.mrc.ac.uk/Ourresearch/Ethicsresearchguidance/index.htm
262
http://pressrelease.rcplondon.ac.uk/Archive/2007/Updated-Guidelines-for-Research-Ethics--Committees
263
http://www.esrc.ac.uk/about-esrc/information/research-ethics.aspx
264
There are outstanding changes to expect: the prospective changes can be viewed on www.legislation.gov.uk.
265
http://webarchive.nationalarchives.gov.uk/+/www.dh.gov.uk/en/Aboutus/Researchanddevelopment/AtoZ/Researchgovernance/index.htm
259
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The Medicines (Marketing Authorisations and Medicines for Human Use (Clinical Trials) Regulations 2004 Miscellaneous Amendments) Regulations (SI
Memorandum of Understanding between MHRA, COREC and
2004/3224)
GTAC266
The Medicines (Advisory
Regulations (SI 2005/2754)

Bodies)

(No.

2) Various Medicines Consultation Letters of the MHRA (Medicines and
Healthcare products Regulatory Agency)267

The Medicines (Marketing Authorisations etc) Information by the Medicines and Healthcare products Regulatory
Amendment Regulations 2005 (SI 2005/2759)
Agency268

Mental Capacity Act 2005

NHS Scotland Documents on Protecting Patient Confidentiality269

Research Based on Archived Information and Samples The Medicines for Human Use (Clinical Trials)
Recommendations from the Royal College of Physicians Committee
Amendment Regulations (SI 2006/1928)
on Ethical Issues in Medicine

The Medicines for Human Use (Clinical Trials) Statement by the Department of Health (DH) on the Use of Human
Amendment Regulations (No. 2) (SI 2006/2984) Organs and Tissue270

266

http://www.mhra.gov.uk/home/groups/l-unit1/documents/websiteresources/con2025075.pdf
http://www.mhra.gov.uk/Publications/Consultations/Medicinesconsultations/index.htm
268
http://www.mhra.gov.uk/Howweregulate/Medicines/Licensingofmedicines/Clinicaltrials/Clinicaltrialsformedicinalproducts/index.htm
269
http://www.clinicalgovernance.scot.nhs.uk/gen_pages/confidentiality.asp
270
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4008473
267
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Human Tissue (Scotland) Act 2006271

Code of Practice by the Human Tissue Authority (HTA)272

The Human Tissue Act 2004 Regulations Good Practice Guidelines on Informations Security and Information
2006/1260
Governance by the NHS Connecting for Help273

The Human Tissue Act 2004 Regulations
2006/1659

The Medicines for Human Use (Clinical Trials)
and Blood Safety and Quality (Amendment)
Regulations (SI 2008/941)

The Medicines for Human Use (Miscellaneous
Amendments) Regulations 2009 (SI 2009/1164)

The Medicines for Human Use (Advanced
Therapy Medicinal Products and Miscellaneous
Amendments) Regulations 2010 (SI 2010/1882)

Data Protection Act 1998274 (further statutory
271

There are outstanding changes to expect: the prospective changes can be viewed on www.legislation.gov.uk
http://www.hta.gov.uk/legislationpoliciesandcodesofpractice/codesofpractice.cfm/
273
http://www.connectingforhealth.nhs.uk/
272
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instruments for
implementing
Protection Act exist275)

274
275

the

Data

There are outstanding changes to expect: the prospective changes can be viewed on www.legislation.gov.uk.
http://webarchive.nationalarchives.gov.uk/+/http://www.dca.gov.uk/ccpd/dpsubleg.htm.
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4.7 p-medicine tools used in clinical trials
Research in personalized medicine requires the development and the interaction of a large
number of tools. Therefore in p-medicine not less than 25 tools will be developed that cover
many aspects of data management, biobanks access and biomaterial management, imaging,
data modelling and patient empowerment.
1 ONTOLOGY ANNOTATOR TOOL
2 DATA TRANSLATION SERVICE
3 P-MEDICINE PORTAL
4 SYNC SERVICES
5 BIOBANK ACCESS FRAMEWORK
6 P-BIOSPRE - BIOMATERIAL SEARCH AND PROJECT REQUEST ENGINE
7 P-BIOBANK WRAPPERS
8 OBTIMA TRIAL BIOMATERIAL MANAGER
9 CATS
10 PIMS
11 SECURITY FRAMEWORK
12 ONCOSIMULATOR
OS-BRCA
OS-WT
OS-ALL
13 BIOMECHANISM MODELS
14 OBTIMA
15 ONTOLOGY AGGREGATOR
16 OPENSTACK OBJECT STORAGE
17 DCM4CHE DICOM SERVER
18 USER DATA MANAGEMENT IN CLOUD SERVICES
19 ONCOSIMULATOR SERVICE
20 OPTIMIZED ONCOSIMULATOR APPLICATION
21 ONCOSIMULATOR ENVIRONMENT
22 WORKFLOWS AND PIPELINES FOR GENOMICS DATA
23 PATIENT EMPOWERMENT TOOL
24 DATA MINING WEBAPP
25 GENES-TO-PATHWAYS CORRELATION SERVICE
Some tools are pooled into a Workbench and all tools are embedded in a security
framework. Not all of these tools will be used for GCP trials. In fact, only ObTiMA as the
central data management and trial management tool with supporting tools for imaging
(DrEye, DICOM transfer), biobanks access and biosample management, portal and patient
empowerment will be used in clinical trials in ECRIN:

– Grant Agreement no. 270089

•

ObTiMA

•

DoctorEye

•

Biobanks access

•

Management SAEs/SUSARs

•

Management DICOM transfer (part of imaging, DrEye)

•

Portal function

•

Patient Empowerment

4.7.1 ObTiMA
ObTiMA (http://obtima.org/) is an ontology-based clinical trial management system intended
to support clinicians in both designing and conducting clinical trials276. Thus, ObTiMA will
enable not only specialized data management stuff to crate CRFs, but trial investigators can
assemble proper CRFs for their planned clinical trial. The design phase is facilitated by the
Trial Builder in which different aspects of a clinical trial can be specified. For example, the
outline and metadata of a trial or administrative data, but also treatment plans for guiding
clinicians through individual patient treatments including surgery or chemotherapy can be
defined with all necessary information. The particular treatment order can be setup on a
graphic timeline as well as treatment stratifications and randomizations can be applied. A
CRF can be connected to each treatment step to collect documentation data at the right
time/point. Functionalities include:
•

Roles and Rights Management

•

Audit trail

•

Pseudonymization

•

User/Facility Management

•

Data Export

•

Reporting

The ontology-based creation of CRFs in the Trial Builder is one of ObTiMA's major
functionalities and highlights (Fig. 12). A graphical user interface allows the definition of
content, the navigation, and the definition of layout of CRFs. The resulting descriptions are
based on concepts of the ACGT Master Ontology for each CRF item along with metadata
(data type and measurement unit) and used for the automatic setup of the trial database. An
application-specific, simplified view of the ontology is given showing only its relevant portions
in a clinician-friendly way. When an item has been created based on a concept, its attributes
are determined automatically, e.g., label, data type or answer possibilities, but aslo can be
manually adopted.

276

Holger Stenzhorn, Fatima Schera, Micke Kuwahara, Norbert Graf: ObTiMA - Ontology based Trial
Management System for ACGT. ACGT No 14, 2010.
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Fig. 12: ObTiMA architecture

Often clinical trials collect similar or equal data. Therefore, it is possible to store components
of CRFs in a repository as templates (CRF repository). When implementing a clinical trial,
CRF templates can either be directly reused or can be quickly created by assembling
existing CRF components with newly created CRF components. This procedure has the
advantage that it enhances the standardization of CRFs. The second major component of
ObTiMA is the patient data management. It is automatically implemented based on the items
defined in the Trial Builder. It guides the clinicians through the treatment of the individual
patients according to the corresponding treatment plan. The trial database is automatically
derived from the ontology-based CRF definitions. Thus, when given appropriate rights, the
database can then also be accessed by other trials or applications through using a semantic
mediation service based on the ontology.
ObTiMA offers different modules to support clinical trials. Besides the above described basic
components a DICOM server and DICOM viewer (for imaging in clinical trials), a SAE and
SUSAR reporting tool and a consultation tool will be integrated. Reporting will be done
according to GCP criteria. The consultation tool will store all consultations in a standardized
way in the trial database. ObTiMA fulfils GCP criteria, including the availability of an Audit
Trail and a pseudonymisation tool. Pseudonymisation of private data is done according to
specified roles and rights assigned to users of ObTiMA. Data Management in personalised
clinical trials covers the collection and validation of a multitude of clinical and genomic data
with the goal to answer research questions and to preserve them for future scientific
investigations.
Current CDMS, often, still lack sufficient metadata support and are not semantically
interoperable. Therefore, ObTiMA was developed to allow designing trials according to
investigator’s needs and for this purpose to include a clinical trial ontology. The development
of ObTiMA did start as part of the EU project ACGT (Advancing Clinico-Genomic Trials on
Cancer) to create an open, semantic and grid-based data management infrastructure for
scientists in post-genomic clinical trials in cancer research. The development continued with
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the project ContraCancrum extending the focus of ObTiMA the integration into a platform for
simulating tumour development and response to therapeutic modalities. In p-medicine, the
development of ObTiMA will be focused on the demands of personalized clinical trials.
During the development of ObTiMA several guidelines for GCP criteria have already been
considered:
•

21 CFR Part 11

•

Orlando Lopez: Complete Guide to International Computer Validation Compliance for
the Pharmaceutical Industry / ; ISBN 0-8493-2243-X

•

Guidance for Industry. Computerized Systems Used in Clinical Investigations

•

Installation Qualification, Operational Qualification and Performance Qualification
documentation

•

ACDM/PSI Working Party, Computer Systems Validation in Clinical Research

For clinical trial data input, data is entered by investigators manually for a trial. It will be
possible to import data into ObTiMA via CDISC standard. For the export of data (output data)
export of collected clinical trial data via CDISC is possible. Long-term data storage of
exported trials data for study archiving is supported.
4.7.1.1

ObTiMA System Components

Trial Builder
The Trial Builder represents one of the ObTiMA’s two main components (Fig. 1) and enables
the investigator to specify the clinical trial. The trial outline and clinical trial metadata can be
defined in a master protocol based on templates for describing the trial goals and its
administrative data, like start or end date. Treatment plans can be graphically designed to
guide clinicians through the treatment of individual patients and particular treatment events,
such as chemotherapy or surgery, can be defined with all necessary information. To create a
CRF The investigator selects terms from the ontology:
CRF Repository
Applying the Master Ontology allows the usage of standardized concepts when creating the
CRF. CRF design will be further improved by the partial or complete reuse of existing CRF
items in case similar data is collected. The unified CRF Repository is crucial part of ObTiMA.
This repository allows the storage and retrieval of entire ontology-based CRFs as well as
CRF items or components for reuse.
Patient Data Management System (PDMS)
The PDMS is automatically implemented based on the master protocol and the trial CRFs
designed in the Trial Builder. The PDMS guides the clinicians through the treatment of
patients according to treatment plans. For this purpose it provides a graphical user interface
to complete CRF at the correct time point.
Data Export
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As a tool for personalized clinical trials it is important that ObTiMA can be integrated with
other applications. ObTiMA is capable to interface with other existing CTMS and to be able to
exchange data in a standardised format. ObTiMA is able to import and export trial metadata,
CRF descriptions and patient data through an extended version of the ODM format of
CDISC.
ObTiMA Trial Biomaterial Manager
Biobank access and biomaterial management is integrated into ObTiMA (Fig. 13). The trial
biomaterial manager is been developed as a component of the trial management system
ObTiMA to enable management of biomaterial data and sharing selected biomaterial data in
clinical trials. The trial biomaterial manager will provide an import service that enables users
to import excel files with existing biomaterial data. Biobank data can be uploaded to pBioSPRE (upload services provided). The trial biomaterial manager/ObTiMA system
integrates push services that are able to push selected biomaterial data into a data
warehouse. Potential users are clinicians and biobank owners.
p-BioSPRE
p-BioSPRE (p-medicine Biomaterial Search and Project Request Engine) is a meta-biobank
that provides researchers with the possibility to search for and request biomaterials (Fig. 13).
p-BioSPRE will be based on the CRIP meta-biobank concept (http://www.crip.fraunhofer.de/)
including a web application. It will be integrated into the p-medicine portal. Potential users
are mainly researchers. p-BioSPRE will be used as centralized Biobank Access Tool and will
use anonymized data only.
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Fig. 13: Integrated biobank access in ObTiMA

Additional modules
ObTiMA contains several functions for managing the multitude of institutions, researchers,
and patients usually participating in clinical trials. A fine grained security architecture has
been implemented to handle the rights and roles that can be attached to the system’s users
in order to guarantee that they can only perform the tasks which they are fully authorized for.
It is indispensable for ObTiMA, as a system holding real patient data, to securely store all of
the data which could possibly identify some patient to non-authorized persons in
pseudonymized and encrypted form. To foster security even more, such personal data is
physically separated from the actual clinical research data through the use of two distinct
database servers: One server holds the database for storing the personal data of the
patients, such as their names and addresses (which must never be shared, e.g., via the
Semantic Mediator). The protection of this database strictly follows all current legal
regulations for data protection in clinical environments. The other server hosts the database
that contains the actual research data collected in a clinical trial (through the use of the
CRFs). It is possible within the Trial Builder to mark certain CRF items as personal which
results in this data being stored in the trial database. For the management of
pharmacovigilance and serious adverse reporting of SAEs/SUSARs a special module
enabling SAE data entry and logging, tracking, coding, and case processing for ObTiMA will
be developed.
4.7.1.2

Regulatory issues

Because ObTiMA will be used as a CDMS in clinical trials, it is very important to follow
regulatory guidelines as indicated below:
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Regulations
tool

international / US

European

ObTiMA

CPMP/ICH/135/95

2001/20/EC

21 CFR Part 11

2005/28/EC

HIPAA

GMP Annex 11

Code of Federal
Regulations

95/46/EC

guidance
national
(examples)
Depending on
the country of
the trial site
(see above)

guidelines
FDA Guidance:
Computerized
Systems
ICH guidelines

2002/58/EC

ISO 27001:
Information Security

ENTR/F/2/SF/dn

PIC/S, GAMP
GCP reflection
paper on electronic
source
ECRIN
Standard
(DM part)

4.7.2 Biobank access
Biobanks represent key resources for clinico-genomic and personalized medical research. It
is crucial that scientists can securely access and share high quality biomaterial and related
data, resulting in the need to integrate biobanks into larger biomedical ICT infrastructures.
The p-medicine platform comprises tools and services to semantically integrate and analyze
heterogeneous biomedical data. Furthermore, one of the main components of p-medicine is
the biobank access framework. This framework enables a secure sharing of biomaterial
within open and closed research communities in the field of cancer research. The framework
will enable scientists to search for and request biomaterial for their specific research projects.
In addition, it will allow biobank owners to share their biomaterial and corresponding data
stored in their biobank databases. On the other hand, biobank owners can provide data for
the p-medicine platform. For these purposes, the framework contains a trial biomaterial
manager that enables biobank owners to manage their biomaterial in ObTiMA. Together, trial
biomaterial manager and ObTiMA constitute an integrated solution for managing biomaterial
and corresponding clinical data for clinical trials277. Legal aspects have already been
considered by providing a common contractual setting to facilitate and regulate the
cooperation between the involved parties. Apart from the data transfer and data protection
contracts already in existence, biobank transfer and data access agreements will be
concluded in future in this framework.
An overview on the current legal and ethical rules and guidelines for Biobanks is provided in
Del 10.1. The Biobank Access Tool will protect data and patient privacy in a three stepprocedure that has been approved by German data protection authorities:

277

Stephan Kiefer (Ed.): D 10.1: Analysis report about existing tools, platforms, and initiatives for integrated
biobanking. 28/10/2011.
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•

Only pseudonymized data is imported into, processed, and anonymized within the
local/in-house database of biobank partners (Integrative Research Database IRDB;
see chapter 5.6.1 of D 10.1). Anonymization will encompass not only irreversible
deletion of identifiers but also elements of k-anonymity (e.g. using a 5-years-interval
for age of donors).

•

Only anonymized data is exported from the local IRDB to the centralized "biobankaccess" database over a secure information channel (HTTPS).

•

Only registered users (affiliated with research institutions defined by p-medicine
consortium) will be allowed to search the central database. They will be able to
retrieve statistical data only (for example: number of cases matching their request)
when browsing the biobank access web-based query tool (p-Bio SPRE; see chapter
8.1.2.1 of D 10.1).

4.7.2.1

Regulatory issues

Because Biobank Access will be used to manage biosamples and associated data in clinical
trials following regulations and guidelines apply:
Regulations
tool

international / US

Biobank
access

CPMP/ICH/135/95

2001/20/EC

21 CFR Part 11

2005/28/EC

HIPAA

GMP Annex 11

Code of Federal
Regulations

95/46/EC

CDBI:
Memorandum
Research
on
Biological
Materials
of
Human Origin

European

guidance
national
(examples)
Depending on
the country of
the trial site
(see above)

guidelines
FDA Guidance:
Computerized
Systems
ICH guidelines

2002/58/EC

ISO 27001:
Information Security

2004/23/EC

PIC/S, GAMP

2006/86/EC

Guidance:
International Ethical
Guidelines for
Biomedical
Research Involving
Human Subjects
(CIOMS)

ENTR/F/2/SF/dn
2009/120/EC

OHRP Guidance
Private Information
or Biological
Specimens

4.7.3 DrEye
DrEye (DoctorEye) is a DICOM viewer with a flexible annotation platform for quick and
precise identification and delineation of tumours in medical images. The design of the
platform is clinically driven in order to ensure that the clinician can efficiently and intuitively
annotate large number of 3D tomographic datasets. Both manual and well-known semiautomatic segmentation techniques are available in the platform allowing clinician to
annotate multiple regions of interest at the same session. Additionally, it includes contour
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drawing, refinement and labelling tools that can effectively assist in the delineation of
tumours. Furthermore, segmented tumour regions can be annotated, labelled, deleted,
added and redefined. The platform has been tested over several MRI datasets to assess
usability, extensibility and robustness with promising results.
A module for the management of the DICOM transfer is developed. Input data come from a
PACS server used as standard DICOM storage solution. Interaction is possible with a data
warehouse.
The
solution
for
DICOM
transfer
is
based
on
dcm4che
(http://www.dcm4che.org/) a collection of open source applications and utilities for
healthcare. These applications have been developed in the Java programming language for
performance and portability. At the core of the dcm4che project is a robust implementation of
the DICOM standard and the dcm4che DICOM toolkit is already used in many production
applications across the world. Acting as an archive, dcm4chee is able to store any type of
DICOM object to standard file systems, with compression if necessary. GCP compliance of
data management and quality control is important for imaging solutions. The link between
images and data that is extracted from them should be maintained during the clinical trial.
Automated and standardized processes should be applied for image management and
quality control. For example, automated checks conducted on imaging parameters, checks of
image quality. Automatic edit checks on data should be performed during the entire data
collection and amendment process. A seamless interoperability between the imaging solution
the and the CDMS should be maintained.
4.7.3.1

Regulatory issues

Because DrEye will be used for diagnosis in clinical trials following regulations and guidelines
apply. As a tool that is used for diagnosis medical device regulations are relevant.

Regulations
tool

international / US

DrEye

CPMP/ICH/135/95

2001/20/EC

21 CFR Part 11

2005/28/EC

HIPAA

GMP Annex 11

Code of Federal
Regulations

95/46/EC

EN ISO
14155:2011
CFR regulations
concerning
medical devices

European

2007/47/EG

guidance
national
(examples)
Depending on the
country of the trial
site (see above)

guidelines
FDA Guidance:
Computerized
Systems
ICH guidelines
ISO 27001:
Information
Security
PIC/S, GAMP
FDA Guidance –
Clinical Trial
Imaging
Endpoints
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4.7.4 Patient empowerment
p-medicine will develop an Patient Empowerment Tool called Interactive Empowerment
Service (IEmS) with the aim to help patients to understand their medical documentation and
to empower them to make informed choices278. In line with the aim to support personalized
clinical trials, the empowerment tool will aim at enabling patients to understand the whole
data set that the hospital has collected. This process implies that patients are able to
understand medical statements, as well as legal and ethical considerations. For this purpose,
the Empowerment Service will monitor and implement donors’ decisions on research to be
performed on their samples. In general, this includes the patient’s written informed consent
(IC) which is mandatory for use of human biomaterial in research. p-medicine supports the
multi-layered consent concept, which asks patients to make different choices on research
that might or must not be performed on their samples. This type of informed consent is
increasingly recommended by ethics experts as a participative tool for patients. The
management of multi-layered IC forms is to some degree implemented in the Biobank
Access System. Therefore, tools will be developed by p-medicine for the aggregation and
integration of ethical-legal data into meta-biobanks and synchronizing patient’s ICs with
scientific information.
One of the key features of the empowerment service will be patient interactivity: the patient
will have the possibility to view data organized according to her/his perception of the domain,
to retrieve patient-understandable information and, to state decisions. Patient empowerment
will put patients in control over the use of their data. In practice, this means that the patient
will be able to type texts, state decisions, upload and consult video materials. Providing
patients with some kind of integrated consent management offers a dual benefit: first the
benefit of feeling empowered by controlling one’s own data; and second the benefit of
interaction with patients in order to ask for new consent (for new trials, secondary use of
data). For the clinical trial this may have the positive effect that recruitment and trial
adherence may be more efficient. All these features need a scientific evaluation and
validation before an effective use can be considered.
Data input covers patient data, psycho-cognitive data, bio-bank data, clinical trials data, and
informed consent (IC) data. Output data is decision support, data about available clinical
trials, bio-bank information, and informed consent management. Not all of these functions will
be used for clinical trials. The Interactive Empowerment Service will interact with the Clinical
decision support tool (data exchange for decision support). The users of the service are
patients and clinicians. Firstly, it is a container of all the information related to the patient,
such as information on diagnosis and biobank data as well as information on possible clinical
trials. Secondly, the patient his/herself has the opportunity to have access to such
information. In the PHR the patient can follow the journey of his/her data and based on it the
decision process. Furthermore, by having this information, the patient has the possibility to
manage the consent for clinical trials as well as follow what happens to the biological
material. Providing patients with „consent management“ functions offer a dual benefit: first,
there is the direct empowerment aspect of being able to control one’s own data; second,
interaction between patients and doctors is facilitated when a request for a new consent
(e.g., for new trials) is needed, by increasing efficiency and again by involving the patient
actively.
278

Simona Rossi (Ed.): D 15.1: Evaluation criteria and verification procedures of the p-medicine platform,
31/01/2012.
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Patient empowerment for decision support is different from patient empowerment for clinical
trials. Giving the patient access to simulation data indicating a negative prognosis can
constitute an ethical dilemma. Clinical trial data is under control of the investigator and the
sponsor. It is the duty and responsibility of the investigator to respect the confidentiality of the
patient. Care should be taken to ensure only the subject's study number appear on the CRF.
Access of the patient to his/her study data may represent a problem because of the
possibility of bias.
4.7.4.1

Regulatory issues

Because the Patient Empowerment Tool will be used in clinical trials following regulations
and guidelines apply:

Regulations
tool

international / US

Patient
empowerment

CPMP/ICH/135/95

2001/20/EC

21 CFR Part 11

2005/28/EC

HIPAA

GMP Annex 11

Code of Federal
Regulations

95/46/EC

ISO
27001:
Information
Security

European

2007/47/EG
2002/58/EC
2006/24/EC

guidance
national
(examples)
Depending on the
country of the trial
site (see above)

guidelines
FDA Guidance:
Computerized
Systems
ICH guidelines
ISO 27001:
Information
Security
PIC/S, GAMP
GCP reflection
paper on
electronic source

4.7.5 p-medicine portal
The p-medicine portal279 is aimed to provide clinicians, patients and researchers with a
platform to collaborate, share data and expertise, and use tools and services to improve
personalized treatments of patients. The p-medicine Web portal is based on the open source
software “Liferay Portal Framework”. Tools and Services provided by p-medicine will be
integrated into the portal as portlets or will be linked in the GUI of the portal. Users of the
portal are clinicians, clinical trial investigators, researchers, scientific community members
(mathematicians, physicists, informatics, …), patients and their relatives, data managers
(clinicians, nurses, documentation officers), technical support persons (portal and data base
administrators, developers), and representatives from legal and ethical committees, auditors.

279

Fatima Schera (Ed.): Deliverable No. 8.1.2: Design and prototype implementation of the p-medicine portal.
31/07/2012.
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The p-medicine security framework services will make available necessary data security
functions for the portal by providing lightweight dynamic security architecture. It consists of
modular components which deal with security problems such as authentication,
authorisation, auditing and de-identification based on commonly used industry standards
such as SAML and XACML280. DICOM (Digital Imaging and Communications in Medicine)
the de facto standard for handling, storing, printing, and transmitting information in medical
imaging will be supported for image access. The image store will offer direct, secure access
to images through DICOM image access protocols. The need for data to only be accessible
to those with permission means that the security mechanism for the DICOM server must be
integrated with that of p-medicine. For this purpose, reference to the Custodix281 identity
management system for identity information is needed. The DICOM server will be integrated
directly with OpenStack Object Store service to extend storage space for large and
numerous medical images. ObTiMA will include a trial biomaterial manager which is part of
the biobank access framework (see: Deliverable D 10.1282). The trial biomaterial manager will
enable management of biomaterial data in clinical trials and sharing selected biomaterial
data. ObTiMA will enable a biobank owner to manage biomaterial orders. When a user will
request to order biomaterial in the p-medicine Biomaterial Search and Project Request
Engine (p-BioSPRE), the biomaterial owner can view that request in ObTiMA and contact the
researcher. In addition, ObTiMA will integrate push services that will be able to push selected
data into a Data Warehouse. The data and images uploaded to the Data Warehouse will be
anonymized by CATS before storing into the Data Warehouse. These push services will not
be part of the clinical trial management.
The p-medicine workbench application will be integrated as a portlet into the portal. The pmedicine tools and services managed in the workbench application will be registered in the
Tools Repository, a back-end service with tight integration with the p-medicine workbench,
which will also provide REST interfaces for any other service that might need to interact with
it. Thus, the p-medicine workbench acts as a front-end of the Tool repository. p-medicine
tools and services like ObTiMA, Data Mining tools, tools for accessing the data warehouse,
Oncosimulator, etc will be integrated in the portal. The portal manages user roles and
corresponding rights for accessing these tools and services. After the user's login in the
portal his/her credentials will be forwarded to the particular tool. Therefore the logged in user
will be able to see only the patient related data that concern him and be able to perform only
actions according to the assigned roles and his rights for the particular resource.
In general, the portal implements the security concept developed for p-medicine by
CUSTODIX. The p-medicine portal itself uses only the user data for the integrated portal
services and tools. The access to clinical and research data of p-medicine patients takes
place not directly from the portal but from the p-medicine tools and services. In this way, the
portal provides a secure way for accessing the patient related data by the user of the pmedicine tools and services based on the role and rights concept defined in the p-medicine
security architecture. The portal provides a possibility to forward the user credentials to the
particular tools and services which are responsible for enabling to perform these actions (for
example deletion of data, pseudonymisation, IC access). Because the p-medicine security
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Deliverable D8-6-1 "Integration guidelines and monitoring of tools and services".
Custodix is a private limited company established in 2000 specialized in data protection for eHealth:
https://www.custodix.com/.
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p-medicine: Deliverable 10.1. Analysis report about existing tools, platforms, and initiatives for integrated
biobanking (28/10/2011).
281

D5.5 – Report on legal and ethical issues for p-medicine tools used for international GCP trials Page 100 of 141

– Grant Agreement no. 270089

framework implemented in the portal is based on the p-medicine’s legal and ethical concept
used in the p-medicine project no legal and ethical problems is expected to arise.
4.7.5.1

Regulatory issues

Because the Portal will be used in clinical trials following regulations and guidelines apply:

Regulations
tool

international / US

portal

CPMP/ICH/135/95

2001/20/EC

21 CFR Part 11

2005/28/EC

HIPAA

2002/58/EC

Code of Federal
Regulations

2006/24/EC

ISO 27001:
Information
Security

European

GMP Annex 11
95/46/EC

guidance
national
(examples)
Depending on the
country of the trial
site (see above)

guidelines
FDA Guidance:
Computerized
Systems
ICH guidelines
ISO 27001:
Information
Security
PIC/S, GAMP
GCP reflection
paper on
electronic source
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4.8 Evaluation of legal and ethical issues
4.8.1 Discussion on the Legal and ethical GCP- requirements and
connected issues concerning the p-medicine tools
This document has explained how the regulatory environment has resulted in a multitude of
laws, legal ordinance, guidelines, advises, and best practices on how to conduct a clinical
trials. As a common ground, great emphasis is put on the quality of the clinical trials and the
protection of the trial participants as could be seen from the various laws and ethical
guidelines cited above. As shown earlier, lots of the ethical aspects have in most cases
already been reflected in legal regulations. Other aspects are currently seen in guidance
documents, but should be considered in this project for ethical reasons.
Though there are lots of common grounds, there are still differences in the national
legislations and in the interpretation of international regulations and guidelines. In addition,
the statements are often general and no common standard especially with regard to Itframeworks and infrastructures is provided, which leads to the effect that, e.g., in the area of
clinical data management a multifaceted heterogeneity in the systems prevails. Additionally,
GCP compliant data management is considerably hampered not only by the problem of the
heterogeneity of the software products, also proprietary rights issues, deficits in the quality of
data management caused by limited personal and financial resources, underestimation of the
complexity of data management (a small computer centre is necessary for electronic data
collection), and the lack of a general, specific and practicable standard for GCP compliant
data management have to be considered.283
In respect to multinational clinical trials this might be a hindrance because organisational
measures have to be taken to ensure validation of the received data and to enable a comfort
exchange while still providing high security standards for the protection of the data of the
participants. For this reason networks have been founded which deal with those issues and
already provide assistance to those who join the networks, such as ECRIN, which sets up
common minimum requirements and best practice for GCP in data management.
Good clinical practice is required for all parts of the clinical trial and so also for the design
and use of the p-medicine tools. The use of the tools should ensure accurate input data as
well as their quality analysis. Where p-medicine tools are not used correctly, their results may
be inaccurate and pose a risk for the patient. New issues arise because the tools offer
functionalities which on the one hand hold new possibilities for analysis, treatments and an
empowerment of the participants, on the other hand they also might bring risks for
fundamental rights of the subjects: as the rights of privacy and self determination.
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Ohmann C., Kuchinke W., Canham S., et.al.: Standard requirements for GCP-compliant data management in
multinational
clinical
trials.
Trials
2011,
12:85
(22
March
2011).
Online:
http://www.trialsjournal.com/content/12/1/85
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Another key aspect that has to be considered is the privacy of the participants.284 Their data
has to be kept confidential at all stages and only processed by authorised parties.285 To
ensure the security of the data, there have to be security measures for preventing
unauthorized access such as anti-intrusion tools and data encryption.286 Pseudonymization
enlarges the security since the unauthorised accessing party will need the pseudonymization
key to assign the data to a certain trial subject. A related aspect to consider is the safety of
the data against any hardware and software damage. Periodic remote back up and hardware
redundancy are good examples of how to ensure the availability of data used in clinical.

4.8.2 Ethical Consideration for the use of p-medicine tools
As indicated in the above sections, p-medicine tools are used mainly in connection with
clinical data management purposes. From our analysis previously, the use of these tools in
the conduct of clinical trials, when properly validated and trained, evokes no serious risk of
injury to the trial participants. However, it is a common requirement to ensure that good
clinical practices are maintained in the course of the trial throughout their use. Nonetheless,
ethical requirements beam into use of p-medicine tools in clinical trials. To organise the
identified ethical aspects that have been discussed in this document, ethical requirements
cluster were developed (Fig. 14). Six clusters were assigned: informed consent, vulnerable
populations, IRB/Ethics Committee, data privacy, and investigator. For p-medicine the
requirements two of these clusters: informed consent (patient decision, fine grained IC, IC for
biosamples, IC and life threatening disease, vulnerable populations) and data privacy
(complex tool integration, complex data flow, personal data, genetic data, system validation)
were discussed in detail. The patient empowerment tool connects requirements for IC with
the ones for vulnerable populations; p-medicine contracts / agreements connect
requirements for personal data with investigator related requirements (Fig. 14).

284

Art. 3 of the Directive 2001/20/EC. See also Ezekiell, E, Wendler, D & Grady, C, op. cit., p. 2707.
Clivio, L, Tinazzi, A & Santoro, E, op. cit., p. 247.
286
Ibid.
285
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Figure 14: Summary of the ethical issues in p-medicine. Five requirements cluster (informed
consent, vulnerable populations, IRB/Ethics Committee, data privacy, investigator) were
assembled and their relation to p-medicine tools (dark squares) indicated.

The first consideration is to ensure that the tools that have been completely developed and
tested are validated for use in a medical environment and are GCP compliant. This implies
that using the tool is safe for the patient. One of such tools that was produced and tested in
the ACGT project is ObTiMA. ObTiMA was developed to be GCP conformant and to provide
the basis for certification of ObTiMA to be used in GCP trials287. Nonetheless, ObTiMA has to
undergo system validation at the site of implementation and the site of use. For the
development of p-medicine tools, the guidelines mentioned above will be taken into
consideration already during design of the tools (validation simulation).
A second consideration is the requirement that all capture of patient data with p-medicine
tools has to be accurate, reliable and correctly.288 The entry of inaccurate data may occur
because of typographical or logical errors. The system should provide validating functions to
avoid errors and point the investigator’s attention to such noticeable problems. The principle
of accuracy also applies to biomedical imaging such as brightness and contrast

287

Graf N. (Ed.): ACGT Deliverable 2.6: Report on ObTiMA as a GCP conformant Software
Application.23/07/2010
288
Clivio, L, Tinazzi, A & Santoro, E 2006‚ ‘The Contribution of information Technology: Towards a Better
Clinical Data Mangament’, DDR, vol. 67, p. 246.
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adjustments.289 The CDMS should also provide a logging tool which tracks any changes to
the data (audit trail). The original data entry should not be obscured and an audit trail has to
be generated.290
A further consideration in the use of the p-medicine portal is the security of the portal so that
unauthorised persons do not have access, especially where the portal is accessed over a
network such as the Internet. The security of the network will be considered and necessary
measures taken to fortify it depending on the risks represented by the processing and the
nature of the data.291

4.8.3 The issue of personal data used in clinical trials
In the p-medicine framework at several points during the conduct of a clinical trial personal
patient data is involved: recruitment, collection of biosamples, patient empowerment. Where
a direct contact with the patient or their carers is involved, their privacy and the confidentiality
of any information relating to them need to be respected in compliance with GCP and the
data protection laws.
The definition of personal data has raised controversy because personal data is defined
differently in different European countries292. In general, patient data collected with CRF’s is
pseudonymised or key-coded by the investigator as described in the study protocol. There is
no standard procedure for pseudonymisation with a study ID or key-coding (e.g. a number
based on initials or birth year) in use. For each trial, the investigator possesses the key and
only uses CRF’s showing a pseudonym. According to the Data Protection Directive, to
assess the risk of identification, one should consider the means reasonably and practically
available to identify data subjects, taking into account the cost and time involved in that
effort. But regulatory authorities often disagree on what person or entity has such means of
identification293. Therefore, in clinical trials the problem arises if one should consider only the
sponsor’s ability to identify the patient, or the investigator’s and a third person’s ability.
Should pseudonymised study data held in the study database of the sponsor be treated as
personal data under the control of the sponsor? Only in this case, key-coded data have to be
treated as personal data subject to Data Protection Directive. In the other case, study data is
treated as anonymous data, which turns this data outside the area of data protection
regulation. Nonetheless, before being enrolled in a clinical trial the patient signs an Informed
Consent that often contains his consent to data collection and data processing.
Clinical trial regulations ensure that if patient data is sufficiently pseudonymised by a proper
study ID and no additional factor allows for indirect identification (for example a patient with
particular rare disease), the sponsor cannot identify a patient. But in case one considers that
289

Brey, P 2009, Biomedical Engineering Ethics (preprint version), viewed 12 July, <
http://www.utwente.nl/gw/wijsb/organization/brey/Publicaties_Brey/Brey_2009_Biomed_Engineering.p
df>.
290
Clivio, L, Tinazzi, A & Santoro, E, op. cit., p. 246.
291
See Article 17 of the Directive 95/46/EC.
292
Van Quathem K.: Controlling personal data in clinical trials. P&I, Afl. 2. April 2009, 74-79
293
Manning William L.: Privacy and Confidentiality in Clinical Data Management Systems: Why You
Should Guard the Safe. Reprinted in Clinical Data Management, (newsletter of Aspen Publications)
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not only the sponsor but also the investigator or other persons like the monitor or an
inspector might be able and willing to identify a patient, for example during recruitment and
monitoring, the pseudonymisation of patient data by the study ID may be not sufficient to
prevent identification. In this case, clinical trial data has to be treated as personal data. In
principle, the investigator in a study is always able to re-identify the patient by decoding the
study ID, and in addition the investigator knows the patient during the recruitment process.
4.8.3.1

"Directly" or "indirectly" identifiable data

Here recent developments in the data protection debate, initiated by Article 29 Working Party
opinions have to be considered. The Article 29 Working Party is a group composed of EU
member states data protection authorities. It issued a definition of personal data that includes
reference to ‘identified or identifiable’ natural persons294. “Personal data shall mean any
information relating to an identified or identifiable natural person (“data subject”); an
identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity”. This is a broad definition of
personal data and raises the question if the “factors specific to the physical, physiological,
mental, economic, cultural or social identity” of the patient is included in the study database
or can easily be linked to the data in the study database.
Further clarification to this problem is available in an opinion to the amended Commission
proposal295 stating: "a person may be identified directly by name or indirectly by a telephone
number, a car registration number, a social security number, a passport number or by a
combination of significant criteria which allows him to be recognized by narrowing down the
group to which he belongs (age, occupation, place of residence, etc.)". This statement
indicates that the extent to which certain identifiers are sufficient to achieve identification can
be dependent on the context of a particular situation. These possible identifiers may also
constitute anatomic or medical characteristics. Two examples are given that are concerned
with medical research:
Example for personal data: Publication of X-ray pictures together with the patient's first name
X-ray photos that had been published in a scientific journal, together with the first name of
the patient, which was a unusual one, and the sex of the patient. The first name of the
patient, together with the knowledge by their relatives or acquaintances that she suffered a
certain disease rendered the person identifiable to a number of persons. Thus, the X-ray
photo has to be considered personal data.
Example for non-personal data: pharmaceutical research data
Hospitals or individual physicians have transferred data from medical records of their patients
to a company for the purposes of medical research. No names of the patients are used but
only serial numbers attributed randomly to each clinical case. Names of the patients are in
possession of the respective physician. The data do not contain any additional information
which could make identification of the patients possible by the connection with other data. In
addition, additional measures have been taken to prevent the data subjects from being
294

Working Party: 01248/07/EN Opinion 4/2007 on the concept of personal data. Adopted on 20th June.
ARTICLE 29 DATA PROTECTION WORKING PARTY: Opinion 4/2007 on the concept of personal data.
01248/07/EN. Adopted on 20th June. Brussels 2007
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identified (legal, technical or organizational). Under these circumstances, a Data Protection
Authority may consider that no means are present in the processing performed by the
company, which make it likely to be used to identify the data subjects.
The Working Party did set out some basic rules as to when data are to be considered
personal data and thus become subject to data protection law. In particular, Recital 26 of the
Directive, which provides that, in order to evaluate the nature of indirectly identifiable data,
one should consider “all means likely reasonably to be used either by the controller or
anyone else.” This means, according to the Working Party, that all factors at stake should be
taken into account, including the intended purpose behind the collection of the data, the
structuring of the processing process, the benefits for the controller, the effects on the data
subjects, and available state-of-the-art technological processes to identify individuals on the
basis of available data. The importance of the ‘purpose’ pursued by the entity that holds the
data is particularly stressed.
The importance of the term “purpose” can be seen in another context. One important factor
for assessing "all the means likely reasonably to be used" for the possibility to identify a
person can be the purpose pursued by the data controller during data processing. For
example, the data controller may argue that only scattered pieces of information are
processed, without reference to a name or any other direct identifiers. On the other hand, the
processing of such information may be done to allow for the identification of a patient for
recruitment or for a certain treatment. Here the purpose of the processing intends the
identification of patients, it can be assumed that the controller or any other person involved
may have means "likely reasonably to be used" to identify the data subject. Therefore, the
information should be considered as related to identifiable individuals and the processing
should be subject to data protection rules.
According to the Working Party, technical measures preventing the identification of data
subjects, such as key-coding, can thus serve two distinct objectives depending on the
purpose for which the data is collected:
•

Purpose includes the possible identification of the data subject. Here the technical
measure (for example the key-coding) is a security measure and can be seen as
a ‘consequence’ of article 17 of the directive, with the consequence that the
relevant data remain personal data

•

Purpose does not include the possible identification of the patient. Here the
technical measure is a ‘condition’ for the data not to be considered personal data.

For example, an institution receives key-coded study data from an investigator or physician
(presumably in a registry) and it may be considered that the institution will not be processing
any personal data. Because the received data alone cannot be used for patient identification,
and adequate measures (technical, legal and organizational) have been taken to prevent the
institution from identifying the patients, the directive does not apply. In this context, the
security infrastructure of p-medicine, may provide these required measures to ensure that
the data receiver has no purpose to identify a patient (e.g. by a contractual agreements) and
that additional means to prevent identification (e.g. pseudonymisation, anonymisation) are
provided.
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The European Commission has recently proposed a comprehensive reform of the EU data
protection directive296 to strengthen online privacy rights and boost the digital economy.
Because the 27 EU Member States have implemented the 1995 data protection rules
differently, divergences in enforcement were the result. In the proposal, it is planned that a
single law will overcome current fragmentation and resulting administrative burdens. The
proposal addresses following aims for data protection297:
•

Guaranty of easy access to one’s own data and the freedom to transfer personal data
from one service provider to another

•

Establishment of the right to be forgotten to better manage data protection risks

•

Ensuring that whenever the consent of the individual is required for the processing of
their personal data, it is always given explicitly

•

Ensuring a single set of rules applicable across all of the EU

•

Establishing rules when EU law applies to data controllers outside the EU

In the US the data protection regulation HIPAA298 applies to clinical trials data. Researchers
who conduct interventional clinical research have to consider how the Privacy Rule will affect
research activities (Del 9.1 chapter 6.1.6). The Health Insurance Portability and
Accountability Act of 1996 ("HIPAA") and its regulations (the "Privacy Rule" and the "Security
Rule") protect the privacy of an individual’s health information and govern the way certain
health care providers and benefits plans collect, maintain, use and disclose protected health
information. Hospital and Clinics as heath care providers must follow the Privacy and
Security Rules.
Moreover, in clinical research physician-investigators often have a dual role in relation to the
subjects: as a treating physician and as a researcher. For the treating physician, duties of
confidentiality are well known under common legal and ethical standards (e..g. the Medical
Association's Professional Code of Conduct). The Privacy Rule adds to these existing
obligations. Where a covered entity conducts clinical research involving protected health
information (PHI), physician-investigators need to understand the Privacy Rule’s restrictions
on the use and disclosure of PHI for research purposes.
A NIH guideline299 clarifies the conditions for the research use of medical data. The problem
arises, because in clinical research, physician / investigators often have a dual role: as a
treating physician and as a researcher. For the treating physician, duties of confidentiality are
base4d on well-known legal and ethical standards. The Privacy Rule adds to these existing
296

Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on the
protection of individuals with regard to the processing of personal data by competent authorities for the purposes
of prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
and the free movement of such data. 2012/0010 (COD). Brussels, 25.1.2012.
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European Commission, Justice, Data protection: How will the EU’s reform adapt data protection rules to new
technological developments? 2012. Online: http://ec.europa.eu/justice/data-protection/document/review2012
/factsheets/8_en.pdf
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HIPAA (Health Insurance Portability and Accountability Act of 1996). Public Law 104-191.
http://www.cms.gov/HIPAAGenInfo/Downloads/HIPAALaw.pdf
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Clinical Research and the HIPAA Privacy Rule. NIH Publication Number 04-5495 February 2004. Online:
http://privacyruleandresearch.nih.gov/pdf/clin_research.pdf
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obligations. Where a covered entity conducts clinical research involving protected health
information (PHI), the physician / investigator needs to understand the Privacy Rule’s
restrictions on the use and disclosure of health data for research purposes. The Privacy Rule
permits a covered entity to use or disclose PHI for research under the following
circumstances and conditions300:
•

If the subject of the PHI has granted specific written permission through an
authorization that satisfies section 164.508

•

For reviews preparatory to research with representations obtained from the
researcher that satisfy section 164.512(i)(1)(ii)

•

For research solely on decedents’ information with certain representations and, if
requested, documentation obtained from the researcher that satisfies section
164.512(i)(1)(iii)

•

If the covered entity receives appropriate documentation that an IRB or a Privacy
Board has granted a waiver of the authorization requirement

•

If the covered entity obtains documentation of an IRB or Privacy Board’s alteration of
the Authorization requirement

•

If the PHI has been de-identified in accordance with the standards set by the Privacy
Rule at section 164.514(a)-(c) (in which case, the health information is no longer PHI)

•

If the information is released in the form of a limited data set, with certain identifiers
re-moved and with a data use agreement between the researcher and the covered
entity, as specified under section 164.514(e)

•

Under a “grandfathered” informed consent of the individual to participate in the
research, an IRB waiver of such informed consent, or Authorization or other express
legal permission to use or disclose the information for research as specified under the
transition provisions of the Privacy Rule at section 164.532(c)

Under these conditions, the Privacy Rule permits physicians to recruit their own patients301,
by contacting them (for example sending a letter) or by discussing recruitment criteria during
an office visit. Though, the institutional review board overseeing the study has always to
approve a recruitment plan.
In case a third party, for example a CRO wants to use a physician's records to recruit
patients, the study's principal investigator should seek a partial waiver of HIPAA authorization
from the institutional review board. This waiver will then apply to the CRO's use of PHI only
for recruitment. Written HIPAA authorization and informed consent will still be required to
enrol a patient in the actual clinical trial. In general, a physician must obtain written HIPAA
research authorization to enrol patients in a clinical trial. Though a research sponsor may
provide a template consent form, typically the clinical site (which is the covered entity) must
supply the HIPAA authorization. A HIPAA research authorization must contain all the
elements of a valid general HIPAA authorization. The physician may require patients who
want to participate to sign the research authorization. The research authorization must
indicate whether a patient's right to access research information entered in medical or billing
300

Clinical Research and the HIPAA Privacy Rule (NIH): http://privacyruleandresearch.nih.gov/
clin_research.asp
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Kulynyc J.: HIPAA Compliance in Clinical Trials. JOP January 2008, vol. 4 no. 1, 9-10 (2008)
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records will be suspended until the study ends. Every HIPAA authorization must also tell the
patient how to revoke authorization.
Moreover, in clinical research, physician-investigators often stand in dual roles to the subject:
As a treating physician and as a researcher. For the treating physician, duties of
confidentiality have long been established under well-known legal and ethical standards. The
Privacy Rule adds to these existing obligations. Where a covered entity conducts clinical
research involving protected health information (PHI), physician-investigators need to
understand the Privacy Rule's restrictions on the use and disclosure of PHI for research
purposes. As the Federal privacy standards are implemented throughout the country, one
benefit is that many clinical researchers and hospitals may adhere to a common set of
national standards for protecting the privacy of patients and clinical research subjects.

4.8.4 Compliant clinical data management systems (CDMS) and system
validation
All CDMS, such as ObTiMA and other software solutions used in clinical trials and for the
processing of patient data in trials have to be GCP compliant. Therefore, as a first step to
achieve regulatory compliance a strategy for the CDMS has to be defined (GAMP) consisting
of risk evaluation (what part of the system is subject to GCP compliance), assessment of the
system components according to GAMP software and hardware categories and a developer /
vendor assessment. The relevant regulatory landscape consists of European regulations, like
the EU Directives that are transposed into national laws, guidance for industry and other
documents, such as EMA reflection papers. In addition, international guidelines (ICH E6 on
Good Clinical Practice) and relevant US regulations and guidance have to be considered and
are listed in Del 9.1. Ethical and quality requirements for clinical trials and to some extent
also for the data management in clinical trials are formulated in ICH E6 (R1), EU
2001/20/EC, EU 2005/268/EC, EU 95/46/EC, EudraLex, Vol. 10 and Vol. 4, Annex11,
reflection paper of GCP Inspectors Working Group, FDA CRF Part11, FDA Guidance Part
11, and FDA CSUCI. These documents contain technical requirements concerning audit trail,
validation, data storage, change management and configuration management, electronic
signatures, and study archiving when CDMS are used in clinical trials with medicinal
products. EudraLex, Vol. 4, Annex 11 and ICH E6 require the process of System Validation
of CDMS before routine use in clinical trials. For computer system validation purposes a
number of guidelines are in use, like PIC/S Guide which defines requirements from the
inspectors’ point of view and the GAMP® guide defining best practices for system validation.
On the other hand, ISO standards cover only the general level of IT infrastructure aspects
(e.g. ISO 27001 for example the security management system). The recently developed
ECRIN standard, which is aimed at academic clinical trial units, provides specific
requirements for the IT infrastructure, the data management and international aspects. It is
an important point that in personalized clinical trials, the CDMS cannot be seen as isolated,
but is part of a larger infrastructure. It receives data and documents (e.g. images) from other
tools. In case of clinical trials data exchange, all tools that receive or export or process
clinical trials data must undergo a system validation for GCP compliance. Details about the
concerned regulations and guidelines will be discussed in the next sections.
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In Japan the Guideline on Management of Computerized Systems (Japan) is relevant302. In
this guideline, a term “computerized system lifecycle” is a comprehensive flow throughout
development, validation, operational controls and retirement of computerized systems. In
order to determine activities to be conducted at stages of development, validation and
operation (referring to “4.3 Conducting System Assessment”), category of the software that
comprises the system should be determined in advance, depending upon the types of
software.
When developing a GCP relevant system a System Development Manual303 should be
created and maintained. The system development manual shall normally include: (A)
procedures of system development, (B) documents to be prepared during each step of
system development and the methods of maintaining these documents, (C) procedures for
evaluation and approval of each step of system development, and (D) procedures for
amending or repeal of the system development manual.
4.8.4.1

Legal environment for GCP compliance in data management

For GCP compliant data management, several regulations apply. They can be international,
or can apply to Europe or the US.

Region
EU

Law / regulation
•
•
•

EU Directive 2001/20/EC
EU Direktive 2005/28/EC
Eudralex Vol. 4, Annex 11
und Vol. 10

•
•

EMEA reflection paper on expectations for electronic
source documents used in clinical trials
ECRIN GCP-requirements

•

International

USA

Guidance

•

FDA 21 Part 11

Title

Good practice for computerized systems in regulated
GXP environments
• PIC/S Inspectors Guide
• Good Clinical Data Management Practice
• Good Automated Manufacturing Practice (GAMP)
• Guideline on Management of Computerized Systems
(Japan)
• FDA Guidance for Industry, Part 11
• FDA Guidance for Industry CSUCT

Description

302

Guideline on Management of Computerized Systems for Marketing Authorization Holders and Manufacturers
of Drugs and Quasi-drugs. PFSB/CND (Yakushoku-kanma) Notification No. 1021-11. October 21, 2010
(Tentative translation 2010)
303
Guideline on Control of Computerized Systems in Drug Manufacturing. Guideline by the Japanese Ministry
of Health. This guideline provides the guiding principles for the development and utilization of computer system
… in process control, production control, quality control, etc. which ensures the appropriate implementation of
Drug GMP and other regulations
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EU Directive 2001/20/EC:
Implementation of good clinical practice in the Directive 2001/20/EC establishes specific provisions
conduct of clinical trials on medicinal products for regarding conduct of clinical trials, including multi-centre
human use, 4 April 2004
trials, on human subjects involving medicinal products, in
particular to the implementation of good clinical practice
EU Directive 2005/28/EC
Principles and detailed guidelines for good clinical This Directive lays down the following provisions to be
practice as regards investigational medicinal applied to investigational medicinal products for human
products for human use, as well as the use: the principles of good clinical practice and detailed
requirements for authorisation of the manufacturing guidelines in line with those principles, as referred to in
or importation of such products, 8 April 2005
Directive 2001/20/EC, for the design, conduct and
reporting of clinical trials on human subjects involving such
products; the requirements for authorisation of the
manufacture or importation of such products and the
detailed guidelines, provided for in Directive 2001/20/EC,
on the documentation relating to clinical trials, archiving,
qualifications of inspectors and inspection procedures.

4.8.5 The ethical environment for GCP compliance in data management
There are international ethical guidelines concerning CDMS. These guidelines are still quite
abstract and there is a need for a clear standardised transnational attempt on finding
minimum standards on GCP for CDMS that are continuously evolving.
4.8.5.1

Requirements of the ICH GCP guidance concerning data management in clinical trial

For the ICH-GCP (ICH Topic E6 R1 Guideline for Good Clinical Practice304) Good Clinical
Practice (GCP) is a “standard for the design, conduct, performance, monitoring, auditing,
recording, analyses, and reporting of clinical trials that provides assurance that the data and
reported results are credible and accurate, and that the rights, integrity, and confidentiality of
trial subjects are protected”305. It prescribes several components and rules for a GCP
compliant data management such as:
•

Audit

A systematic and independent examination of trial related activities and documents to
determine whether the evaluated trial related activities were conducted, and the data were
recorded, analyzed and accurately reported according to the protocol, sponsor's standard

304

ICH Topic E6 R1 Guideline for Good Clinical Practice. NOTE FOR GUIDANCE ON GOOD CLINICAL
PRACTICE. CPMP/ICH/135/95. July 2002. Online:
http://www.emea.europa.eu/docs/en_GB/document_library/Scientific_guideline/2009/09/WC500002874.pdf
305
Ibid.
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operating procedures (SOPs), Good Clinical Practice (GCP), and the applicable regulatory
requirement(s).
•

Case Report Form (CRF)

A printed, optical, or electronic document designed to record all of the protocol required
information to be reported to the sponsor on each trial subject.
•

Essential Documents

Documents which individually and collectively permit evaluation of the conduct of a study and
the quality of the data produced (Essential Documents for the Conduct of a Clinical Trial are
listed in the ICH-GCP document).
•

IDMC and DSMB

Independent Data-Monitoring Committee (IDMC) and Data and Safety Monitoring Board,
Monitoring Committee, Data Monitoring Committee (DSMB) should be established. An
independent data-monitoring committee that may be established by the sponsor to assess at
intervals the progress of a clinical trial, the safety data, and the critical efficacy endpoints,
and to recommend to the sponsor whether to continue, modify, or stop a trial.
•

Investigators

Should maintain records that document adequately that the subjects were provided the
doses specified by the protocol and reconcile all investigational product(s) received from the
sponsor.
•

Source Data

Source data covers all information in original records and certified copies of original records
of clinical findings, observations, or other activities in a clinical trial necessary for the
reconstruction and evaluation of the trial. Source data are contained in source documents
(original records or certified copies).
•

Subject Identification Code

A unique identifier assigned by the investigator to each trial subject to protect the subject's
identity and used in lieu of the subject's name when the investigator reports adverse events
and/or other trial related data.
•

CRFs and data collection by investigators

The investigator should ensure the accuracy, completeness, legibility, and timeliness of the
data reported to the sponsor in the CRFs and in all required reports. Data reported on the
CRF, that are derived from source documents, should be consistent with the source
documents or the discrepancies should be explained. Any change or correction to a CRF
should be dated, initialled, and explained (if necessary) and should not obscure the original
entry (i.e. an audit trail should be maintained); this applies to both written and electronic
changes or corrections.
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•

Sponsor responsibilities

The sponsor is responsible for implementing and maintaining quality assurance and quality
control systems with written SOPs to ensure that trials are conducted and data are
generated, documented (recorded), and reported in compliance with the protocol, GCP, and
the applicable regulatory requirement(s). The sponsor is responsible for securing agreement
from all involved parties to ensure direct access to all trial related sites, source data /
documents, and reports for the purpose of monitoring and auditing by the sponsor, and
inspection by domestic and foreign regulatory authorities.
The sponsor should utilize appropriately qualified individuals to supervise the overall conduct
of the trial, to handle the data, to verify the data, to conduct the statistical analyses, and to
prepare the trial reports. The sponsor may consider establishing an independent datamonitoring committee (IDMC) to assess the progress of a clinical trial, including the safety
data and the critical efficacy endpoints at intervals, and to recommend to the sponsor
whether to continue, modify, or stop a trial. The IDMC should have written operating
procedures and maintain written records of all its meetings.
•

Quality control

Quality control should be applied to each stage of data handling to ensure that all data are
reliable and have been processed correctly.
•

Trial Management, Data Handling, and Record Keeping

When using electronic trial data handling and/or remote electronic trial data systems, the
sponsor should306:

•

•

Ensure and document that the electronic data processing system(s) conforms
to the sponsor’s established requirements for completeness, accuracy,
reliability, and consistent intended performance (i.e. validation)

•

Maintains SOPs for using these systems

•

Ensure that the systems are designed to permit data changes in such a way
that the data changes are documented and that there is no deletion of entered
data (i.e. maintain an audit trail, data trail, edit trail)

•

Maintain a security system that prevents unauthorized access to the data

•

Maintain a list of the individuals who are authorized to make data changes

•

Maintain adequate backup of the data

•

Safeguard the blinding, if any (e.g. maintain the blinding during data entry and
processing)

Data transformation

If data are transformed during processing, it should always be possible to compare the
original data and observations with the processed data.
306

ibid
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•

Subject identification code

The sponsor should use an unambiguous subject identification code that allows identification
of all the data reported for each subject.
•

Retention of sponsor-specific essential documents

The sponsor should retain all sponsor-specific essential documents in conformance with the
applicable regulatory requirements of the countries where the product is approved, and/or
where the sponsor intends to apply for approval(s). If the sponsor discontinues the clinical
development of an investigational product (i.e. for any or all indications, routes of
administration, or dosage forms), the sponsor should maintain all sponsor-specific essential
documents for at least 2 years after formal discontinuation or in conformance with the
applicable regulatory requirement(s).
The sponsor specific essential documents should be retained until at least 2 years after the
last approval of a marketing application in an ICH region and until there are no pending or
contemplated marketing applications in an ICH region or at least 2 years have elapsed since
the formal discontinuation of clinical development of the investigational product. These
documents should be retained for a longer period however if required by the applicable
regulatory requirement(s) or if needed by the sponsor.
•

Transfer of data ownership

Any transfer of ownership of the data should be reported to the appropriate authority(ies), as
required by the applicable regulatory requirement(s).
•

Investigator's/institution's agreement

The sponsor should obtain the investigator's / institution's agreement: to conduct the trial in
compliance with GCP, with the applicable regulatory requirement(s) and with the protocol
agreed to by the sponsor and given approval/favourable opinion by the IRB/IEC
4.8.5.2

Compliance with EudraLex Annex 11 Guideline307

This guideline concerns computerised systems used in a regulated environment. In January
2011, the European Commission published a new version of Annex 11 (Computerised
Systems), which is in effect as of June 30, 2011. The most important requirements are:
•

Risk management

•

validation and data integrity controls

•

Quality system and audit information relating to developers of software

•

Validation documentation and reports (life cycle)

•

Validation documentation should include change control records

307

EudraLex: The Rules Governing Medicinal Products in the European Union, Volume 4 Good Manufacturing
Practice, Medicinal Products for Human and Veterinary Use. Annex 11: Computerised Systems.
SANCO/C8/AM/sl/ares(2010)1064599. Brussels 2011.
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•

System description detailing the physical and logical arrangements, data flows and
interfaces

•

User Requirements Specifications

•

System has been developed in accordance with an appropriate quality management
system

•

Test methods and test scenarios.

•

Computerised systems exchanging data electronically with other systems should include
appropriate built-in checks

•

Data should be secured by both physical and electronic means against damage.

•

Regular back-ups of all relevant data should be done

•

Any changes to a computerised system including system configurations should only be
made in a controlled manner

•

Physical and/or logical controls should be in place to restrict access to computerised
system to authorised persons

•

Management systems for data and for documents should be designed to record the
identity of operators entering, changing, confirming or deleting data including date and
time.

•

Electronic records may be signed electronically

4.8.5.3

Compliance with FDA Guideline for computerised systems

The FDA Guideline for computerised systems308 contains many requirements that are
mentioned in the EU Guideline Annex 11, and amend the requirements of 21 CRF Part 11.
The principles outlined in this guidance should be used for computerized systems that
contain any data that are used in clinical trials and are included in marketing application,
including data from computerized laboratory information systems of tests conducted during a
clinical trial.
•

The computerized systems should be designed:
•
•

to satisfy the processes assigned to these systems for use in the specific
study protocol (e.g., record data in metric units, blind the study)
to prevent errors in data creation, modification, maintenance, archiving,
retrieval, or transmission (e.g., inadvertently unblinding a study)

•

Specific procedures and controls when using computerized systems to create, modify,
maintain, or transmit electronic records

•

When original observations are entered directly into a computerized system, the
electronic record is the source document

•

When source data are transmitted from one system to another or entered directly into a
remote computerized system, a copy of the data should be maintained at another
location, typically at the clinical site but possibly at some other designated site

•

Access must be limited to authorized individuals

•

Individuals should work only under their own password or other access key

308

FDA: Guidance for Industry Computerized Systems Used in Clinical Investigations. May 2007.
http://www.fda.gov/OHRMS/DOCKETS/98fr/04d-0440-gdl0002.pdf.
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•

It is important to keep track of all changes made to information in the electronic records
(audit trails)

•

Audit trails or other security methods used to capture electronic record activities should
describe when, by whom, and the reason changes were made to the electronic record.

•

The integrity of the data and the integrity of the protocols should be maintained

•

The effects of any changes to the system should be evaluated and some should be
validated depending on risk.

Following recommended Standard operating procedures (SOPs) and documentation
pertinent to the use of a computerized system should be made available for use by
appropriate study personnel at the clinical site or remotely and for inspection by FDA:
•

System setup/installation (including the description and specific use of software,
hardware, and physical environment and the relationship)

•

System operating manual

•

Validation and functionality testing

•

Data collection and handling (including data archiving, audit trails, and risk assessment)

•

System maintenance (including system decommissioning)

•

System security measures

•

Change control

•

Data backup, recovery, and contingency plans

•

Alternative recording methods (in the case of system unavailability)

•

Computer user training

•

Roles and responsibilities of sponsors, clinical sites and other parties with respect to the
use of computerized systems in the clinical trials

Maintaining compliance with GCP guidelines requires constant diligence because of the
dynamic atmosphere in which trials are conducted. Rather than considering this a burden,
researchers and their teams can use compliance with GCP as a tool, a guide to the right
thing to do. Emphasize is on the necessity to document each and every action within a trial,
down to a daily diary of notes the PI would sign. “Documentation will allow a person to come
in and independently follow the process of the trial, note any deviations from protocol and
also the steps that the site took to remedy the situation.”
4.8.5.4

Compliance with the GAMP® Guideline

The new Good Automated Manufacturing Practice (GAMP)® version 5 was released in 2008.
It has expanded from this role to become a major guidance for computerized system
validation. The new version of GAMP®309 appears to contain a far more flexible approach to
309

McDowall R D.: Version 5 of Good Automated Manufacturing Practice (GAMP) Released to Public.
Scientific Computing. Online: http://scientificcomputing.com/Version-5-of-Good-Automated-ManufacturingPractice-GAMP-Released-to-Public.aspx#.
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the V model of computerized system validation than in older versions each of the software
categories 3, 4 and 5 systems now have their own lifecycle models and required
documentation. It has changed to a number of different adapted V models dependent upon
whether the software is validated as a category 3, 4, 4/5, or 5 systems. This provides a
degree of flexibility that was lacking in the earlier versions.
The five categories of software of the old GAMP have been reduced to four in the latest
version. The category that has gone missing is Category 2 (firmware). Therefore, laboratory
systems containing firmware (e.g. balances, pH meters) should be classified under GAMP 4.
In addition, software of category 1 has undergone a major change from operating systems to
infrastructure software. This infrastructure software can be established or commercially
available layered software: software in this category still includes the software of operating
systems, though it in addition covers databases, middleware, statistical tools.
Software of the category 3 software has been renamed non-configured product. In principle
one can have the same software in category 3 or 4 depending on whether the default
settings are used or the application is specifically configured and adapted.
4.8.5.5

Compliance with the ECRIN GCP Standard

The ECRIN "Working Group on Data Centres" of the European Clinical Research
Infrastructures Network (ECRIN) has developed a standard specifying the requirements for
high quality GCP compliant data management in multinational clinical trials310.
This developed standard includes 115 IT requirements, 107 DM requirements (Fig. 13) and
13 other requirements. Sections IT01 to IT05 deal with the basic IT infrastructure, while IT06
and IT07 cover validation and local software development. IT08 to IT015 are concerned with
the aspects of IT systems that directly support clinical trial management. Sections DM01 to
DM03 cover the implementation of a specific clinical data management application, covering
for example the design of eCRF for a specific trial. DM04 to DM12 address data
management of trials across the unit. Section IN01 is dedicated to international aspects and
ST01 to the competence of a trials unit's staff, including training. The standard is intended to
provide an open and widely used set of requirements for GCP compliant data management,
particularly for academic trial units. ECRIN has used these requirements as the basis for the
certification of ECRIN data centres. A survey of ECRIN data centres311 that conducted
clinical trials resulted in 20 different commercial CDMS products, 7 Open Source solutions in
addition to 17/18 proprietary systems in use. The most widely employed CDMS products are
MACRO™ and Capture System™, followed by solutions that are used in at least 3 centres:
eResearch Network™, CleanWeb™, GCP Base™ and SAS™. Although quality
management systems for data management are in place in most centres units, there exist
some deficits in the area of system validation
Clinical data management centres vary considerably in their size, in the available resources
and in the extent of quality management. Some centres may have reached more complete
levels of GCP compliance than others. The standard has to consider what the majority of
ECRIN partners or trial units independent from ECRIN can realistically achieve with their
available resources to provide data management. This will be a point of importance for pmedicine, too. For instance, system validation ensures GCP-compliance of computer
systems, but may require considerable resources. Especially for the complex infrastructure of
310

Ohmann C, Kuchinke W, Canham S, et.al: Standard requirements for GCP-compliant data management in
multinational clinical trials. Trials 2011, 12:85. Online available: http://www.trialsjournal.com/content/12/1/85.
311
Kuchinke W, Ohmann C, Yang Q, et.al.: Heterogeneity prevails: the state of clinical trial data management in
Europe - results of a survey of ECRIN centres. Trials 2010, 11:79. http://www.trialsjournal.com/content/11/1/79.
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that p-medicine aims for, components that require GCP validation must be determined and a
risk based approach for system validation should be used to save resources. Academic units
do not, in general, have the resources available that can be found in pharma industry to
conduct or outsource a complete validation for every system component, including vendor /
developer audit. Accordingly, the ECRIN standard does not lay down conditions for the best
possible IT infrastructure, but instead tries to define minimum requirements and best
practice. In this way, the basic requirements for a data centre to achieve compliance (min)
are distinguished from the additional best practices (bp) to allow for flexibility so that centres
can develop their resources and improve their operations. Best practices are often worthy of
implementation, and may over time become minimal requirements.

•
•
•
•
•
•
•
•
•
•
•
•

DM 01: Trial Applications - Design and
Development
DM 02: Trial Applications - Validation
DM 03: Trial Applications - Change
management
DM 04: Treatment Allocation and (Un)Blinding
Management
DM 05: Site Management, Training & Support
DM 06: Data Entry and Processing
DM 07: Data Quality Checks
DM 08: Query Management
DM 09: Data Coding and Standards
DM 10: Safety Data Management Application
DM 11: Pre-Analysis Data Management
DM 12: Managing (physical) Archives

Fig. 13: the main groups of requirements for the data management part of the ECRIN standard

Example requirements:
Example requirements312 that concern the data collection process supported by data
management software are listed in shortened form:
Clinical data management application - Design and Development (DM 01)
•
•
•
•
•

SOPs covering the development lifecycle of the clinical data management application
and the CRF
Process of CRF design is documented, reviewed, including version management
Requirements specification for the CRF
CRF functional specifications exist identifying each data item on each CRF
The usability of eCRFs is evaluated and assessed

Clinical data management application – Validation (DM 02)
•
•
312

SOPs and policies for clinical data management application and validation
Trial-specific test plan, covering scope of tests, pass/fail criteria, etc.

Ibid.
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•
•
•

Testing with sample data against functional specifications
Validation Report
CRF Approval: approval of the CRF is signed off by key persons

Data Entry and Processing (DM 06)
•
•
•
•
•
•

SOPs and policies for data entry and corrections
Restriction of data access
Data security
System security: system security and access control is ensured
Data Confidentiality: the blinding of information submitted to the data centre
Audit Trail: all transactions to the trial database (insert, update, delete) have a
complete audit trail

Query Management (DM 08)
•
•
•
•
•

SOPs and policies are available covering query format, generation, timelines, etc.
Query resolution: procedure for resolving of queries
Query creation and tracking
Responses to Queries
Actions in Response to Queries

Safety Data Management application (DM 10)
•
•
•

4.8.5.6

Safety data management: logging of all forms, faxes and correspondence involved
Expedited reporting: support of expedited reporting to authorities
Routine reporting: support of routine reporting to all relevant authorities when
required (e.g. annual line listings)
Overview of the guidelines and proposals on common standards

Title

Description

FDA CFR 21, Part 11
Electronic Records, Electronic The regulation defines criteria for electronic records, electronic signatures, and
Signatures Final Rule (21 CFR handwritten signatures to electronic records to be trustworthy, reliable, and
Part 11, 20-Mar-1997)
generally equivalent to paper records and handwritten signatures executed on
paper.

FDA Guidance for Industry. Part 11
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Electronic Records; Electronic This guidance is intended to describe the Food and Drug Adminsitration‘s
Signatures - Scope and (FDA‘s) current thinking regarding the scope and application of part 11 of Title
Application (August 2003)
21 of the Code of Federal Regulations; Electronic Records; Electronic
Signatures (21 CFR Part 11). This document provides guidance to persons
who, in fulfillment of a requirement in a statute or another part of FDA's
regulations to maintain records or submit information to FDA have chosen to
maintain the records or submit designated information electronically and, as a
result, have become subject to part 11
FDA CSUCI
FDA Guidance for Industry - The principles outlined in this guidance should be used for computerized
Computerized Systems Used in systems that contain any data that are relied on by an applicant in support of a
Clinical Investigations (May marketing application, including computerized laboratory information
2007)
management systems that capture analytical results of tests conducted during
a clinical trial. For example, the recommendations in this guidance would apply
to computerized systems that create source documents (electronic records)
such as case histories. This guidance also applies to recorded source data
transmitted from automated instruments directly to a computerized system
(e.g., data from a chemistry auto analyser to a laboratory information system).
This guidance also applies when source documentation is created in hardcopy
and later entered into a computerized system, recorded by direct entry into a
computerized system, or automatically recorded by a computerized system
(e.g., an ECG reading).

Title

Description

PIC/S Guidance
Good
practices
for The PIC/S Guide to Good Manufacturing Practices is the basis for GMP
computerized systems in Inspections. The purpose of this document is to provide recommendations and
regulated GXP environments, background information concerning computerised systems that will be of
2007313
assistance to inspectors for training purposes and during the inspection of
computerized systems.
GAMP
Good
automated GAMP is the most widely used, internationally accepted, guideline for validation
Manufacturing
Practice, of computer systems. The GAMP Guide is produced by ISPE and the GAMP
version 5, 2008, ISPE314
Forum.
GAMP helps with the interpretation of regulatory requirements and offers a
comprehensive system life cycle based approach. The procedural method
313

PIC/S Secretariat (Ed.): PIC/S GUIDANCE: GOOD PRACTICES FOR COMPUTERISED SYSTEMS IN
REGULATED “GXP” ENVIRONMENTS. September 2007.
314
GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems (Fifth Edition). ISPE.
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suggested by GAMP includes and is compatible with:
•

ISO 9000

•

Quality standards of IEEE

•

Capability Maturity Model Integration (CMMI)

•

Software process models, ISO 12207

•

Software development methods

•

IT Infrastructure library

•

ICH Q9 (quality risk management)

ISO 27001
Information technology , ISO/IEC 27001 specifies a management system for information security under
Security
techniques, explicit management control. Organizations that claim to have adopted ISO/IEC
Information
security 27001 can be audited and certified against the requirements defined by this
management systems
standard. It requires:
•

Examination of the organization's information security risks

•

Implementation of a coherent and comprehensive suite of information
security controls and/or other forms of risk treatment

•

Adoption of an overarching management process for the information
security controls

4.8.6 Legal issues arising by deep integration of tools for clinical trials
p-medicine tools and services like ObTiMA, Data Mining tools, biobank access, data
warehouse, and Oncosimulator, etc. will all be accessible through the portal. Thus we have
not to deal with isolated applications, but with an integrated solution. In addition, the portal
manages user roles and rights for accessing these tools and services. After the user has
logged into the portal to use a specific tool, the credentials will be forwarded to this particular
tool. The user will only be able to access data and to perform actions in the portal according
to the user's assigned roles and rights for the particular resource. Technically, the integration
with the p-medicine identity provider is achieved with Liferay acting as a p-medicine identity
consumer. The p-medicine tools and services are provided as portlets (web applications).
Additional tools like Web services, REST, etc can be integrated into the portal, when they
have been semantically annotated and registered with the tools repository. The demands for
data privacy and data protection are considerably increased in highly integrated solutions.
The access to p-medicine tools, using identity management and sophisticated role concepts
as well as the data flow may become quite complicated in integrated p-medicine tools. The
availability of interfaces to Patient Empowerment, hospital information systems, data
warehouses, etc. may turn p-medicine tools into an open system. Nonetheless, the same
guidelines apply for simple systems and highly integrated systems used in clinical trials.
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21 CFR Part 11315 applies to records in electronic form that are created, modified,
maintained, archived, retrieved, or transmitted, under any records requirements set forth in
FDA’s regulations (see Del 9.1 chapter 3.1.8). There are three main areas of 21 CFR Part 11
compliance:
•

Necessity of SOPs: SOPs are needed for data backup, data security, computer
system validation, and other aspects of computer systems that electronic records

•

System features: Part 11 standard features should be implemented to ensure that the
computer system is secure, equipped with an audit trail and ensures the integrity of
electronic signatures

•

Computer System Validation: before being used in a clinical trial every computer
system must have been validated. Validation must follow the data centres SOPs.

Part 11 distinguishes between open and closed systems for clinical trials support. A Closed
System means an environment in which system access is controlled by persons who are
responsible for the content of electronic records. In contrast, an Open System means an
environment in which system access is not controlled by persons who are responsible for the
content of electronic records that are on the system. In general, in clinical trials closed
systems are used: the investigator, who is the person solely responsible for the content of
electronic record (eCRF) has access to the CDMS by a specific password. According to Part
11 controls for closed systems use must be available at the site. Persons who use closed
systems to create, modify, maintain, or transmit electronic records shall employ procedures
and controls designed to ensure the authenticity, integrity, and, the confidentiality of
electronic records316. Such procedures and controls shall include:
•

Validation of systems to ensure accuracy, reliability, consistent
performance, and the ability to discern invalid or altered records

•

The ability to generate accurate and complete copies of records in both human
readable and electronic form

•

Protection of records to enable their accurate and ready retrieval

•

Limiting system access to authorized individuals.

•

Use of secure, computer-generated, time-stamped audit trails to independently record
the date and time of operator entries and actions that create, modify, or delete
electronic records

•

Use of operational system checks

•

Use of authority checks to ensure that only authorized individuals can use the
system, and electronically sign a record, etc.

•

Use of device checks to determine, the validity of the source of data input

intended

316

Definitions are provided by http://www.fda.com/forum (21 CFR Part 11: Closed and Open system): Open
systems have general public access (with limited constraints or accountability). Closed systems have limited
access; access is restricted to staff and certain personnel who have approved procedures for access.
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•

Persons who develop, maintain, or use electronic record/electronic signature systems
should have the education, training, and experience to perform their tasks

•

Establishment of, and adherence to, written policies that hold individuals accountable
and responsible for actions

•

Use of appropriate controls over systems documentation, including:
•

Adequate controls over the distribution of, access to, and use of
documentation for system operation and maintenance

•

Revision and change control procedures to maintain an audit trail that
documents time-sequenced development and modification of systems
documentation

Because the p-medicine portal will provide an identity management system to ensure secure
access to the different tools according to defined roles, one can assume that p-medicine
tools are closed systems. For both kinds of systems, open and closed systems, the system
validation process follows the same pattern, but it is the depth and extent of the activities that
is different, because the risk and the intended use of the system are different. It is a safe
prediction that system validation of p-medicine tools for GCP compliance will become a
major challenge. The complexity of the system in addition to the deep integration of tools will
necessitate a comprehensive and risk-based system validation approach.
The highly complex and deeply integrated p-medicine application requires advanced data
protection and GCP compliance validation efforts. Many interfaces exist where data are
exchanged, and many different kinds of persons (patients, researchers, investigators,
monitors,…) will have access to the system’s data. Only using adequate risk management,
data integrity controls, and employing a quality system will allow bringing the system into
GCP compliance. At several interfaces personal data will be employed. This requires
increased demands on the data security framework and the integrated identity management.
In addition, tools involved in some kind of diagnostic function have in addition to GCP
compliance be evaluated according to medical device laws. In this case, software may fall
under the medical device law and strengthened demands are required for the development
of such solution. It defines risk management-driven lifecycle requirements for medical device
software. The EU Directives defines rules for medical devices with an annex containing
essential requirements and the CE certification procedures. Software that is a medical device
but is not CE-marked can only be used inside an approved clinical trial setting. Development
of software as a medical device requires that certain documentation during the software
development process is provided together with requirements specifications. These are
regulated documents, with author and reviewer, signatures and version control.

4.8.7 Issues caused by software that falls under the medical device law
The problem that software developed in p-medicine might be subject to the medical device
law, because it is used for diagnostic and/or therapeutic purposes, was mentioned (Del. 9.1
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chapter 9.1.5). According to EU Directive 2007/47/EC317 the term “medical device” means
any instrument, apparatus, appliance, software, material or other article, whether used alone
or in combination, together with any accessories including the software intended by its
manufacturer to be used specifically for diagnostic and/or therapeutic purposes.
Furthermore, software in its own right, when specifically intended by the manufacturer to be
used for one or more of the medical purposes set out in the definition of a medical device, is
a medical device. Software for general purposes when used in a healthcare setting is not a
medical device. As a consequence318, software has to be treated as medical device if:
•

Software is used for diagnosis, monitoring and/or treatment

•

The purpose is to control or influence the functioning of a medical device within
the meaning of the European Directives

•

Software is used for the analysis of patient data generated by a medical device

•

Software is designed to be used for, or by, patients in the diagnosis or treatment
of a physical disease or mental health condition

Software not covered by the Medical Device Directives is used for example for administrative
purposes such as in the handling of patient invoice data, or for educational purposes such as
training. As an example, a PACS (Picture Archiving and Communication Systems) may not
fall within the definition of a medical device if only intended for archiving and storage of data
(without manipulation). In case the PACS is used for viewing, archiving and transmitting
images, it is generally classified as Class I medical devices. PACS with post-processing of
images for diagnosis (image processing functions, quantitative functions, image enhancing)
has been classified under Class IIa or IIb. A Software solution used for the planning of
cancer treatment doses and to control parameters of a cancer treatment, the software has to
be considered as medical device. Software used to measure and calculate the anatomical
sites of the body to facilitate the irradiation of surgical intervention also is a medical device319.
An important new standard is EN 62304 (Medical device software, software lifecycle
processes)320. It defines risk management-driven lifecycle requirements for medical device
software, both embedded and stand-alone. The EU Directives provide a body of rules with an
annex containing essential requirements and CE certification procedures with a reference to
international standards. Software that is a medical device but is not CE-marked can only be
used inside an approved clinical trial setting. Development of software as a medical device
requires that documentation is written along with the development of the software and that a
requirements specification document exists. Each document in the project will belong to a
work task, has to have an author and will be reviewed by a team member who is a
stakeholder in the work. In general, reviewers cannot be part of the team who is working on
the Task that produced the document. All documents need to have version control.
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DIRECTIVE 2007/47/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 5 September
2007. Official Journal of the European Union L 247/21. 2007.
318
Klümper M and Vollebregt E: Navigating the New EU Rules for Medical Device Software. RAJ Devices,
Mar/Apr 2009, 83-88 (2009)
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Klümper M and Vollebregt E: Regulation of software for medical devices in Europe. J Med Device
Regulation, 7 (2), 5-13 (2010).
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IEC 62304:2006. Medical device software -- Software life cycle processes. http://www.iso.org.
D5.5 – Report on legal and ethical issues for p-medicine tools used for international GCP trials Page 125 of 141

– Grant Agreement no. 270089

In the US, Sec 820.181 Device Master Record and Sec 820.184 Device History Record
require the creation of special device records. The document calls for the creation of Device
Master Records (DMRs) and Device History Records (DHRs). When treating software as a
device, a DMR would be equivalent to a requirements specification document. Even if it is
not the aim of the p-medicine project to develop commercial software, tools and services
should be commercially exploitable. This means that based on the results of the p-medicine
project, commercial software companies should be able to develop and provide software
fulfilling all regulatory requirements, including the medical device law. For the p-medicine
project it is, however, important to specify, which software tools falls under the medical
device law and which tool is used in which clinical trial specified under WP9.
The FDA Guidance321 for computerized systems provides to sponsors, contract research
organizations (CROs), data management centres, clinical investigators, and institutional
review boards (IRBs), recommendations regarding the use of computerized systems in
clinical investigations. The computerized system applies to records in electronic form that are
used to create, modify, maintain, archive, retrieve, or transmit clinical data required to be
maintained, or submitted to the FDA. Because the source data are necessary for the
reconstruction and evaluation of the study to determine the safety and effectiveness of new
drugs, and medical devices, this guidance is intended to assist in ensuring confidence in the
reliability, quality, and integrity of electronic source data and source documentation (i.e.,
electronic records). The guidance supplements the guidance for industry on Part 11,
Electronic Records; Electronic Signatures
The relevance of the EU Medical Device Directive on the tools developed within p-medicine
should be specified for DoctorEye (within p-medicine DoctorEye will be used in GCP
compliant clinical trials (see WT 9.3)). Although, the Oncosimulator, the clinical decision
support tools and other tools are used for diagnostic and/or therapeutic purposes, it is
planned that only DrEye will be used in clinical trials. It has to be worked out whether DrEye
is used for validation on retrospective data or used prospectively with relevance for diagnosis
and treatment of the patient. In the latter case, rules and regulations on medical devices
have to be applied:
•

Medical device regulations have been covered in Del 9.1 (chapter 4):

•

EN ISO 14155:2011 "Clinical investigation of medical devices for human subjects Good clinical practice"

•

EU Directive 2007/47/EG

•

CFR regulations concerning medical devices (US)

ISO 14155:2011 addresses good clinical practice for the design, conduct, recording and
reporting of clinical investigations carried out in human subjects to assess the safety or
performance of medical devices for regulatory purposes. The principles set forth in ISO
14155:2011 also apply to all other clinical investigations and should be followed as far as
possible, depending on the nature of the clinical investigation and the requirements of
national regulations. Because it address GCP, ISO 14155:2011 lists requirements intended
to protect the rights, safety and well-being of human subjects, ensure the scientific conduct of
321

FDA Guidance for Industry. Computerized Systems Used in Clinical Investigations (May 2007). Online:
http://www.fda.gov/OHRMS/DOCKETS/98fr/04d-0440-gdl0002.pdf.
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the clinical investigation and the credibility of the results, define the responsibilities of the
sponsor and principal investigator, and assist sponsors, investigators, ethics committees,
regulatory authorities and other bodies involved in the conformity assessment of medical
devices.
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5 Discussion and Consequences
As indicated in the preceding sections of this report, the regulatory environment for clinical
trials has resulted in a multitude of laws, legal ordinance, guidelines, advises, and best
practices to control and enable clinical trials and at the same time protect its participants. But
ethics and regulations are two sides of the same coin. Thus, in the ICH GCP guideline, both
aspects are highlighted: the protection of the safety of patients and security of clinical trial
quality. Though, all clinical trial related tasks are ultimately under the responsibility of either
the sponsor or the investigator, the provision and maintenance of a CDMS and other tools
may be done by an external software provider. This construction may be the case with the
employment of p-medicine tools for clinical trials in ECRIN. In this case, p-medicine tools
would not be installed at an ECRIN data centre, but by an independent unit: for example by
STaRC (Study Trial and Research Centre)322 and provided as ASP323 for ECRIN trials. Using
this model, system validation of the software solution would not take place at the ECRIN data
centre, but at the ASP location. Nonetheless, eSource data and documents have to be
stored at each clinical trial site. Involvement of a third party requires that great care should be
taken to the relative distribution of tasks and responsibilities using SLAs324 or other contracts.
It is a GCP requirement that the responsibilities in the context of each clinical trial must be
clearly defined and carefully documented, in the protocol, procedures, contracts or
agreements and other documents. Nonetheless, the same regulations and guidelines apply
for the implementation of software at an ECRIN data centre or at an ASP provider site.
As indicated in the above sections, p-medicine tools are used mainly in connection with
clinical data management purposes and the use of these tools in the conduct of clinical trials
evokes no direct serious risk of injury to the trial participants. However, it is a common
requirement to ensure that good clinical practices are maintained in the course of the trial.
Nonetheless, because of the interoperability of different p-medicine tools and their
employment in clinical trials with children, critically ill patients, and for advanced therapies,
ethical requirements beam into the use of p-medicine tools in clinical trials. To assess the
relevance of these ethical issues, ethical concepts discussed previously were correlated to
each others and to p-medicine tools (Patient Empowerment tool and Portal), the p-medicine
Data protection framework (including contracts and agreements) and personalised clinical
trials.
To organise the identified ethical aspects that have been discussed in this document, ethical
requirements cluster were developed (Fig. 15). Five clusters were assigned: informed
consent, vulnerable populations, IRB/Ethics Committee, data privacy, and investigator. For pmedicine the requirements two of these clusters: Informed Consent (patient decision, fine
grained IC, IC for biosamples, IC and life threatening disease, vulnerable populations) and
data privacy (complex tool integration, complex data flow, personal data, genetic data,
system validation) were discussed in detail. The patient empowerment tool connects
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http://eu-starc.eu/ Starc is a service centre to exploit new results in clinical and basic research in combination
with today's possibilities in information technology to enable a new generation of clinical studies which will
pave the way for personalized medicine
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A company provides computer-based services to customers over a network. Software offered using an ASP
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requirements for IC with the ones for vulnerable populations; p-medicine contracts /
agreements connect requirements for personal data with investigator related requirements.

Figure 15: Summary of the ethical issues in p-medicine. Five requirements cluster (informed
consent, vulnerable populations, IRB/Ethics Committee, data privacy, investigator) were
assembled and their relation to p-medicine tools/frameworks (dark squares) indicated.
Requirements cluster are indicated as blue circles.

The diagram depicts that for p-medicine trials the main relationships with ethical concern are
between the patient (informed consent, vulnerable populations, paediatric trials, serious
diseases) the IRB/Ethics Committees (AE reporting, risk for patient, inspections), the data
protection framework (data privacy, data monitoring) and the investigator (financial
relationship, data falsification, quality). A central role will be played by the Patient
Empowerment tool in enabling patient autonomy and enriching personalised medicine trials
and by the Data Protection Framework in ensuring data privacy and confidentiality. Our
analysis indicates that the Patient Empowerment and Portal tools may also play a role in
Adverse Event reporting, maintaining relationships with IRB/EC, Quality of Life recording and
in special support of vulnerable populations and trial participants with serious diseases. On
the other hand, the data protection framework may also be used to prevent data falsification
and financial conflicts of interest by the investigators. It appears that the p-medicine platform
offers many novel possibilities for interoperability and sharing in clinical trials that may be
expandable.
The first consideration is to ensure that the tools that have been completely developed and
tested are validated for use in a medical environment and are GCP compliant. This implies
that using the tool is safe for the patient. One of such tools that was produced and tested in
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the ACGT project is ObTiMA. ObTiMA was developed to be GCP conformant and to provide
the basis for certification of ObTiMA to be used in GCP trials325. Nonetheless, ObTiMA has to
undergo system validation at the site of implementation and the site of use. For the
development of p-medicine tools, the guidelines mentioned above will be taken into
consideration already during the design of the tools (validation simulation).
A second consideration is the requirement that all capture of patient data with p-medicine
tools has to be accurate, reliable and correct.326 Thus, the use of these tools should ensure
accurate input data as well as their quality analysis. Where p-medicine tools are not used
correctly, their results may be inaccurate and pose a risk for the patient. The entry of
inaccurate data may occur because of typographical or logical errors. The system should
provide validating functions to avoid errors and point the investigator’s attention to such
noticeable problems. The principle of accuracy also applies to biomedical imaging such as
brightness and contrast adjustments.327 The CDMS should also provide a logging tool which
tracks any changes to the data (audit trail). The original data entry should not be obscured
and an audit trail has to be generated.328
Another key aspect that has to be considered is the privacy of the participants.329 Their data
has to be kept confidential at all stages and only processed by authorised parties.330 To
ensure the security of the data, there have to be secure measures for preventing
unauthorized access such as anti-intrusion tools and data encryption.331 Pseudonymization
enlarges the security since the unauthorised accessing party will need the pseudonymization
key to assign the data to a certain trial subject. A related aspect to consider is the safety of
the data against any hardware and software damage. Periodic remote back up and hardware
redundancy are good examples of how to ensure the availability of data used in clinical
trials.332
A further consideration in the use of the p-medicine portal is the security of the portal so that
unauthorised person do not have access to the portal, especially where the portal is
accessed over a network such as the Internet. The security of the network will be considered
and necessary measures taken to fortify it, depending on the risks represented by the
processing and the nature of the data.333 One may also consider the psychological issue
where a trial participant accesses data from the portal and is not comfortable with the result.
For example diagnostic imaging may reveal diseases that were not under investigation and
for which there is no available cure. Patients may not want to know that they (will) suffer from
an incurable disease. So the question arises if the design of imaging technologies should
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enable selective images of the patient’s body.334 Controversial is also the issue of brain
imaging, which can reveal a person’s mental state or plans for action.335 Thus, the use of the
portal will have to be adequately regulated. A more detailed analysis of the biobank access
and patient empowerment tools will be in undertaken in p-medicine deliverable 5.3 and 5.4.
With the p-medicine portal that provides many incorporated functions for data and sample
management, imaging and Patient Empowerment a new level of integration is reached, but
also a new level of ethical concern. A patient participating in a trial and using Patient
Empowerment might have access to unfavourable information, negative diagnosis, etc. and
may become hereon emotionally stressed, and unable to derive at a decision. Our legal and
ethical analysis showed that two areas need special consideration in p-medicine: informed
consent and data privacy protection. The Patient Empowerment tool will give the patient
access to his data and provide informed consent management, enabling the patient to build
his own consent and decide in a detailed way to what use of his data and samples he
consents. Though, this is in line with efforts to give patients more autonomy, it may
overstress the patient. From the ethical point of view, sufficient guidance, special help for
users from vulnerable populations, special help/guidance for patients with life threatening
disease should be provided when using the tool. The system should check all steps and
information provided for correctness, so that the display of wrong information, e.g. a fatal
diagnosis, is prevented. In addition, access to life threatening information or negative
prognoses to the patient should be done in a sensitive way. An important point is that the
patient has the right to “not-to know”. The Patient Empowerment tool should consider this
option and provide a corresponding user interface.
In general, most legal frameworks regard the wish of the patient to control his data but
appraise his will to share his data for future research in a disproportionately restrictive way.
The concept of the common good is already part of European health care systems and the
attitude of most patients to allow for the sharing of their data for research purposes is quite
positive336. But public acceptability regarding the use of medical data for research purposes
cannot simply be assumed and further work is required to determine how widespread such
views are. Public consensus is required to balance the citizen's right to privacy and the
responsibility of society to protect its public health.337 Nonetheless, even concerning the
sharing of their genetic data, many patients believe that making de-identified study data
available to the research community for non-profit purposes is a social good that should be
pursued. Privacy and confidentiality concerns are common, although they often not preclude
participation. 338 In consequence, the Empowerment Tool should not unnecessarily interfere
with the patient’s will to share his de-identified data for research purposes.
Regarding the complex p-medicine application platform two areas of ethical and legal issues
need some explanation:
334
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•
Legal issues arising by deep integration of tools for clinical trials, a single point of
access and the use of electronic source data (portal, identifiability, personal data,
malevolence, data security, eSource)
•
Software that may fall under the medical device law (p-medicine tools used for
diagnostic and / or therapeutic purposes)
In the p-medicine framework at several points during the conduct of a clinical trial personal
patient data is involved: recruitment, collection of biosamples, patient empowerment. Where
a direct contact with the patient or their carers is involved, the privacy and confidentiality of
those involved and of any information collected needs to be respected in compliance with
GCP and clinical trial requirements and with the data protection laws. It is necessary that
such contacts and the collection of personal information need to be considered in advance
by the ethics committees and generally a positive vote from the ethics committee is
necessary. Personal details such as identity or contact information should not be
communicated outside of the parties who have received the approval and should not be used
for purposes other than those agreed by the ethics committee and consented to by the study
subjects. In addition, GCP requires that the study protocol should identify any data to be
recorded into the CRF that are considered to be source data339. The sponsor should not have
exclusive control of a source document340. However, although CDISC requirements for
eSource specifically relate to source data, this requirement is considered by the EU
inspection to be also applicable to transcribed data341. Therefore, the requirement of a
contemporaneous and independent copy of the CRF is valid irrespective of whether the CRF
contains source data or only transcribed data. The EU GCP inspectors do not consider the
requirement above to be met if data are captured in an electronic system and the data are
stored on a central server under the sole control of the sponsor. This is because the
investigator does not hold a contemporaneous and independent copy of the data. The
important point stated by EMA is that choosing an electronic solution should ensure the
credibility of data and should not result in lower quality as compared to a paper CRF342. It is
the responsibility of the sponsor and the investigator to employ a process by which a
contemporaneous and independent copy of the CRF is available at the investigator site.
These requirements apply to the data management system ObTiMA.
Another problem area for p-medicine tools is the dual nature of biobanking tools. Biobanks
constitute a collection of samples of human body substances (e.g. tissue, blood), which often
are linked to personal data and demographic information about the donor. Thus, they
constitute both a collection of human tissue samples and a collection of data. In general, the
data protection laws only cover the processing of data concerning identified or identifiable
persons. The notion of “anonymous data” does not only cover data for which the linking to a
specific person is impossible, but it also covers data that can only be attributed to a specific
person with a disproportionate amount of time, expense and labour. The criteria for making
data processing legitimate require that personal data may be processed only if the data
subject has unambiguously given his/her consent or processing is necessary for the
performance of a contract to which the data subject is party, or for compliance with a legal
obligation to which the controller is subject on, in order to protect the vital interests of the
339
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data subject or etc. With respect to scientific research that will be carried out in the course of
p-medicine only the first exemption is applicable: the processing of health data would
therefore only be legitimate, if the data subject has given his/her consent. The trial
biomaterial manager is developed as a component of the web based trial management
system ObTiMA to enable management of biomaterial data in clinical trials and sharing
selected biomaterial data. The anonymisation of patient data by two-way coding is an option
of the security infrastructure of p-medicine.
As described in this document, a multitude of regulations and guidelines exists that have to
be considered to use tools in a GCP compliant way. All software solutions used in GCP
clinical trials will have to undergo a comprehensive system validation (according to GAMP
and PIC/S) that also covers national regulations. To ensure that the ethical and legal
requirements are enforced during development of the tools and during employment in clinical
trials, p-medicine will use four additional methods:
•

All p-medicine tools are protected by a data security framework343

•

GCP compliance will be considered already during the development of the tools
(Validation Training for developers, managers and other stakeholders)

•

System validation will be expanded to cover evaluation of the Patient Empowerment
GUI to cover use by patients with serious diseases, patients in distress and users
from vulnerable populations

•

Use of “Validation Simulation”344

5.1.1.1

Data security framework of p-medicine

The components of the data security framework of p-medicine consist of:
•

Authorisation: each time a subject wishes to access (create, read, delete)
anonymised patient information or results calculated from it, the p-medicine central
Policy Decision Point (PDP) is be called

•

User and Access Management (Service as a front-end to the authorisation policy
store or Policy Administration Point (PAP)

•

End User Agreement: contractual agreement between the CDP (Center for Data
Protection) and the end users/researchers using the data via the p-medicine
infrastructure

For the data security framework of p-medicine the Patient Identity Management System
(PIMS) manages patient identities. In addition, data transfer agreements will be concluded
between the CDP and hospitals/physicians with the aim to provide guarantees and measures
in order to protect the patient´s privacy rights. User agreements and data transfer
agreements form the basis to block misconduct and protect patient data in addition to the
available technical protection means like authorisation and user access management.
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N. Forgo (Ed.). Deliverable No. 5.1. s.o.
Del. 6.1: Report on use cases, scenarios, interoperability issues for the ECRIN community (31.7.2012)
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5.1.1.2

GCP compliance training

GCP compliance training about Computer System Validation (CSV) for GCP clinical trials will
play an important role. This training is based on PIC/S Guidance on Good Practices for
Computerised Systems in Regulated “GXP” Environments and GAMP because EU GCP
inspectors agreed to use these documents as the reference for inspection of computer
systems and regarding the entire life cycle of a GCP-compliant system and using PQ, IQ,
and OQ verification processes345.
5.1.1.3

Ensuring patient’s autonomy during use of Patient Empowerment

The system validation process will be expanded to cover the use of the Empowerment GUI
by patients with serious diseases, patients in distress and users from vulnerable populations
to ensure usability even under special conditions (see above) to enable patients to freely
make decisions.
5.1.1.4

Validation simulation

In p-medicine deliverable 6.1 a tool is presented to prepare and enable p-medicine tool
developers and providers for the envisaged integration of p-medicine tools into ECRIN
clinical trials. This “Validation simulation of computerized systems used in clinical trials”346 is
the process of imitating the behaviour of software validation for the purpose of engaging pmedicine developers or providers. It engages and trains the developers to establish a system
that will be developed, implemented, operated and maintained in a controlled manner. The
result of a validation simulation is a high degree of assurance that the envisaged system will
consistently meet its specifications, will be suitable for its intended purpose and well
prepared for the validation. Developers will have all necessary documentation for a
developer assessment available.

345
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APPLIED CLINICAL TRIALS, August 2000, 38-43 (2000)
346
Del. 6.1: Report on use cases,… s.o.
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6 Appendix
6.1 Abbreviations and acronyms
ACGT

Advancing Clinico-Genomic Trials on Cancer

APEC

Asia-Pacific Economic Cooperation

ARS

Advancing Regulatory Science

ASP

Application Service Provider

ATMP

Advanced Therapy Medicinal Products

ATIMP

Advanced Therapy Investigational Medicinal Products

BBMRI

Biobanking and Biomolecular Resources Research Infrastructure

BLA

Biologics License Applications

CAT

Committee for Advanced Therapies

CSUCI

Computerized Systems Used in Clinical Investigations

CSUCT

Computer Systems Used for Clinical Trials

CDBI

Steering Committee on Bioethics

CDISC

Clinical Data Interchange Consortium

CDMS

Clinical Data Management System

CDP

Center for Data protection

CE

Conformité Européene

CFR

Code of Federal Regulations

CHMP

Committee for Medicinal Products for Human Use

CIOMS

Council for International Organizations of Medical Sciences

CMMI

Capability Maturity Model Integration

CPI

Critical Path Initiative

CRF

Case Report Form

CRO

Contract Research Organization

CTMS

Clinical Trial Management System

CTTI

Clinical Trials Transformation Initiative
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DHR

Device History Records

DM

Data management

DMC

Data Monitoring Committees

DMR

Device Master Records

DSMB

Data Safety Monitoring Boards

EC

Ethics Committees

ECRIN

European Clinical Research Infrastructures Network

eCRF

electronic Case Report Form

EMA

European Medicines Agency

ESFRI

European Strategy Forum on Research Infrastructures

EATRIS

European Advanced Translational Research Infrastructure in Medicine

EUREC

European Network of Research Ethics Committees

FDA

Federal Drug Agency

GAMP

Good Automated Manufacturing Practice

GCP

Good Clinical Practice

GMO

Good Manufacturing Practice

GHTF

Global Harmonization Task

GTMP

Gene Therapy Medicinal Product

GUI

Graphical User Interface

HBD

Harmonization By Doing

HDE

Humanitarian Device Exemption

HIPAA

Health Insurance Portability and Accountability Act

HRQL

Health Related Quality of Life

HSP/BIMO

Human Subject Protection and Bioresearch Monitoring

HTA

Human Tissue Authority

IC

informed consent

ICH

International Conference on Harmonisation

IDE

Investigational Device Exemption
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IDMC

Independent Data-Monitoring Committee

IEC

Independent Ethics Committees

IEmS

Interactive Empowerment Service

IMDRF

International Medical Device Regulators Forum

IPRG

Interdisciplinary Pharmacogenomic Review Group

IRB

Institutional Review Boards

ITF

Innovation Task Force

IRDB

Integrative Research Database

IVD

In Vitro Diagnostic

MAA

Marketing Authorisation Applications

NCI

National Cancer Institute

NDA

New Drug Applications

ObTiMA

Ontology-Based Trial MAnagement

ODM

Operational Data Model

OGCP

Office of Good Clinical Practice

OHRP

Office for Human Research Protections

PACS

Picture Archiving and Communication Systems

p-BioSPRE

p-medicine Biomaterial Search and Project Request Engine

PDMS

Patient Data Management System

PDP

Policy Decision Point

PFSB

Pharmaceutical and Food Safety Bureau

PHI

Protected Health Information

PIC/S

Pharmaceutical Inspection Convention and Pharmaceutical Inspection Cooperation Scheme

PMDA

Pharmaceuticals and Medical Devices Agency (Japan)

PmRN

Paediatric Medicines Regulators' Network

QbD

Quality by Design

REC

Research Ethics Committee
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SAE

Serious Adverse Event

SLA

Service Level Agreement

SOP

Standard Operating Procedure

STaRC

Study Trial and Research Centre

SUSAR

Suspected Unexpected Serious Adverse Reactions

VGDS

Voluntary Genomic Data Submissions

WHO

World Health Organisation

WMA

World Medical Association
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7 Annex 1
7.1 Content of Deliverable 9.1
CLINICAL TRIALS WITH MEDICINAL PRODUCTS
3 GOOD CLINICAL PRACTICE COMPLIANCE
INTERNATIONAL
3.1.2

ICH Topic E6 Guideline for Good Clinical Practice Step 5, CPMP/ICH/135/95

3.1.3

Other relevant international ICH guidelines

3.1.4

ICH guidelines for efficacy

3.1.5

Declaration of Helsinki

EUROPEAN REGULATIONS
3.1.6

EU Directive 2001/20/EC. Implementation of good clinical practice in the conduct of
clinical trials on medicinal products for human use, 4 April 2004.

3.1.7

EU Directive 2005/28/EC. Principles and detailed guidelines for good clinical practice
as regards investigational medicinal products for human use, as well as the
requirements for authorisation of the manufacturing or importation of such products, 8
April 2005

3.1.8

EMEA Note for guidance on Good Clinical Practices, CPMP/ICH/135/95, July 2002

US REGULATION
3.1.9

Code of Federal Regulations

3.1.10 FDA draft regulations and guidances
3.1.11 FDA Guidance for Industry: Computerized Systems
4

CLINICAL TRIALS WITH MEDICAL DEVICES

INTERNATIONAL
4.1.1

EN ISO 14155:2011 "Clinical investigation of medical devices for human subjects Good clinical practice"

EUROPEAN
4.1.2

EU Directive 2007/47/EG

US DEVICE REGULATION
4.1.3

CFR regulations concerning medical devices

5

GUIDANCES CONCERNING
DOCUMENTS

INFORMATION

SECURITY

AND

SOURCE

INTERNATIONAL
5.1.1

ISO 27001: Information Security
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EUROPEAN
5.1.2

GCP Inspectors Group: Reflection paper on expectations for electronic source
documents used in clinical trials

5.1.3

GMP Annex 11

6

DATA PROTECTION

INTERNATIONAL
EU
6.1.1

EU directive 95/46/EC

27

6.1.2

EU Directive 2002/58/EC. 12 July 2002. Concerning the processing of personal data
and the protection of privacy in the electronic communications sector

6.1.3

EU Directive 2006/24/EC. 15 March 2006. On the retention of data generated or
processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending.

6.1.4

Regulation EC 45/2001. 18 December 2000. On the protection of individuals with
regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data

6.1.5

EC Directive 97/66/EC. 15 December 1997. Concerning the processing of personal
data and the protection of privacy in the telecommunications sector

US
6.1.6

HIPAA (Health Insurance Portability and Accountability Act of 1996)

7

BIOBANKS

INTERNATIONAL
7.1.1

Convention for the Protection of Human Rights and Dignity of the Human Being with
regard to the Application of Biology And Medicine: Convention of Human Rights and
Biomedicine

7.1.2

Steering Committee on Bioethics (CDBI) Draft Explanatory Memorandum to the Draft
Recommendation on Research on Biological Materials of Human Origin (Strasbourg,
March 15, 2006)3

7.1.3

Recommendation Rec (2006) of the Committee of Ministers to member states on
research on biological materials of human origin (Strasbourg, 2006)

7.1.4

International Ethical Guidelines for Biomedical Research Involving Human Subjects
(CIOMS)

EUROPEAN
7.1.5

EC. Ethical, Legal and Social Implications of Genetic Testing: Research Development
and Clinical Applications (EC: Brussels, 2004)

7.1.6

EU (2004): Directive 2004/23/EC on setting standards of quality and safety for the
donation, procurement, testing, processing, preservation, storage and distribution of
human tissues and cells, 31 March 2004

7.1.7

EU (2006): Directive 2006/86/EC implementing Directive 2004/23/EC of the European
Parliament and of the Council as regards traceability requirements, notification of
serious adverse reactions and events and certain technical requirements for the
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coding, processing, preservation, storage and distribution of human tissues and cells,
24 October 2006
US
7.1.8

OHRP Guidance on Research Involving Coded Private Information or Biological
Specimens

8

REGULATION AND GUIDANCES FOR CLINICAL TRIALS FOR ADVANCED
THERAPIES AND INNOVATIVE MEDICAL PRODUCT

EU
8.1.1

Detailed guidelines on good clinical practice specific to advanced therapy medicinal
products, ENTR/F/2/SF/dn D(2009) 35810, Brussels, 03/12/2009

8.1.2

DIRECTIVE 2009/120/EC. 14 September 2009. On the Community code relating to
medicinal products for human use as regards advanced therapy medicinal products

8.1.3

QUALIFICATION OF NOVEL METHODOLOGIES FOR DRUG DEVELOPMENT:
GUIDANCE TO APPLICANTS. EMEA/CHMP/SAWP/72894/2008 Corr1

8.1.4

REFLECTION PAPER ON THE USE OF GENOMICS IN CARDIOVASCULAR
CLINICAL INTERVENTION TRIALS. EMEA/CHMP/PGxWP/278789/2006

8.1.5

General principles: Processing Joint FDA EMEA Voluntary Genomic Data
Submissions (VGDSs) within the framework of the Confidentiality Arrangement

8.1.6

Final ICH Concept Paper for Topic E16: Pharmacogenomic (PG) Biomarker
Qualification: Format and Data Standards

8.1.7

Reflection paper on co-development of pharmacogenomic biomarkers and Assays in
the context of drug development

8.1.8

Reflection paper on methodological issues associated with pharmacogenomic
biomarkers in relation to clinical development and patient selection

US
8.1.9

Genomics and Personalized Medicine Act of 2006

8.1.10 Genomics and Personalized Medicine Act of 2010
9

DISCUSSION AND CONCLUSION
CLINICAL TRIALS WITH MEDICINAL PRODUCTS

9.1.1

Clinical trial data Management Systems (CDMS)

9.1.2

ObTiMA clinical trial management system

9.1.3

eSource

9.1.4

Clinical trials according to the medical device law

9.1.5

Software and medical device law

9.1.6

DoctorEye, Oncosimulator and clinical decision support

9.1.7

Regulatory aspects of personalised medical clinical trials

9.1.8

Clinical trials involving biobanks
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